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Abstract

In recent times, the proliferation of distributed energy resources, propelled by a mount-
ing interest in the generation and utilization of clean renewable energy, has fostered
a paradigm change in the operation and control of power distribution networks. Fur-
ther, the impetus to create carbon-free power systems has incentivized the rapid growth
of interconnected multi-microgrid frameworks that are powered by renewable energy
sources (RESs). However, the inherent uncertainty of RESs poses a challenge in meet-
ing the power demand of the microgrids (MGs) unless sufficient energy storage, such
as battery energy resources (BESs), is maintained. While the energy storage systems
can supply the deficit in the case of underproduction, an excess provisioning of energy
storage systems can result in overproduction which in turn increases the operating cost.
Since both overproduction and underproduction are undesirable, an important question
that needs to be answered is: how can the MGs guarantee the demand-supply balance?
In traditional distribution systems, MGs depend on the main grid for demand-supply
balance and assistance with ancillary services. However, excessive grid dependency
adversely affects system reliability as grid outages are becoming more frequent due
to climate-related contingencies. Hence, designing an ecosystem of self-sufficient MGs
that are capable of supplying local loads with local generations, while being minimally
dependent on a centralized grid, is of considerable importance. In this context, it is
crucial to devise a strategy for controlling the power output capability of the BESs to
counter the uncertainty of RESs production and ensure that there will be no under and
over-production simultaneously to improve the system reliability.

Another crucial design aspect of the BESs is to ensure that they have sufficient
energy capacity to minimize generation and load curtailments, arising due to over and
underproduction scenarios. The BESs energy capacity should be designed in such a way
that: (i) if the RESs produce more power than what is demanded by the load, then the
BESs can be charged with the surplus generation, and (ii) when the RESs production is
less than the required load, the BESs have sufficient energy to supply the deficit power.
The above conditions are satisfied if the maximum capacity of BESs is not reached and
the BESs never get depleted under the uncertainty presented by the RESs. Such a chal-
lenge in deciding the BESs capacity is further exacerbated by the uncertainty of RESs.

While BESs with excess capacity can address the technical challenges of minimizing
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the generation and load curtailments, it increases the installation and operation cost
of the entire system thus restricting the economical viability of maintaining BESs with
huge capacities. Hence, in the planning stage of the system, it is essential to decide
the minimum required BESs capacity to mitigate the RESs uncertainty with provable
guarantee. For multi-microgrid systems, the facility to share power has the potential to
harness the benefits of spatial diversity of generation to further minimize needed BESs
capacity. In this context, it is essential to explore strategies to interconnect the MGs
and to decide how the MGs should share power. While it is possible to reduce the
required BESs capacity by interconnecting the MGs, the economic benefits of such a
reduction may be nullified by the cost associated with the transmission lines connecting
them. As the transmission line installation and maintenance cost primarily depends on
the line flow capacity, it is essential to analyze the required capacity of both BESs and
transmission lines in unison.

In this thesis, Chapter 2 contributes towards developing a dynamic battery alloca-
tion and control strategy, under a novel electricity market mechanism, to optimize the
power the battery reserve provides, while ensuring that demand is met with a provable
guarantee. A power distribution system with multiple microgrids with stochastic RESs,
and a distribution network operator (DNO) is considered. The objective of the DNO
is to control the battery power output capability in such a way that the demands of
all the microgrids, at the requested future time, are met with probability one without
any over or underproduction. Our solution is built upon stochastic feedback control
techniques. Under our proposed scheme, the DNO responds to the evolving uncertainty
by dynamically balancing the RESs and battery resources, via contracts made in the
electricity market, and eliminates the risk of over or underproduction.

Chapter 3 contributes towards designing a methodology to determine battery capac-
ity, for MGs, which ensures that during the operational phase, BESs’ operating range
is respected with pre-specified high probability, under renewable uncertainties. We pro-
vide an explicit analytical expression of the required BESs energy capacity for a single
microgrid with stochastic RESs as the main power source. Leveraging insights from
the single microgrid case, the article focuses on the design and planning of BESs for
an interconnected two-microgrid scenario. Utilizing stochastic feedback control theory,
we propose an optimization framework to determine how the microgrids should share
power, while respecting the transmission line capacity, to minimize the battery capacity

requirement. Furthermore, we provide a theoretical analysis of the trade-offs between



transmission line capacity and BESs energy capacity and show that for a large oper-
ation time horizon, it is even possible to reduce the transmission line capacity while
maintaining the least amount of battery.

Another important aspect of distribution system planning and control is to design
a system monitoring infrastructure providing real-time situational awareness. To effi-
ciently operate the system, the operator needs real-time measurements of bus voltages,
power injection and flow through the branches, etc. Apart from the real-time measure-
ments, another crucial information is the knowledge of the underlying power network
topology. The network topology is utilized for various techno-economical purposes, such
as economic dispatch, electricity price determination, etc. Traditionally the topology
information is obtained from the prior knowledge of the system. However, the opera-
tional flexibility of renewable-powered MGs can alter the topology over time. Further,
weather-related extreme events can result in branch faults in the system which changes
the topology. Therefore, a methodology to detect and localize power network topol-
ogy changes in real-time is extremely important to efficiently operate the system. To
aid with such requirement, Information and Communication Technology (ICT) infras-
tructure is utilized. ICT infrastructure includes various modern measurement devices
such as smart meters, phasor measurement units, etc. However, the wireless nature of
such devices renders the system vulnerable to cyber-attacks. Many incidents of cyber-
attacks in the energy sector have been reported in the last decade resulting in severe
economic loss and electricity outages. The most common type of cyber-attack in this
context is false data injection (FDI) attacks, where the attacker manipulates the field
measurements to disrupt the system operation. The attack objectives range from tech-
nical interruptions, such as power outages, system faults, etc., to intrusion in economic
operations, such as electricity markets. To this end, it is of utmost importance to de-
vise cyber-attack detection and protection mechanisms to improve the resiliency of the
system.

In this thesis, Chapter 4 contributes towards developing a machine-learning method
to detect and localize changes in a power network topology. The proposed strategy
utilizes only bus voltages and phase angles to detect any change and further localize
the change. The proposed strategy is capable of detecting multiple topology changes
(branch outages or restoration) occurring simultaneously or over a time horizon. Real-
time hardware-in-the-loop experiments on a modified IEEE 33-bus, 226-bus, and 1262-
bus network, emulated on OPAL-RT real-time simulator, are conducted to demonstrate

the efficacy of the proposed methodology.
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Chapter 5 of the thesis investigates system resiliency to cyber-attacks. In the first
part of the chapter, cyber-attacks in breaker status measurements are considered. Such
type of attack is capable of falsifying the topology information conveyed to the operator.
Since the topology information is extensively used in deciding the electricity prices at
different buses in the network, we demonstrate the impact of cyber-topology attacks in
disrupting the electricity market. Utilizing reinforcement learning, we provide a system
vulnerability analysis, by identifying the critical branches in the network, which must be
protected to avoid such disruption. In the second part of the chapter we demonstrate
the impact of FDI attacks in tertiary control of microgrids on system stability. We
consider FDI attacks on measurements and control commands in a state-feedback-based
controller and devise an attack detection and mitigation strategy. We conduct real-time
controller hardware-in-the-loop validation on a microgrid emulated inside OPAL-RT to
illustrate the utility of our proposed attack mitigation strategy.

In Chapter 6 we describe an end-to-end cyber-physical testbed infrastructure for grid
control and monitoring. The testbed is completely developed in the lab. The infras-
tructure is equipped with databases and a data-driven algorithm execution framework
for experimental analysis of cyber-physical systems. Further, the testbed has real-life
or emulated power system integration and visualization framework to assist with situa-
tional awareness. Some detailed real-time demonstrations on the testbed are illustrated

to showcase the flexibility and utility of the same.
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Chapter 1

Introduction

1.1 Motivation for Renewable-Powered Microgrid

In recent years, the momentum toward carbon footprint reduction has incentivized the
proliferation of renewable energy sources (RESs), which in turn has led to a paradigm
shift in the landscape of power distribution system operations and control. In the
US, RESs are expected to contribute 60% of total generation by 2050. Apart from
environmental benefits, RESs are a promising solution to enhance system reliability. In
a traditional distribution system, the energy producers are connected to a main grid
and supply the load demand of the downstream consumers. Such a vertically integrated
system is critically dependent on the main grid where any disruption in the operation
of the main grid results in a complete system outage. In the past few years, such
disruption has increased in alarming frequency due to weather-related catastrophes. For
instance, from 2000 to 2023, 80% of all major U.S. power outages (over 1700 outages),
were due to weather-related events such as severe weather, tropical cyclone, wildfire,
etc. [1]. It is reported that the US experienced two times more weather-related power
outages during the last 10 years (2014 — 2023) than during the previous decade. The
NOAA National Centers for Environmental Information (NCEI) reported that about 28
climate disasters in 2023 exceeded billion-dollar damage [2]. Therefore, it is of utmost
importance to devise a resilient distribution system architecture to safeguard the system
from grid-related contingencies. Here, a potential solution is to utilize RESs since they
can be distributed across the system at the consumer level. Such clusters, with local

RESs generation and loads, form microgrids (MGs).
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Figure 1.1: A schematic representation of a generic microgrid.

1.1.1 Microgrid: The Grid of the Future

Renewable-powered MGs are envisioned to operate self-sufficiently, utilizing an inter-
connected network of RESs scattered throughout the network. Fig. 1.1 shows a schematic
representation of such MG consisting of RESs, such as rooftop photovoltaic (PV) pan-
els, local wind farms, etc, and energy storage systems such as battery energy sources
(BESs). The MGs provide flexibility to operate in two modes (i) grid-connected, and
(ii) islanded mode. In grid-connected mode, the main power grid serves as an electrical
power source, whereas in the islanded mode of operation, the MGs are disconnected
from the main grid. In the islanded mode, the MGs primarily depend on RESs and en-
ergy storage systems to support the load demand and to maintain the demand-supply
balance. Such flexibility to operate in an islanded mode renders the MGs a viable option

for system resiliency during grid outages.

1.1.2 Operational Architecture of Microgrids

The ability to operate the MGs in both grid-connected and islanded modes, along with
the advancement of communication and measurement infrastructure has transformed
the operational architecture of traditional power systems. Apart from the traditional

objective of maintaining voltage and frequency stability, the ability to distribute the



RESs across the network has incentivized techno-economic operational objectives such
as coordination and power-sharing between multiple MGs, economic efficiency by partic-
ipating in electricity markets, etc. To fulfill such objectives, three different levels of con-
trol strategies are deployed; (i) primary-level, (ii) secondary-level, and (iii) tertiary-level
controls. The objectives of the aforementioned control strategies are briefly described

below:

1. Primary-level Control: The prime objective of primary-level control is to maintain
the voltage and frequency of the system within acceptable limits and to control
the active and reactive power-sharing of the distributed energy resources. The
synchronization of the resources, to enable plug-and-play operation, is also taken
care of in this control layer. The time-scale lies usually between a few milliseconds

to a few seconds.

2. Secondary-level Control: Secondary controllers compensate for voltage and fre-
quency deviation, caused by the primary-level controllers, and regulate the steady-
state deviations of the same. The time-scale lies usually between a few seconds to

a few minutes.

3. Tertiary-level Control: The power flow between microgrids and the utility grid,
power-sharing strategies between multiple microgrids to facilitate the economic
operation of the system are managed by the tertiary control. The interaction
with the electricity markets and power procurement decisions are made in this
layer utilizing various optimization methods. The time scale lies usually between
a few minutes to a few hours, or in some cases to a few days where interaction

with the electricity market is prioritized.

1.2 Impact of Renewable Penetration

1.2.1 Uncertainty of Renewable Power Generation

To maintain system stability, it is essential to maintain demand-supply balance. In
this context, renewable penetration poses a major challenge to the reliable operation
of the MGs as RESs are inherently uncertain. Such uncertainties lead to overproduc-
tion, when generation is more than the demand, and underproduction when demand
exceeds the generation. Apart from degrading the system stability, such over and un-

derproduction scenarios result in the risk of generation and load curtailment, causing
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Figure 1.2: Generation curtailment due to increased renewable penetration in the regions
under California Independent System Operator (CAISO)

economic loss. In this context, an interconnection between multiple MGs provide a
solution to curtailment problems by diversifying different renewable resources through
regional collaboration. The utility of such interconnection largely depends on the trans-
mission network design and power line capacities. A poor design of the power network,
in terms of the insufficient power line capacities, may lead to network congestion pro-
hibiting the extra amount of generation in one MGs being transferred to other MGs
to supply loads. The uncertainty of RESs further exacerbates the network congestion
problems thus contributing to additional generation and load curtailment. In 2023 (till
September) California Independent System Operator (CAISO) has curtailed more than
2.3 million MWh of wind and solar output [3]. As reported by CAISO and shown
in Fig. 1.2, the congestion-related curtailments have increased significantly since 2019
because solar generation has been outpacing upgrades in transmission capacity.

On the other hand, the load curtailment directly affects the electricity consumers
resulting into severe economic loss. US Energy Information Administration (EIA) re-
ported a total of 155 events in Texas, spanning over 4500 hours of power outage from
2019 — 2023. In 2023, Texas experienced about 386 hours of power outage [4], as shown
in Fig. 1.3. Therefore, it is pertinent to devise a robust and reliable solution to counter

the uncertainty of RESs to harness the environmental benefits of the same.
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Figure 1.3: Top 5 U.S. states with highest number of power outages

1.2.2 Requirement of Energy Storage Systems

Energy Storage Systems, such as BESs, provide an attractive option to counter both
generation and demand uncertainties with the ability to store excess energy when supply
exceeds demand and to provide energy when demand exceeds generation. It is projected
that the deployment of energy storage will increase significantly, reaching about 200
GW total capacity in 2050 as shown in Fig. 1.4 [5]. Although currently, the most
widely deployed storage device is pumped-hydro storage, in the future, Lithium-ion
batteries of 4 — 6 hours duration will have the highest share of the total expected
capacity [5]. Naturally, BESs with high energy capacity are beneficial in terms of
countering the RESs uncertainty, however, it increases the investment and operational
cost of the system. For example, Fig. 1.5 shows the increase in system capital cost as
the size of a 60 MW Utility-scale battery size is increased [5]. Therefore, for an efficient
techno-economic operation of the system, it is essential to determine the required energy
capacity without compromising the advantages of self-sufficiency of the future microgrid

architecture, primarily powered by RESs and BESs.
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Figure 1.4: Energy storage capacity is expected to grow to about 200 GW by 2050,
deploying a range of durations. This translates to about 1,200 gigawatt-hours (GWh)
of stored energy.

1.2.3 System Design Challenges of Microgrids

The major challenge in the landscape of RESs-based power distribution system, with
multiple MGs, is to mititgate the renewable production uncertainties. As alluded to
earlier, a viable option to counter the renewable uncertainty is to utilize energy storage
systems, such as BESs. However, in the system planning stage, if the power capability
and the energy capacity of the BESs are not properly designed, it may lead to inefficient
techno-economic operation of the system. Under the RESs production uncertainty, it
is extremely challenging to decide how much power will be needed from the BESs at a
future time to avoid both over and underproduction scenarios. In addition, to be able
to store (or provide) energy, whenever required, it is essential to ensure the BESs have
sufficient energy capacity. Therefore, the key challenges of the MGs are:

(1) How to decide the amount of power to be dispatched from the BESs, at a future
time, given the RESs uncertainty and the load demand, to guarantee demand-supply
balance without over and underproduction?

(2) What is the minimum required BESs energy capacity, to ensure that the BESs
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operate within their specified operating range at all times, given the generation and
demand uncertainty and the operation time horizon?

Another important aspect of a distribution system with multiple MGs is the in-
terconnection between them. Here, the facility to share power has the potential to
harness the benefits of spatial generation diversity to minimize the needed BESs capac-
ity. However, even if the BESs capacity can be reduced by interconnecting the MGs,
the economic benefits of such a reduction may be nullified by the cost associated with
the transmission lines connecting the MGs. As the transmission line installation and
maintenance cost primarily depends on the flow capacity, it is essential to analyze the
required capacity of both BESs and transmission lines in unison. In this context, the
challenges are to decide:

(3) What is the possible reduction of the required BESs capacity if transmission
lines, connecting the MGs, can be installed?

(4) What should be the capacity of the power lines? How does it relate to the
required BESs capacity and the operation time horizon? How can we reduce the power
line capacity without affecting the system’s reliability?

Such design challenges are crucial factors in quantifying and establishing the benefits

of RES-powered multi-MG systems.



1.3 System Monitoring and Cyber-attack Resiliency

The proliferation of MGs necessitates a real-time situational awareness of the distri-
bution network due to their spatial diversity and operational flexibility. To efficiently
operate the system, the distribution network operator needs real-time measurements
of voltages, branch status, etc., from different parts of the network. For a reliable op-
eration of the system, it is required to infer the system status such as contingencies,
faults, etc. from the measurements. Such requirement is fulfilled with the deployment
of Information and Communication Technology (ICT) infrastructure. Hence the moni-
toring and control capability of the network operator, intertwined with the ICT, must
be enhanced to support the expansion of the MGs in a seamless manner. However,
the wireless nature of the ICT renders the system vulnerable to cyber-attacks. Fig. 1.6
illustrates the trend in the electricity disturbance events, categorized by the causes,
from 2021 to 2023 [4]. From the figure, it is evident that the three primary causes of
electricity outages are weather, attacks, and operational failures. In this context, there
are three major requirements to enhance the reliability and resiliency of the distribution
system: (i) real-time information on the system topology including the fault status, (ii)
cyber-security, and (iii) a monitoring and control infrastructure.

System topology is a crucial information for efficient system operation. The topol-
ogy information is utilized for various techno-economic purposes such as economic dis-
patch, unit commitment, fault localization and restoration etc. In general, the network
operators obtain the topology information from prior knowledge. However, the flexible
operation of the renewable-powered MGs, enabling plug-and-play operation of the same,
can change the topology from time to time. Further, extreme weather events can result
in branch faults which in turn alters the topology structure. Therefore, it is of extreme
importance to infer the topology in real-time from the available field measurements.

The reliance on the measurements, to efficiently operate the system, is further exac-
erbated by cyber-attacks. The most common type of cyber-attack is False Data Injection
(FDI) where the attacker manipulates the measurements transmitted wirelessly to the
control center. In the last decade, several security breaches have been reported across
the globe. For example, in 2015, a cyber-attack on an electrical power station in Ukraine
impacted around 80, 000 people causing a blackout [6]. Similarly, the ‘Stuxnet’ malware
attack in Iran in 2010 exposed the vulnerability of the energy sector to the cyber-
attacks. In 2007, the US Department of Homeland Security (DHS), North American
Electric Reliability Corporation (NERC), and the Electricity Information Sharing and
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Figure 1.6: Energy storage capacity is expected to grow to about 200 GW by 2050,
deploying a range of durations. This translates to about 1,200 gigawatt-hours (GWh)
of stored energy.

Analysis Center (E-ISAC) demonstrated the impact of FDI and Denial-of-Service (DoS)
attack on a diesel generator operation. In the demonstration, code-named Aurora, the
physical destruction, as a result of the cyber-attack, of the generator was showcased.
To this end, it is evident that establishing a resilient network monitoring and control

framework is the need of the hour.

1.3.1 Situational Awareness Challenges

The situational awareness of a power distribution network provides a holistic view of
the network topology, real-time system status, such as branch faults, restoration, etc.,
and an [CT framework immune to cyber-attacks. In this context, the major challenges
are as follows:

(1) How to infer the system topology and detect changes in the same caused by

branch fault (or restoration) from the field measurements?



(2) How to make a resilient system monitoring and control infrastructure that is
shielded from malicious cyber-attacks, such as false data injection attacks?

Innovations toward this end require a comprehensive test suite to validate the utility
of the same before it is deployed in the system. Here, a cyber-physical testbed capable
of integrating different components of a monitoring and control framework, such as
data aggregation tools and database, hardware and controller-in-the-loop integration,
data-driven algorithm execution infrastructure, system visualization, etc., is required to
be developed. Such cyber-physical testbeds should be flexible in terms of supporting
various system resources and measurement devices, and scalable.

In summary, a methodology to estimate system topology and topology changes, a
cyber-secured measurement and control framework, along with a cyber-physical testbed
to validate the aforementioned strategies are essential to guarantee real-time situational

awareness of the power distribution systems.

1.4 Contributions and Overview of the Thesis

1.4.1 Uncertainty Mitigation of Renewable-Powerd Microgrids

Section 1.2.3 discusses the major challenges that renewable-based microgrids experi-
ence today due to the inherent uncertainty of renewable power generation. Clearly, it is
crucial to design and operate the system in a manner that enhances reliability and self-
sufficiency by countering the renewable uncertainties. This thesis contributes towards
achieving these objectives by proposing energy resource power capability and energy
capacity design methodologies for RES-based multi-microgrid systems.

B In this thesis, Chapter 2 contributes towards the development of a dynamic bat-
tery allocation and control strategy to mitigate the RESs production uncertainty. A
power distribution system with multiple microgrids and a distribution network operator
(DNO) is considered. Each microgrid has an RES which is uncertain in nature, and is
modeled by geometric Brownian motion. The validity of such a model is justified by
real-life renewable power generation data from the northeast part of the US. Each mi-
crogrid also postulates a critical demand at a predetermined future time. The primary
challenge here is to control the battery power output capability in such a way that the
demands of all the microgrids, at the requested future time, are met with probability

one without any over or underproduction. A review of existing works in this context is
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presented to highlight the limitations of the state-of-the-art. A novel electricity mar-
ket operation is proposed where the RESs and battery resources can be traded. The
buyer (or seller) of the RESs and batteries reserves the right to buy (or sell) the power
produced by the same at a future time. Under the stochastic model of the RESs pro-
duction, we propose a dynamic feedback control strategy of the RESs and batteries,
via the contracts in the electricity market, to guarantee that the set of realizations of
RESs generation, for which there is over or underproduction at a future time when the
demand is requested, has probability zero. Thus almost surely we guarantee that any
realization of renewable generation will not have over or under-production for the given
demand. We demonstrate the utility and scalability of our algorithm by instantiating
it to a modified IEEE-33 bus network with two microgrids, and a 225-bus network with
10 microgrids, on a real-time OPAL-RT based hardware-in-the-loop platform.

B Chapter 3 contributes towards developing a battery energy capacity design method-
ology to avoid both generation and load curtailment under renewable uncertainties. To
limit load curtailment, the battery capacity should be such that it does not get com-
pletely discharged during the operating time horizon. Similarly, generation curtailment
is avoided by ensuring that the battery does not hit the maximum allowable charge
limit at any time. Utilizing a stochastic control framework, an explicit analytical ex-
pression of the minimum required battery energy capacity for MGs, with RESs as the
main power source, is derived that provides probabilistic guarantees of limiting gener-
ation and load curtailment. For multi-microgrid systems, the facility to share power
has the potential to harness the benefits of spatial diversity to further minimize needed
BESs capacity. In this context, a stochastic optimization framework to determine how
the microgrids should share power to minimize the battery capacity requirement while
respecting the transmission line capacity is proposed. To provide a comprehensive sys-
tem design guideline, a theoretical analysis of the trade-offs between transmission line
capacity and battery energy capacity is presented. It is established that for a large
operation time horizon, it is even possible to reduce the transmission line capacity while

maintaining the least amount of battery.

1.4.2 Situational Awareness and Cyber-Attack Resiliency

Section 1.3.1 outlines the major challenges in detecting power network topology changes
in real-time from the field measurements, which is essential to achieve situational aware-

ness of the system.

11



B Chapter 4 contributes towards developing a data-driven methodology to detect
and localize changes in a power network topology. The proposed strategy utilizes only
bus voltages and phase angles to detect any change and further localize the change.
The methodology is built upon machine-learning models and is capable of detecting
multiple topology changes (branch outages or restoration) occurring simultaneously or
over a time horizon. Further, the time instants of such changes are estimated to aid
the system operators in obtaining complete information about the system. Real-time
hardware-in-the-loop experiments on a modified IEEE 33-bus, 226-bus, and 1262-bus
network, emulated on OPAL-RT real-time simulator, are conducted to demonstrate the
efficacy of the proposed methodology. The 1262-bus distribution network comprises of
a part the University of Minnesota campus and surrounding suburbs. The detailed ex-
periments, as discussed in Chapter 4 of this thesis, establish the utility of the proposed
methodology in large power distribution networks.

B Chapter 5 contributes towards developing strategies in making a power distribu-
tion system resilient to cyber-attacks. FDI attacks are investigated in two contexts: (i)
cyber-topology attacks to disrupt electricity market operation and (ii) measurement and
actuator control signal manipulation to destabilize a microgrid. In real-time electricity
markets, the electricity prices at different buses in the network are decided based on
the locational marginal price (LMP). LMP is derived from the solution to DC optimal
power flow which further depends on the grid topology. Cyber-topology attacks, tar-
geting breaker status measurements to manipulate the branch status to make a branch
appear offline while it is operational, can falsify the topology information and thus can
induce errors in the LMP calculation. The first part of Chapter 5 analyzes such vulner-
abilities by identifying the critical breakers in the power network that, if attacked, can
lead to a large deviation in LMP from the actual value and disrupt the electricity mar-
ket. A reinforcement learning-based strategy is proposed to analyze the aforementioned
vulnerabilities. As an outcome, it aids the system operators in identifying the critical
branches in a network that are to be protected. The proposed strategy is validated on
IEEE 33-bus and IEEE 300-bus distribution networks. The second part of Chapter 5
focuses on FDI attacks on state feedback-based load frequency control of microgrids.
Load frequency control is required to compensate for frequency deviation in a microgrid
caused by renewable generation and/or demand uncertainties. FDI attacks are con-
sidered in both measurements and control commands in demonstrating the impact of
the same on system stability. A defense mechanism, incorporated in the state feedback

controller, is proposed. The methodology is instantiated in a microgrid with electric
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vehicles, diesel generators, and loads, emulated inside OPAL-RT real-time simulator.
The experimental results corroborate the efficacy of the proposed method in maintain-
ing the stability of the system and in enhancing resiliency against FDI attacks.

B Chapter 6 illustrates an end-to-end cyber-physical testbed infrastructure for grid
control and monitoring. The testbed is completely developed in the lab and has four key
elements: (1) a system layer that embeds a physical or emulated power system network,
(2) a data analysis layer to execute real-time data-driven grid analysis algorithms, (3)
backend layer with a generic data storage framework which supports multiple databases
with functionally different architectures, and (4) visualization layer where multiple cus-
tomized or commercially available user interfaces can be deployed concurrently for grid
control and monitoring. These four layers are interlinked via bi-directional communica-
tion channels. Such a flexible and scalable framework provides a cohesive environment

to enhance smart grid situational awareness.
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Chapter 2

Optimal Multi-microgrid
Feedback Policies: Guaranteed
Demand Fulfillment under

Renewable Uncertainty

2.1 Gist of the Chapter

With increased penetration of Renewable Energy Sources (RESs), the conventional dis-
tribution grid is advancing towards interconnected multi-microgrid (IMMG) systems
supervised by a Distribution Network Operator (DNO). However, the inherent un-
certainty of RESs poses a challenge in meeting the power demand in the microgrids
unless sufficient battery storage is maintained. Although the problem of RESs un-
certainty and battery storage procurement are partially addressed by the day-ahead,
real-time, and ancillary service markets, the existing market mechanisms cannot guar-
antee demand-supply balance without over and underproduction. In this chapter, we
propose a dynamic battery allocation and control strategy, under a novel electricity
market mechanism where the RES and battery assets can be traded. To ensure that
critical demand is met with a provable guarantee, by a combination of the power out-
put from the battery and RESs, the power capability of the battery reserve is controlled
by exchanging the battery units with RESs in the market. Our solution is built upon

stochastic feedback control techniques. Under our proposed scheme, the DNO responds
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to the evolving uncertainty by dynamically balancing the RESs and battery resources,
via contracts made in the electricity market, and eliminates the risk of over or under-
production. We derive battery power capability control strategy for multi-microgrid
systems in two settings: when microgrids can (interconnected) and, cannot (individu-
alized) share power amongst each other. We present examples under different scenarios
with detailed comparison of performance of the proposed algorithm for individualized
and shared settings. In particular, the advantages of interconnecting microgrids through
savings in battery power requirements under IMMG over individualized microgrids are
quantified. We demonstrate the utility and scalability of our algorithm by instantiating
it to a modified IEEE-33 bus network with two microgrids, and a 225-bus network with

10 microgrids, on a real-time OPAL-RT based simulation platform.

2.2 State-of-the-art on Load Demand Fulfillment under

Renewable Uncertainty

In recent times, the proliferation of distributed energy resources (DER), propelled by
a mounting interest towards the generation and utilization of clean renewable energy,
has fostered a paradigm change in the operation and control of power distribution net-
works. Renewable energy sources (RESs), like solar and wind energy systems, reduce
the adverse environmental effects of traditional energy sources; integration of DERs also
offers improved grid assistance, efficiency and reliability. As renewables are expected to
contribute 60% of total generation by 2050 [7], a rapid growth of ‘prosumers’, equipped
with distributed RESs, is envisaged to transform the conventional energy systems to
a substantial ecosystem of multiple individual microgrids (MGs). However, due to the
intermittent nature of RESs, the MGs are exposed to the risk of underproduction if
extra measures such as mechanisms for ancillary services are not present [8]. Similarly,
uncertainty of RESs, exacerbated by excess provisioning of ancillary services, such as
energy storage, can result in overproduction which increases the operating cost. Usu-
ally in power distribution systems, a Distribution Network Operator (DNO) supervises
the MGs and provides support to maintain demand-supply balance. To mitigate the
production uncertainty, currently the DNO participates in the electricity market where
a fixed amount of immediate or future power [9] is exchanged for money. While prices
in the futures (day ahead) market are more stable, the prices in the real-time market

are more volatile and sensitive to current production levels [10, 11]. Thus, to avoid
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the price volatility of the real-time markets for meeting the future demand of the MGs
with absolute guarantee, DNO purchases power from the day-ahead market. However,
if at the time of realization, there is excess generation, the DNO either has to sell the
excess power in the real-time market at a lower price, thus incurring operational losses,
or store it locally in batteries, necessitating related capital expenses. In this chapter,
we propose a novel real-time electricity market mechanism, where RESs and battery
reserves can be traded. The buyer (or seller) of the RESs and batteries reserves the
right to buy (or sell) the power produced by the same at a future time. We provide
a stochastic differential equation model of RES production, which we validate using
field data. Under the stochastic model of the RESs production, we propose a dynamic
feedback control strategy of the RESs and batteries, via the contracts in the electricity
market, to guarantee that the set of realizations of RESs generation, for which there is
over or underproduction at a future time when the demand is requested, has probability
zero. Thus almost surely we guarantee that any realization of renewable generation will

not have over or under-production for the given demand.

2.2.1 Prior Works

In most of the existing literature, the problem of load demand fulfillment under renew-
able uncertainties is primarily addressed with the objective of minimizing the operation
cost of the system and cost of energy procurement from the electricity market [12].
In this context, schemes based on chance-constrained techniques [13, 14, 15, 16, 17],
stochastic programming [18, 19], model-predictive control [20], and various optimization
techniques [21, 22, 23, 24] are proposed. In [13], a battery dispatch pattern is decided to
minimize battery maintenance cost, RESs generation cost, and load and generation cur-
tailment cost with supply-demand balance constraints, and a chance-constraint on RESs
curtailment amount. Similar approaches are presented in [14, 15, 16, 17] in the context of
optimal power flow with the assurance of meeting demand-supply balance with a high
probability. Such approaches minimize generation or load curtailment to reduce the
system operational cost, however, probabilistic guarantees of ensuring zero curtailment
amount are not achieved. Another popular methodology to minimize system operation
cost by intelligent generation dispatch scheduling, to counter RESs uncertainty, is prob-
abilistic unit commitment [25, 26, 27]. However in existing unit commitment models,
loss of load is still allowed, though with high penalty cost, and thus such models are dif-

ficult to deploy in a system with critical facilities where load curtailment is prohibited.

16



Apart from probabilistic unit commitment models, usually considered in ancillary ser-
vice markets, various stochastic optimization methods are devised to minimize energy
procurement expenditure in day-ahead and real-time markets [28, 29, 30]. However,
such strategies also cannot guarantee zero over and underproduction. In summary, the
methodologies in [14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 25, 26, 27, 24, 28, 29, 30] have
the following limitations: (1) minimizes over or underproduction to reduce system op-
erational cost, however, cannot achieve zero over or underproduction simultaneously,
allowing additional power transaction with external resources (such as grid in the case
of grid-connected systems or grid-forming resources in the case of islanded systems
etc.), (2) theoretical guarantees of demand-supply balance with probability one, while
ensuring zero over or underproduction, are not present.

To prioritize the problem of over or underproduction, a battery charging and dis-
charging policy is proposed in [31], to reduce the power imbalance due to RESs un-
certainty with explicit stochastic model for RESs. However, no provable guarantee of
meeting the demand is established. Further, analytical approaches [32, 33|, data-driven
approaches [34], game theoretic approaches [35, 36] are proposed in prior works to
improve power balance in systems with multiple MGs, however, self-sufficiency is not
guaranteed, that is demands are met with high probability but not with absolute guar-
antee while ensuring minimum amount of power is drawn from (or fed to) the grid to
minimize operational cost. In the case of grid-independent MGs, the power imbalance
due to over or under-production is addressed by grid-forming resources. In this context,
[37, 38] propose model-predictive control frameworks, however, power curtailments are
considered a viable option and theoretical analysis of minimization of the power drawn
from the grid-forming resources are not present. Apart from self-sufficiency, there is
another potential advantage embedded in an ecosystem comprising of multiple MGs
that needs to be studied. In traditional Individualized Multi-microgrid (IDMMG) sys-
tems, energy sharing among MGs is not allowed which leads to large energy reserve
requirement. In contrast, in IMMG, collaborative operation across multiple facilities
allows for risk pooling between RESs and reduces the storage needed to maintain the
guarantee of demand-supply balance. However, the additional benefits of IMMG over
IDMMG must be quantified to justify the utility of IMMG without compromising the
self-sufficiency of the entire system. In this context, a power management technique to
improve frequency regulation of a multi-microgrid system, considering dynamic gener-
ation control based on electricity price, is devised in [39]. Further, [40, 41, 42] propose

various power sharing methodologies among multiple MGs, however, it is assumed that
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the centralized grid can assist with over or underproduction of each MG in the entire
system. Such methodologies address the complex problem of interconnection between
multiple MGs to enhance cost-effectiveness, however, they cannot guarantee that for
almost all realizations of the stochastic RESs generation, there will be no over and
underproduction. In summary, to the best of the authors’ knowledge, solutions that si-
multaneously guarantee zero overproduction and underproduction for every realization
of stochastic RESs generation, are not explored in existing works. In this chapter, we
explore such solutions and establish that our proposed methodology achieves demand-
supply balance, without over and underproduction, with probability one; that is, there
will be no over and underproduction at a future time, when the demand is requested,

for almost all realizations of stochastic RESs generation.

2.2.2 Key Contributions of the Chapter

Consider an Interconnected Multi-microgrids (IMMG) framework consisting of central-
ized battery storage and multiple MGs with critical infrastructures that require a guar-
antee of supplying the demand requested at a pre-specified future time. Each MG has
uncertain RES, thus posing a risk of being unable to meet the local critical demand.
To mitigate this uncertainty, the DNO, which supervises the IMMG, participates in an
electricity market and controls the battery storage, via the contracts in the electric-
ity market, to support the MGs. The focus of the chapter is on the operational stage
where battery power capability is controlled by the DNO to meet the power demand
of each MG at the requested future time, without over or underproduction. The major
contributions are summarized below:

(i) We propose an electricity market operation, to counter the RESs uncertainty, where
the contracts are made in terms of battery energy storage and RES assets to be utilized
at a future time when the demand is requested. Under our proposed market mechanism,
after the initial contracts are purchased, generating a portfolio of fixed power (henceforth
battery power) and uncertain power (from RES assets), additional future contracts are
dynamically procured by the DNO as RESs generation varies with time. The battery
power capability is changed to maintain budget neutrality. The associated problem of
how much battery to provision initially to ensure that the precisely needed capacity at
the time of use is available without under or overproduction is also addressed.

(ii) Our solution is built-upon stochastic feedback control policy where the power capa-

bility of the battery storage is controlled in a constrained manner (discussed in detail
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in Section 2.4), once the initial power provisioning is decided. We establish that the
optimal initial power provisioning of battery storage decided by our algorithm is such
that (i) any smaller provisioning will lead to scenarios where demand cannot be met,
(ii) any larger provisioning will lead to scenarios where generation exceeds the demand.
We emphasize that our stochastic feedback policy, allows the DNO to avoid both cases
(i) and (ii) above almost surely, i.e., with probability one. We show that the solu-
tions to the probabilistic chance-constrained optimization problems (surplus and deficit
problems, discussed in detail in Section 2.4), usually considered in the literature for
load/generation curtailment reduction up to a small non-zero probability, converge to
the solution to a stochastic differential equation (SDE) in the limit. Thus, we provide
a limit of performance, in terms of minimum initial provisioning required to eliminate
the risks of underproduction and overproduction at the future pre-specified time, when
critical demand is requested, with provable guarantee.

(iii) To deploy our methodology in a realistic power distribution framework, we provide
a practical algorithm for discrete-time battery power control. We demonstrate the
utility of our methodology by instantiating it to a 33-bus power distribution network,
with two MGs, emulated in a real-time OPAL-RT based simulation platform. Further,
to showcase the scalability of our proposed technique, we conduct a real-time OPAL-
RT based simulation with 10 MGs in a 225-bus distribution network, powered by Xcel
Energy in the city of Minneapolis, USA.

2.3 System Description

We consider a distributed framework composed of N, geographical regions, where each
region has a wind farm and an MG. Each MG has an RES to supply its local demand,
whereas the RESs in the wind farms are connected to the upstream grid. The MGs, and
a centralized battery storage [43] are connected to a main substation which is managed
by a DNO. The main substation is further connected to the upstream grid, thus creating
a vertically integrated multi-microgrid power distribution network. Fig. 2.1 shows the
hierarchical architecture of the system under consideration. Even if the MGs have RESs
to supply their demands, the uncertain nature of RESs poses the risk of either power
deficit, when generation is less than demand, or excess power that forces curtailment,
when generation exceeds demand. In IDMMG, where the MGs do not share power with
each other, each MG independently can minimize such risk by utilizing the centralized

battery storage, maintained by the DNO, from the main substation. However, such an
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Figure 2.1: IMMG architecture with centralized BESS and microgrids with RESs.

operation requires the DNO to maintain a large battery energy storage system (BESS)
[44]. In contrast, an IMMG, as shown in Fig. 2.1, enables MGs to share power among
each other to maintain demand-supply balance, where excess generation from one MG
can be utilized to minimize the deficit of another, instead of power curtailment, thus
reducing the power drawn (or fed to) the BESS in the main substation. Without loss of
generality, we consider that the BESS, maintained by the DNO, is composed of multiple
smaller batteries, which we term as battery units for ease of exposition. Therefore, we
consider that the DNO is able to vary the power capability of the BESS by varying the
number of battery units utilized. Note that, irrespective of the operational architecture
of the system, DNO must ensure the BESS at the main substation has sufficient power
capability to support the downstream MGs. If not, DNO must utilize the RESs of the
wind farms, located across N, regions, to provide further support to the MGs via the
upstream grid. Here, we consider an energy marketplace where the DNO can buy (sell)
power from (to) the wind farms. A communication layer is used to transmit real-time
power measurements of the RESs from each region to aid the DNO for efficient battery
resource allocation. To minimize the dependency on the upstream grid, the DNO needs
to estimate the optimal (minimum) power capability of the battery storage that ensures
load demands of all the MGs are met, irrespective of the irregularity of the RESs. In the
subsequent sections we formally introduce the problem and provide a solution along with
a comparison between IMMG and IDMMG, in terms of battery requirement without

affecting self-sufficiency of the system.

20



2.4 Problem formulation

Let Z = {1,2,...,Np,,} denote the set of regions present in the distribution network.
Each RES in the region i€Z produces Py;(t), units of power at time ¢, which is stochastic

in nature and is modeled by Geometric Brownian Motion (GBM) given as:
dPgi(t) = ,ugini(t)dt + O'gZ'Pgi(t)thi, (2.1)

with an initial condition, P;(0) > 0, for all ¢ € Z. The constants pg and oy are the
drift and volatility terms respectively and Wy; denotes a Wiener process. We empirically
verify the appropriateness of (2.1) with RESs generation data in Section 2.6. The Wiener
processes Wy, Wy, are correlated according to dWydWy; = p;;dt, 4,5 € Z, where p;; is
the correlation coefficient between RESs output of closely sited regions i and j [45, 46].
Applying Ito’s lemma [47], it follows that,

dPgl‘dng = O'giO'gij‘nginjdt, 1,] € 7. (22)

Each MG also postulates a (constant) critical power demand of D.; units, i € Z, at
a future time denoted by T. In the case Py(Ty) > D¢, MG @ can ensure, via its
local generation, sustained operation of its own load demand. In addition, the excess
generation of D — Py;(Ty) units can be used to supply the load demands of other
MGs. Note that, in IDMMG, this excess generation would lead to an undesirable
overproduction due to no cooperation between the MGs. On the other hand if Py;(T) <
D.;, the deficit can be provided by excess RESs generation at other MGs in IMMG
and/or by the battery storage maintained by the DNO (see Fig. 2.1). To avail these
benefits of IMMG, MGs participate in a contract with the DNO, which controls the
power output of the battery to make the system as self-sufficient as possible. At time
Ty, assume that a total of m, with 0 < m < N,;,, MGs will have enough individual
generation to supply their local demand. We denote the set of indices of the MGs with
sufficient generation at time Ty by Z,, with |Z;| = m, and let Z; be the set of indices of the
MGs not capable of supplying their own local demand by RESs generation individually
at Ty; thus |Zg| = Np, — m. We have Py (Ty) > De; if i € T, and Py (Ty) < Dy if i € Z.
The DNO is responsible for supporting MG j, j€Zy, by utilizing the surplus power (if
available) from other MGs, and/or centralized battery units. Therefore, a focus on the
time evolution of the RESs from ¢ =0 till the time ¢t =T} is required to guarantee that

the demand is met at the requested time Ty. At time T, there are two possibilities:
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(1) Zf\i’“{ Py(Ty) > Zf\;"{ D¢;: In this case, collectively the microgrids have sufficient
RESs generation to supply critical load demands of each individual microgrid. Hence, no
additional power from battery units of DNO, is required. (2) vaz"i Py(Ty) < vaz " Dei:
Here, the total deficit of ZZJ\L“{ [Dei — Pyi(Ty)] units of power is required from the bat-
tery units of DNO to support the critical load demand of the MGs. Note that, if MG
Jj € I4 also has a local battery storage, capable of supplying b; kW of power, it can
adjust its local demand from D.; kW to (D.; —b;) kW, which would be requested from
the DNO, and the MGs with surplus power. However, to address both the possibil-
ities, DNO is at risk of over or underproduction, as the amount of RESs generation
at Ty is not deducible apriori due to inherent RESs uncertainty. In particular, if the
number of battery units, maintained by the DNO, has more power capability than re-
quired by the MGs, it will lead to resource wastage, and if the same cannot produce
the power required by the MGs, the system will have net power deficit. To mitigate
this risk, DNO participates in an energy marketplace to make contracts with the wind
farms. Here we consider an energy marketplace where the RESs and battery units are
traded. In particular, the contracts made in such a marketplace specify the number
of RESs and the battery units to be bought (sold) at a pre-specified future time, and
the parties involved in the contracts are obliged to buy (sell) the power produced by
the aforementioned number of resources (RESs and/or battery units). In this chap-
ter, we show that such an energy marketplace can harness the benefits of zero over
and underproduction, for the DNO, with probability one. At t=0, DNO receives the
measurement of RESs power output, P,;(0), from each wind farm i. Upon receiving
the measurements, it signs a contract, specifying the number of RESs, denoted by
a;(0, Py;(0)), to be bought (sold) from (to) the i-th wind farm at the future time 7%, to
support the MGs. Along with that, it decides the number of battery units, denoted by
b(0, P;1(0), ..., Pyn,,(0)) each producing constant P, amount of power, to be utilized
at Tr. To enjoy the guaranteed support from DNO, the MGs are required to sponsor
the initial allocation, a;(0, Pyi(0)),b(0, P41(0), ..., Pyn,,(0)). In return, DNO needs to
ensure that at the future time 7', the combination of the power bought (sold) from (to)
the marketplace, which is governed by the total number of RESs under the contracts,
and the power produced by the battery units, will be sufficient to supply the MGs, if
required, without any over or underproduction. Naturally, the amount of power bought
(or sold) from (or to) the marketplace, will depend on RESs generation of the regions
and needs to be readjusted if RESs generation changes with time. Thus, DNO needs to

solve a resource control problem, by signing additional contracts with the wind farms
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at each time t€(0,7%), to update the number of RESs it needs to buy (sell) from (to)
the marketplace and by updating the number of battery units it needs to maintain, to
support the MGs without any over or underproduction of power. Here, we propose that

DNO maintains a power portfolio given by,

D(Pya(t), . ., Pyn, (), 1) = il (t, Py (£)) Pyi (t)
+b(t, Pp(t), ..., Pyn, (1) P, (2.3)

where b(+) is the number of battery units, each producing constant P, amount of power
and a;(+),i€Z, is the number of RESs to be bought (sold) from (to) the wind farm i as
per the contracts, at time ¢. For brevity of notation we denote the values of a;(t, Py;(t))
and b(t, Pyi(t), ..., Pyn,,(t)) by a; and b; respectively. Note that the initial allocation,
a;0, by, determines the initial value of the portfolio. As mentioned earlier, as per the
contracts with the wind farms, the DNO agrees to buy (sell) the power produced by
the initially allocated amount of RESs at time T, which changes due to the change in
the RESs production with time. Further, under our proposed market mechanism, once
the initial allocation amount is decided at ¢ =0, at any future time ¢, the number of
RESs and battery units are traded in an equal ratio of the power produced by them at
t. Thus, after the initial allocation, if DNO voluntarily changes the amount of power
bought (sold) from (to) the wind farms, by changing a;, at a future time ¢, the power
change must be compensated by exchanging with the battery units in the portfolio of
the DNO. Therefore, DNO has the following constraint,

N,

ZZ:I[dait(Pgi(t)—i—dPgi(t))]—i—dbth =0, for t€(0,T}). (2.4)
We emphasize that, once the initial allocations are made at ¢t =0, the constraint (2.4)
ensures that the change in the amount of power available in the portfolio is only due
to the change in the RESs generation. Such constraint ensures the transactions in the
power portfolio remain commensurate with the initial allocations and thus no exogenous
amount of power is infused in the power portfolio at any time t€(0,7f). DNO needs to
determine a;, by for all t€(0,7) and i€Z such that at t=T, it can always support the
MGs, without any over or underproduction, from its power portfolio I'(-). The DNO
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solves the following problem: Given, P1(0),..., Pyn,, (0), under the model (2.3),

find ({ait}, bt)icor,), i €T (2.5)
such that, P[Z,fi"i [ainPgi(Tf)] + bePb

N
—T; ;[Dcz — Pgl(Tf)] = 0] = 1,

Pyi(t),t € (0,Ty] satisfies (2.1) and (2.2),
N
> [dass(Pyi(6)-+dByi (1)) +dbe Py = 0, for £€ 0, Ty),

=1

where, r; = 1 if Z?:fl[DCi — Pyi(Ty)] > 0, and 0 otherwise. Let ({a};},b})ic[o,r;) denote
the solution to (2.5). In the sequel, we show that the initial allocation a};, bf, obtained
by the DNO by solving problem (2.5) is the minimum provisioning required to meet the
demand of the MGs at time ¢t = Ty with probability one. In particular, this provides
a limit of performance for any policy taken by the DNO under the model (2.1)-(2.3)
and constraint (2.4) for always meeting the demand of the MGs. In the subsequent
analysis, we present two sub-problems (surplus and deficit problems) to address over
and underproduction respectively. In Proposition 1 we show that our proposed solution
to (2.5) provides a limit of performance, achieving zero over and under-production
simultaneously with probability one. Let Ty := {0, Ay, 2Ay, ..., T} denote a discrete
time partition sequence of the interval [0, 7], with Ay := g—,{,k € N, being the time
discretization. Further, let ¢ = 5 > 0, where ¢ € (0,1),k € N. The following
problems are of interest:

1. Surplus problem: Provides maximum allowable initial provisioning such that supply

at time =T is not greater than the required power demand with high probability. In
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particular, given, P;1(0),..., Pyn,,(0), and probability e,
& = maximize 3 "i[ai0Pyi(0)] + bo Py (2.6)
({ait},bt)ier,
subject to Py;(t + Ay) ~ F(Pyi(t), Ag),Vt € Ty
(@ierng) — @it) Pyi(t + Ag) (2.7)
+ (byay) — b)Py = 0,Vi,t € Ty
P(( = airy Pyi(Ty)) + bry Py

—Ti %Z[Dci - Pgi(Tf)]) > 0] < €k

where, F'(Py;(t), Ay) is the probability distribution of Py, (t+Aj) according to (2.1), (2.2)
and (2.7) is the discrete-time version of (2.4). We use the notation Pgy(t + Ay) ~
F(Pyi(t), Ar) to denote that the random variable Py;(t + Ay) follows the probability
distribution F'(Py;(t), Ag). A related problem is the deficit problem formulated as,

2. Deficit problem: Given, Py(0), ..., Pyn,,(0), and probability ey,

W) == minimize Y7 [aioPyi(0)] 4 bo Py (2.8)
({ait},be)tery,
subject to Py;(t + Ag) ~ F(Py(t), Ay),Vt € Ty,
(@i(ear) — @ie) Poi(t + Ag)
+ (b(t+Ak) — bt)Pb =0,Vi,t € Ty,

N,
P{( Y=it lairy Pyi(Ty)] + by, Py
N
— 15 Y [Dei — Pyi(Ty)]) < 0] < ey
i=1
The deficit problem provides the minimum initial allocation such that with high prob-
ability, the supply available at T is at least the required power.

Proposition 1. Let & and ¥y be the optimal value of problems (2.6) and (2.8) re-
spectively. Then, Wy < & for all k. Further, limg_,oo ¥}, = Zf\iﬂi [alyPyi(0)] + b5 Py =

limy, o0 &k-
Proof. Please see Appendix A.1. O

Section 2.5 of this chapter presents the proposed strategy of the DNO to find the control
policy ({ai},b),t€[0,T) under both IDMMG and IMMG framework. In Section 2.6,
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we compare the solutions to the surplus and deficit problems with our proposed solution

to establish the benefits of our scheme.

2.5 Solution Methodology

2.5.1 Individualized Multi-microgrid System

First, we consider the case of IDMMG where power sharing among the MGs is not
possible and each MG is treated independently by the DNO i.e. available power in the
portfolio maintained by the DNO for each microgrid ¢ € 7 is:

7i(Fyi(t),1) = ai(t, Pyi(t)) Pyi(t) + bi(t, Pyi(t)) b, (2.9)

for 0<t < Ty, where, a;(-), b;(-), decide the number of RESs allocated from the wind
farm ¢ and the number of battery units, respectively, for MG ¢ € Z. For brevity of
notation we denote the values of a;(t, Pyi(t)) and b;(t, Pyi(t)) by ai and by respectively.

Then the constraint (2.4) becomes:
dai(Pyi(t) + dPy;(t)) + dby P, = 0, for all i € 7, (2.10)

and the total power required from the portfolios of DNO is:

N

L(Pyi(t),. .., Pyn,(t), t)zgyi(Pgi(t), t), 0<t<Ty. (2.11)

To ensure the power demand of MG ¢ is met at the requested time Ty, DNO needs to
supply the deficit of D.;— Py;(Ty) units of power if the MG is not capable of supplying
its own demand from the RESs generation, and zero otherwise. Thus the i** power

portfolio should satisfy

0 if Pyi(Ty) > De;

%i(Pei(Ty), Ty) = _
D. — Pgi(Tf) if Pgi(Tf) < Dg.

(2.12)

As the amount of renewable generation at 7' is not deducible and also not known a
priori due to inherent uncertainty [48], we provide a strategy to determine the numbers
agt, by for all t € [0,TY), satisfying the terminal condition (2.12), such that the critical

demand of D, i €Z, units is met almost-surely at time Ty in the following theorem.
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Theorem 1. Under the constraint (2.10), suppose ay and by in case of IDMMG are
given by:
D,; a2,
(et )= 5 (Ty — 1)
O'gi\/(Tf—t) ’

) a2,
el B
it — P, Oyi (Tf—t)

At = —d

}, te0,T%)

where, ®(-) is the standard normal cumulative distribution function, then the terminal

condition specified by (2.12) is satisfied almost surely at time T}.
Proof. Please see Appendix A.2. O

It follows that, in case of IDMMG, the total power from the battery units, I;(t) =
Efi ™ by, for all t€[0,T}) can be determined by evaluating the numbers as per Theo-
rem 1 and utilizing the power portfolio given in (2.9) and (2.11), while the total power
dispatched from power portfolios at ¢t = T is:

A~

N
D(Py1(Ty), .., Pyn,, (Ty), Ty) = > ;21 max(De; — Pyi(TY), 0).

2.5.2 Interconnected Multi-microgrid System

In this section we consider the case of IMMG where the power portfolio exercised by the
DNO is given by (2.3). Here a single power portfolio is utilized in contrast to the N,,
independent ones considered in IDMMG. The IMMG needs to ensure that the DNO is
able to make up for the deficit De; — Py (1), € Zg at t =T from the surplus generation
P,;(Ty) — D¢j,j € Is, thus requiring less amount of power from the centralized battery
units. In the following sections, we provide a strategy of determining the numbers
at, by, o € I for all t < T, that ensures that the power deficit is optimally met with
guarantees. For brevity of notation, let the value of power portfolio, I'(:) at any time
t € [0,T%] be denoted by I';. Similar to the terminal condition (2.12) for IDMMG, the
terminal condition for IMMG is given by,

Iz, = max(3175 (Dei — Pyi(Ty), 0)). (2.13)

To determine a;, by, the DNO first needs to find a solution to I';, under constraint (2.4),

for all t€[0,7) that satisfies (2.13) at t=T}. However, finding a solution analytically

27



is intractable due to higher dimensionality (see Appendix A.3). Hence, we provide a

numerical solution in the following sections.

Let R:= [% %]T and p be the correlation matrix of Wi;, and define n, :=
Mgt - - - Ngn, )T = L™'R, where L is a lower triangular matrix with real and positive
diagonal elements defining the Cholesky factorization of p, i.e. p=LLT. We define,

Nm

Zy=e T SiWai—3 2 "git, where [S1...Sn,,] :nz;L_l. Let Wy be defined on the
probability space (3, F,P), then, we can transform the probability measure from P to Q
in the following way: Q(A)= [, Z;(w)dP(w), for A€ F [47]. Let us denote the expected
value of a random variable under this transformed probability measure by E[-] and let
Py(t) == {Pyu(t),..., Pyn,,(t)}. The following theorem provides the solution to I'y for
all t € [0, 7] under this transformed probability measure.

Theorem 2. Under constraint (2.4), the solution to T'y under the transformed proba-

bility measure Q s given by,

Iy = Elmas(355 (Dei = Pyi(Ty), 0))| Py (1)) (2.14)
Proof. Please see Appendix A.4. O

From Theorem 2, under the transformed probability measure, the value of I'; for any
t < Ty is the expected value of I'r,, which can be determined numerically as described
below, to find the numbers, a;,by, i €Z for all t€[0,Ty].

Let the time horizon [0,7F] be partitioned into N equal intervals 0 =ty < t; <
... <ty =T} such that t, = nAt,n € {0,1,...,N} where At = Ty/N denotes the
length of each interval. The vector of discretized RESs generation values at t =t, is
denoted by PgAt(tn) = [PgAlt(tn). . .PgAj\fm (t,)]* and the corresponding power portfolio is
denoted by Fﬁt. We assume that at the end of each time interval, each RES output
can either increase or decrease by a constant factor of u;(> 1), d;(< 1) respectively,
compared to the current values, with certain probabilities. Here, PgAt(th) can take

R2me1

one of the 2V possible values with corresponding probabilities P, € P € and

2]:; P,=1. The time evolution of PgAt(tn) is shown in Fig. 2.2 for two consecutive time
intervals and N,,, =2 for brevity of exposition. Without loss of generality, imposing the
constraint, u;d; = 1,1 € Z, we can estimate P, u;,d;, given PgAt(tn), Lgis Ogis Pij, %, J €L,
by comparing expectation, variance and covariance of the stochastic processes, under
the transformed probability measure, with that from the discrete N,,-ary tree. Let U €

R2"" *Nm denote a matrix where k™ row of U contains the movement factors of PgAt (tn)
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associated with probability Py, k€ {1,2,...,2V¥%}. Once Py, u;,d; are determined, we

divide the algorithm in two sequentially executed parts as explained below.

[

[Binit] Bt

e Legend
d1 Py (tn) w1 Pyi (tn)
[421332@::) d2P32(t:) = let, P2
(t (=
2P,o(t ) P,; propagation
t=t, =nAt t=(n+1)At =) |/ propagation

Figure 2.2: Forward and backward propagation to calculate I';, with 2 MGs

Forward propagation

Our objective is to find a;(t,),i€Z and b(t,) where t, <ty = Tt. Given the current
value of the RESs generation vector, PgAt(tn), first we estimate all possible values of
PgAt(t ~) with corresponding probabilities as shown in Fig. 2.2. The general algorithm

is given in Algorithm 2.

Backward propagation

Using the results obtained in the forward propagation and D;,i € Z values, FtAj\f can
be computed using (2.13) for all possible points at t=tx. To estimate Fﬁf, the power

portfolio value is back propagated from ¢y till ¢,,, using (2.14) at each t, ke {N—1, N—

At

RRT where

2,...,n}. For example, in case of N,,, =2, as shown in Fig. 2.2, Fﬁt:Z?zlPiF

At
117&7‘1,4»1 7i

algorithm is given in Algorithm 3.

are estimated from preceding back propagation steps. The backpropagation

The entire procedure is summarized in Algorithm 1. Each node in the implementation
of tree data structure, shown in Fig. 2.2, has elements PgAt, having RES output asso-
ciated with the node, T2, to store power portfolio value of the node, p, which contains
probability of encountering the node starting from initial time ¢,, ohp, containing one
hop probability of running into the node from its parent and an unique ID, id, assigned
to each node. We run Algorithm 1 continuously at an interval of At. At the beginning
of each interval, RESs generation is measured which is fed back to generate the power

portfolio values. However, the error in computing these power portfolio values according
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Algorithm 1: power portfolio Value Determination
Function getCF (P2 (t,) = {PA(ta)}Nh, De = {Dei} N, Ty, N, w,
P,U,a = {ai(tnfl)}z]'v!ivpb):
/* Initialization */
At Ti/Nin<+ (tn—w)/At;L, Ly + [ J;v Jer2"™ 1,
r0eRWmX1. AL (e ]R2NmX(N’”Jrl);A[:7 Np+1] Py;

/* Forward Propagation */
L < FP(N —n,U, P, PAt(t,));
/* Backpropagation */

I, Ly + BP(L, D.);
if |[L,| # 1 then
for j =1 to 2V do
| ¢+ Laljlvlj] < c.FAt;A[j, 1:Np] < (c.Pg2H7T;
end
r+ Afv;
else
| 2[1:Ni] < a;r [N + 1] T8 — r[1: Ny, )T P2 (t);
end

return Fﬁf, r;

to Algorithm 1 depends on the chosen time step At. The following theorem provides a

bound on this error.

Theorem 3. Let €(t,) = \E[F%}f —I'1; [Py (tn)]| denote the absolute error in calculating
the power portfolio value, at t,=nAt,ne{0,1,..., N}, due to time discretization with a
time step of At=T¢/N. Then, €(t,) < LAt, where L is a constant independent of At.

Proof. Please see Appendix A.5. O

Next, we provide experimental results of our methodology by instantiating it to bench-

mark power distribution networks.

2.6 Experimental results

2.6.1 Model assumption verification

First we analyse the empirical wind power time series data to validate the model as-
sumption (2.1) and estimate the parameters of the stochastic process. Wind generation
data from the northwestern part of USA is taken from [49] for the month of June, 2020
at an interval of 5 minutes. As typical wind generation dynamics vary over different

hours of a day [50], it is necessary to modify the parameters of (2.1) according to period
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Algorithm 2: Forward Propagation

Function FP (nStep,U,P,P5"):

create root node with id =0,p =1, PgA’t = PgAIt;

Ly < [ root |; pid < 0;

for i =1 to nStep do

for j =1 to (2V¥)" do

parent < get node with id = pid;

pr < parent.p;Cq parent.PgAt;

for k=1 to N,, do
child < new node; child. P2 «+ Ca U]k, :|;
child.p <pr® P[k]; child.id < (2N™ x pid) +k;
child.ohp < PIk]; append child to parent;
if i = nStep then

| append child to Lyg;

end

end
pid < pid + 1;

end

end
return Ly;

of interest during a day. In our case, wind data from 10 a.m.-5 p.m. is chosen and
maximum likelihood estimator is used to find drift and volatility parameters. The esti-
mated drift and volatility parameters are 0.007 and 0.027 respectively with chi-square
goodness of fit score of 18.86 including 13 degrees of freedom. The p-value, calculated
from the goodness of fit test with significance level a =0.05, is 0.128 which justifies the
validity of GBM model of wind power dynamics [51].

2.6.2 Sample size determination

For the simulation, two regions with RESs generations, Py(t) and Py(t) with param-
eters j1451=0.006,0,1=0.03 and g2 = 0.005, 042 = 0.04 respectively, are considered and
realized using discrete approximation of (2.1). We also assume that the generations
are correlated with a correlation coefficient of p12 = 0.6 [50]. We first focus on the
number of samples needed to arrive at meaningful statistical inferences. Fig. 2.3 shows
the density histogram plot of Py (t) for different time instants for two sample sets each
containing 10000 samples of Pyi(t) drawn from numerical simulation of the dynamic
equation (2.1) with p41 =0.006, 041 = 0.03 and initial condition, Py;(0) =20 kW. Both
sample sets consist of samples of Py (t) with the terminal case of Pyi(Ty) > Dc1. We
compare the distribution of the samples, at t=1,2,...,5, in the two sample sets, using

Two-sample Kolmogorov—Smirnov (KS) test [52] which produces KS statistics values
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Algorithm 3: Backpropagation

Function BP(L, D.):
foreach c € L do
pgAt < member PgAt of node c¢;
tv « max(7 [De — pAY[i],0);
update value of member I'** of ¢ with tv;
end
L¢, Ly < L; end < |Le|; ev + tv;
while end # 1 do
L, < [ ]; numNodes < end;
while numNodes > 0 do
s < 27 giblings from L.;
v < I'®* values of each node in s;
Pps < ohp values of each node in s;
parent < parent node of siblings in s;
parent. T2t ngﬂ v[i|ps[i];
append parent to Lp;
numNodes + numNode — 2Nm:

end
L. <+ Lyp; end < |L.|;
if end = 2™ then
| Ln < Lg;
end

end
return ev, L,,;

0.008,0.01,0.0062,0.0079 and 0.0094 respectively. For sample size of 10000 in each set,
the critical value of KS statistics is 0.019. The lower values of KS statistics than the
critical value indicates that simulation of our algorithm for 10000 independent runs can
produce highly stable results. Similar conclusions can be drawn for other terminal cases
of Py1(Ty) and Pya(t), such as, Py (Ty) < De1, Pya(Ty) > Deg and Pya(Ty) < Des.

2.6.3 Simulation Results: Algorithmic Efficacy

We assume P, =1 kW. The critical load demands, D.; =20 kW and D. = 25 kW, of
the two MGs respectively, are to be met at Ty = 5 hrs. We use Algorithm 1 to compute
optimal allocation of initial resources and policy updates at each time instant, under
the constraint 2.4, that satisfies power balance at Ty. We assume that the feedback
policy is adjusted at an interval of one hour. To establish the efficacy of our proposed
algorithm, three terminal cases: (a) Case 1: Py1(T) > De1, Pya(Tt) > Dea, (b) Case 2:
Py1(Tf) > De1, Pya < De, and (c) Case 3: Pyi(Tf) < De1, Pya < D¢y are simulated in
Python 3.8. Fig. 2.4 shows the simulation results for 10000 runs, for Case 2 where MG
1 is capable of supplying its load demand of D.; =20 kW but RESs generation of MG
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Figure 2.3: Histograms of Py (t) for t € {1,2,...,5} with two sample sets each contain-
ing 10000 samples of P, (t) with terminal condition Py (1) > De1.

2 is not sufficient to meet Do =25 kW at t = T (the terminal state is not available a
priori at any time ¢ < Ty). For RESs generations, the mean values are plotted along
with standard deviations in shaded regions. For all other resources, mean values along
with 95% bootstrap confidence interval (CI) around the mean, with 10000 bootstrap
samples, are plotted. Here the power deficit of MG 2 is more than the surplus generated
from MG 1. The plot shows that at the end of the time horizon, IMMG enables DNO to
utilize the surplus thus requiring no power from the portfolio at ¢ =T whereas in case
of IDMMG, average power from the portfolio is 6 kW to guarantee that the demand
is met. Similar plots can be obtained for Case 1 and 2 also, which we omit here to
conserve space. For all three cases, the average reduction in the required power from
the portfolio, for the entire time horizon, are shown in Table 2.1 and Fig. 2.5. The
narrow 95% CI around the mean for power portfolio reduction, as seen from Fig. 2.5,
indicate high confidence of the outcomes of our proposed algorithm.

Next we demonstrate the optimality of the initial amount of battery allocation derived
by our proposed algorithm. Fig. 2.6 illustrates the scenario, under case 3 in IMMG,
when initial battery allocation is not optimal as derived in Section 2.5.2. In Fig. 2.6,
fﬁt(t) denotes the power portfolio trajectory when initial battery allocation is 20% more
than optimal and T'%(t) denotes the optimal power portfolio value. We observe that,

at the end of the horizon, DNO has overproduction. fﬁt(t) denotes the scenario when
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Figure 2.4: Excess generation from MG 1 is utilized to supply demand of MG 2 in
IMMG at T, whereas in IDMMG, average power from portfolio is 6 kW to guarantee
the demand is met. Power portfolio value is lower in IMMG than IDMMG. Zoomed
inset, showing an example of 95% CI around the mean of power portfolio for IMMG at
2 hrs, indicates high confidence in our scheme.
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Figure 2.5: Reduction in power portfolio value in IMMG as a percentage of the same in
IDMMG for three cases. For all t<T, in IMMG, DNO requires less amount of power
from portfolio compared to IDMMG

initial battery allocation is 20% less than optimal. Here, DNO cannot supply the critical
loads at the end of horizon, as the battery power output is not sufficient to support the
combined production deficit of the MGs. Similar plots can be shown for case 1 and 2,
which we omit to conserve space. Thus our algorithm provides assurance of meeting
the demand of the MGs, without over or underproduction.

In the subsequent paragraphs, we consider the chance-constrained problems (2.6), (2.8)

introduced in Section 2.4, and compare the performance of their optimal solution with
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Table 2.1: Average reduction (%) in portfolio value in IMMG for Case 1,2,3
Time (hI‘S.) Pg1(Tf) > D Pg1(Tf) > D 1 Pgl(Tf) < D
Pya(Ty) 2 Dea Pga(Ty) < Dez Pya(Ty) < Dea

0 8.03 8.03 8.03
1 17.68 17.32 10.35
2 31.73 31.19 10.83
3 51.91 50.94 10.85
4 59.49 73.86 9.65
) 0 100 0
Overall 28.14 46.89 8.29

o | — PO — Pa®-F ) -F o)

Z w
5
z S e
S e mmm———— A ——— e e g
8  pm————-—we=====
]0 ———————————————————————————————————
0 T T T T T
0 1 2 3 4 5

time(hours)

Figure 2.6: Incorrect initial battery allocation leads to risk of over or underproduction.

fﬁt(t) denotes the power portfolio trajectory when initial battery allocation is 20%
more than optimal, FAt(O), derived in Case 3. Here, at the end of the horizon, DNO

has overproduction. fdAt(t) shows the scenario when initial battery allocation is 20%
less than optimal. Here, DNO cannot produce required power to support the loads at
requested time 7.

our proposed algorithm. Let I'A%5 and T2%4 denote the portfolio value of the DNO
under the solution to the surplus problem (2.6) and deficit problem (2.8) respectively
with deficit and surplus probabilities e =0.02. In Table 2.2, we present the statistics
of surplus or deficit amount, in the power portfolio, at the end of the horizon. For
surplus problem, for 1.7% of 1000 realizations of Py (t) and Py(t), the DNO ends up
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with surplus power in its portfolio. The maximum surplus amount encountered is 15.6
kW. Such large surplus amount can be detrimental for the entire system. For the deficit
problem, 1.9% of 1000 RESs realizations lead to underproduction with a maximum
deficit amount of 23.1 kW. However, in our proposed algorithm, only 0.1% of RESs
realizations lead to surplus or deficit, while the maximum amount of surplus and deficit
are 3.4 kW and 0.5 kW respectively. Note that, in our proposed scheme, such deviation
from the optimal portfolio value arises due to the error introduced in discrete time
simulation. Nevertheless, such improvement is extremely beneficial for multi-microgrid
systems with critical infrastructures that focus on minimization of grid dependency.

Similar results can be shown for case 1 and 3 which we omit here to conserve space.

Table 2.2: Surplus/deficit comparison for 1000 RESs realizations, for case 2

realizations Average Max. Max.
Methodology with surplus/ surplus/deficit surplus deficit
deficit (%) (kW) (kW) (kW)
Surplus problem (2.6) 1.7 9.8 15.6 0
Deficit problem (2.8) 1.9 —16.2 0 23.1
Our solution 0.1 1.6 3.4 0.5

2.6.4 Real-time Simulation on a Distribution Network

In this section, we demonstrate the applicability and utility of our proposed methodology
in real-time operation of power distribution networks considering all power network
constraints, such as line flow, generation limit etc. The power networks under study
consists of (i) a battery controlled in a Grid Following (GFL) mode, which operates
according to our proposed strategy, (ii) another battery controlled in a Grid Forming
(GFM) mode [53], connected to the feeder to run the system stably (emulating a grid),
(iii) wind farms and loads deployed at various parts of the networks. We set a time
window of length equal to Ty and run Algorithm 1 within the window with a time
step of At. The power portfolio values are updated at an interval of At and the same
is dispatched as the power reference set-point to the GFL battery at T;. The entire
process is repeated at the end of each time window. To demonstrate the utility as well
as the scalability of our proposed algorithm under real-time operation, we first conduct
a real-time OPAL-RT-based simulation on a modified IEEE-33 bus distribution network
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with two microgrids, and further extend it to a 225-bus distribution network with 10
microgrids. The details of our experimental setup are described in the subsequent

sections.

TEEE-33 bus network

A modified IEEE-33 bus distribution network with a total load of 850 kW is taken as
the system under study. A GFM battery is connected to bus 1 and two wind generators
are connected to bus 4 and 26 respectively. The wind generators produce Py (t) and
Py (t) kW of power respectively. The GFL battery, which responds to the power set-
points generated by our resource allocation algorithm, is connected to bus 5. The
power network is emulated inside OP5700 real-time simulator box, manufactured by
OPAL-RT. The RT simulation is conducted using eMEGASIM-based EMT-simulation
platform of RTLAB with simulation step size of 50us. The window length is chosen to
be 5 minutes and the power portfolio values are updated at an interval of 1 minute. The
experiment is conducted for 3 hours in real-time and the result is shown in Fig. 2.7. It
is observed that the RESs uncertainties are completely mitigated by the GFL battery,
injecting Pgrr(t) kW to the system based on the set-points generated by our algorithm.
Hence, the impact of Pyi(t) and Py (t) variations on the GFM battery is negligible
as seen by the minimal variation of the GFM battery power output, Pgras(t). The
GFM battery mostly provides only the losses in the system, and thus the entire system
is minimally dependent on the same in terms of maintaining demand-supply balance
under RESs uncertainty. To establish a high confidence in the outcomes of our proposed
algorithm, a similar experiment is conducted on the same network in PYPOWER for
10, 000 realizations of Py (t) and Pys(t) and the results are shown in Fig. 2.8. The mean
values of all the quantities are plotted in solid lines while the standard deviations are
plotted in shaded regions. The narrow standard deviation of the GFM battery power
output, Parar(t), signifies that it is not impacted by the RESs generation uncertainties
as the GFL battery, producing Pgrr(t) kW power as per our proposed algorithm,
completely mitigates the risk of meeting the demands of the MGs.

225 bus distribution network

To demonstrate the scalability of our algorithm, we deploy it on a 225-bus distribution
network, with 10 microgrids. The 225-bus network entails a part of University of Min-

nesota campus, and surrounding city areas, that are powered by Xcel Energy. The total
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load in the network is 5.12 MW. We deployed 10 wind generators at different locations
spanning the university campus and the city of Minneapolis, and connected a GFM
battery near to the main feeder, to emulate the operation of upstream grid. The power
network is provided by Xcel Energy and University of Minnesota Energy Management
Service and emulated inside OP5700 real-time simulator box. The simulation setup is
similar to the IEEE-33 bus case and the result is shown in Fig.2.9. It is observed that
the GFL battery responds to the RESs variation of the MGs in such a way that the
uncertainty is completely mitigated by the GFL battery, and the GFM battery provides
only the network losses. This indicates that the GFL battery, controlled as per our
proposed algorithm, minimizes the dependency on the GFM resources in maintaining
demand-supply balance under RESs uncertainties.

The results corroborate the efficacy and utility of our electricity market mechanism and
the underlying real-time battery power control strategy in IMMG while providing prov-
able guarantees of meeting the power needs at the end of the prescribed horizons, which
is an indispensable requirement for critical facilities. Therefore, it can be concluded
that our proposed algorithm enables DNO to mitigate the uncertainty of supplying the
demand of the microgrids at the requested time while reducing the dependency on the

grid, thus enhancing self-sufficient and reliable operation of multi-microgrids.
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Figure 2.7: Real-time simulation on 33 bus network: The variation of power output of
the GFM battery is minimal denoting negligible impact of renewable uncertainties on
it. Most of the uncertainties are mitigated by the GFL battery, delivering power as per
the reference set-points generated by our algorithm.
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Figure 2.8: Simulation on 33 bus network in PYPOWER for 10000 realizations of Py (%),

Py (t): The narrow standard deviation of power output from the GFM battery indicates
high confidence in the outcomes of the algorithm.
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Figure 2.9: Real-time simulation on 225 bus network with 10 MGs: The variation of
power output of GFM battery is minimal. Most of the uncertainties are mitigated by
the GFL battery controlled as per our algorithm.
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Chapter 3

Guaranteeing Service in
Connected Microgrids: Storage
Planning and Optimal Power

Sharing Policy

3.1 Gist of the Chapter

The integration of renewable energy sources (RES) into power distribution grids poses
challenges to system reliability due to the inherent uncertainty in their power produc-
tion. To address this issue, battery energy sources (BESs) are being increasingly used as
a promising solution to counter the uncertainty associated with RES power production.
During the overall system planning stage, the optimal capacity of the BES has to be
decided. In the operational phase, policies on when to charge the BESs and when to
use them to support loads must be determined so that the BES remains within its oper-
ating range, avoiding depletion of charge on one hand and remaining within acceptable
margins of maximum charge on the other. In this paper, a stochastic control framework
is used to determine battery capacity, for microgrids, which ensures that during the
operational phase, BESs’ operating range is respected with pre-specified high probabil-
ity. We provide an explicit analytical expression of the required BESs energy capacity
for a single microgrid with RES as the main power source. Leveraging insights from

the single microgrid case, the article focuses on the design and planning of BESs for
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the two-microgrid scenario. In this setting, microgrids are allowed to share power while
respecting the capacity constraints imposed by the power lines. We characterize the
optimal power transfer policy between the microgrids and the optimal BES capacity
for multiple microgrids. This provides the BES savings arising from connecting the

microgrids.

3.2 State-of-the-art: Energy Storage Planning and Power
Sharing for Multi-microgrid Systems

In recent years, there has been a tremendous growth in the penetration level of re-
newable energy sources (RES) in the traditional power distribution networks to address
environmental issues, such as carbon emission, and techno-economic issues, such as con-
ventional energy resource depletion, and increasing consumer demand. It is projected
that RES will contribute 90% of the total energy production by 2050, and approximately
1 trillion USD per year will be invested in the development of renewable energy sectors
[7]. However, despite the environmental benefits renewable penetration poses a major
challenge to the reliable operation of the distribution system as RES are inherently un-
certain. Battery energy sources (BESs), provide an attractive option to counter RES
uncertainty with the ability to store excess energy when supply exceeds demand and to
provide energy when demand exceeds RES-based energy. A key challenge is to deter-
mine the capacity of the BES and the associated strategy of when to charge the battery
and when to use it to service loads. The problem is difficult because of the stochasticity
of RES. Moreover, in the multi-microgrid scenario the facility to share power has the
potential to provide benefits of spatial diversity for minimizing needed BES capacity.
However, the related problem for determining capacity and charging/discharging policy
incorporating the power-sharing ability while respecting constraints of power lines and
ensuring BES charge state within specified limits is formidable [54]. Note that, while
BES capacity governs the resource installation cost of the system, the flow capacity
of the lines determines the line installation cost. Thus, a proper characterization of
both is extremely important to efficiently determine the total installation cost of the
system. In this article, we describe a methodology to determine the BES capacity and
power-sharing policy respecting the flow capacity. Summarizing, two tasks posed by

RES penetration into the grid are addressed in this article:
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(i) How much BES energy capacity each microgrid (MG) should have to ensure the
BESs are operated within the specified operating range at all times?

(i) What should be the power-sharing policy amongst the microgrids?

3.2.1 Prior Works

In prior state of the art, the problem of BESs size determination is approached with
two primary objectives: (1) operational cost minimization to address techno-economic
goals, (2) enhancement of system reliability. Most of the existing works focus on BESs
capacity determination with the aim of optimizing installation and operation costs. In
this context, several strategies are proposed to find the optimal battery size for both
grid-connected and grid-isolated systems [55, 25, 56]. In [55, 25, 57|, battery sizing
strategies, based on cost optimization in probabilistic unit commitment settings, are
proposed. A stochastic programming approach, to decide the optimal size of battery
storage by minimizing the cost of purchasing energy from the grid, is proposed in [58]. In
[56], a chance-constrained approach to minimize the system operation cost, considering
a probabilistic constraint on the amount of underproduction, is synthesized. However,
overproduction scenarios are not addressed. Furthermore, various optimization tech-
niques [59, 60, 8] are proposed for the optimal allocation of BESs to enable cost-efficient
operation of renewable-powered microgrids. However, in critical application scenarios,
such as hospitals, reliability of the system is more important compared to cost opti-
mization. For improving system reliability, various techniques in the state-of-the-art
include chance-constrained optimization to minimize power curtailment [61], battery
charge-discharge control [62], data-driven approaches [63], load-shaping techniques [64].
Further, optimization methods to find optimal energy storage size for load loss mini-
mization are devised [65]. However, such methodologies consider either generation or
load curtailment probability as the reliability index and thus are difficult to deploy in
critical applications where minimizing curtailment of both generation and load is of
importance. In [66], a numerical analysis with joint optimization of generation and load
curtailment is proposed. However, no guarantees of demand fulfillment are provided.
Despite the importance, works on determining optimal BESs capacity to minimize both
generation and load curtailment without degradation of the BESs, are limited in the
existing literature. On the other hand, various data-driven power-sharing strategies to
improve multi-microgrid operation are discussed in [67, 68, 69]. However, to the best of

the author’s knowledge, existing works on analytically tractable power-sharing policies,
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in the case of multiple microgrids, and an analysis of how the transmission line capacity

affects the choice of battery capacity is scarce.

3.2.2 Key Contributions of the Chapter

We propose a chance-constrained BESs sizing methodology and power-sharing policy, for
multi-microgrid systems, to improve system reliability by minimizing both generation
and load curtailment. Our primary contributions are summarized below:

1. We propose an analytical method to determine the optimal BES energy capacity to
minimize both load and generation curtailment for a finite time horizon. Our proposed
method provides probabilistic guarantees on the amount of curtailment and ensures the
available energy in the BESs remains within the operating range throughout the time
horizon with high probability.

2. We extend our BES energy capacity design methodology to a system having two MGs
that can share power with each other via a connecting power line. Here, we provide
a power transfer policy that achieves the minimum BES energy capacity, required to
be installed in each of the MGs, while ensuring the BESs are operated within specified
energy limits at all times. We also quantify the BES investment savings arsing from

connected operation of two MGs.

3.3 Battery Storage Sizing for a Single Microgrid System

3.3.1 System Description

We consider an MG having local RES, loads, and N number of BESs. The RES and
the BESs are utilized to supply the loads. The system architecture is illustrated in
Fig. 3.1 which shows a microgrid network receiving power from RES and BESs while
servicing loads. We denote the power output of the renewables, load demand, and the
total power output of the BESs by Py(t), D.(t), and b(t) respectively. We consider that
each BES is identical and has a maximum capacity of B,,q. € Rt kWh. The objective
of the microgrid is to determine the number of BESs, IV, to sustain the system for
a given finite time horizon with probabilistic guarantees on the amount of generation
and load curtailment by ensuring that the energy available in the BESs remains within
acceptable limits. Here we focus on determining optimal BESs capacity which satisfies
the following: (i) if the RES produces more power than what is demanded by the load,
then the battery can be charged with the surplus generation and (ii) when the RES
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production is less than the required load, the battery has sufficient storage to supply
the deficit power. The above conditions are satisfied if the maximum capacity of BESs
is not reached and the BESs never get depleted under the uncertainty presented by the

RES. In the next section, we make the problem description precise.

3.3.2 Problem Formulation

We consider that the load demand (with power D.(¢) demanded at time ¢) in the
system is required to be supplied continuously for a time horizon denoted by T’. Note
that, the total energy provided by N number of BESs, till time ¢ > 0 is given by
fg b(s)ds = fg(Dc(s) — Py(s))ds. We denote EP" = ﬁfg b(s)ds as the per unit
(p-u.) energy supplied by N number of BESs. Further, let the net p.u. energy available
from the BESs, at any time ¢ > 0, be denoted by X (¢). Then, we have,

X(t) = X(0) — 52 fy b(s)ds = X(0) + 52— [y (Py(s) — De(s))ds,

Bmaz

where X (0) denotes the initially available p.u. energy in the BESs. Further, let By €
[0, Bimaz) kWh at time ¢ = 0 be the initial charge held by each of the N BESs, and
let o := By/Bpaz- Thus, the net initial p.u. energy available in the BESs is X (0) =

N BBO = aN. For notational convenience, we define B := B L The load demand

and the RES power generation are both uncertain. To characterize the uncertainty we
assume that the net p.u. surplus energy, B fg (Py(s) — Dc(s))ds, follows a Brownian
motion characterized by oW (t) where o # 0 models the volatility, and W (t) is a Weiner
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process defined on a probability space (€2, F,P). Thus, X (¢) can be written as:
X(t) =oW(t)+ aN. (3.1)

Note that, to avoid curtailment of RESs power, the Distribution System Operator (DSO)
has to ensure that all the batteries have charge below the designated maximum By,ax (or
equivalently 1 p.u.) for all times ¢ € [0, Ty]. Similarly, to reduce load curtailment, BESs
should have positive charge for all times ¢ € [0, 7). Thus to reduce both generation and
load curtailment, the DSO is responsible for sustaining the batteries throughout the
time interval [0, 7] without discharging the batteries completely or charging them to
the maximum capacity. Let X" := supsep 4 X (s) and XZ”f := infgpq X (s) denote
the maximum and minimum p.u. energy available in the BESs at any time s € [0, ]

respectively. Therefore, the DSO needs to ensure the following:
u in f
P[X;fp < N, X{'p’; >0]>1-4, (3.2)

where § > 0 is a small pre-specified tolerance in the probability of violating the condi-

tions on the charge of the BESs. In the above setup, the decision variables include the

initial p.u. charge o = Bi(;z’ and the number N of batteries to be used. The problem

translates to: given o, By, d, decide the minimum number, N, of batteries required,
and the initial p.u. charge «, such that (3.2) and (3.1) are satisfied. Thus the following

chance-constrained problem needs to be solved:
in NV .
miy (33)
subject to N > 0,
0<a<l,
X(t) =oW(t) + aN,
sup inf _
IP’[XTf <N, XTf >0]>1-4. (3.4)

In the planning stage, the DSO solves (3.3) to determine the required capacity of BESs.
In the next section, we describe the solution methodology for the DSO.
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3.3.3 Solution Methodology

In this section, we describe our proposed methodology to solve the problem of the DSO
as described in the previous section. We emphasize that obtaining an analytical solution
to (3.3) reamins intractable. Hence, we first analyze the chance-constraint (3.4) to derive
a tractable approximation of (3.3). Further, we derive the corresponding value of « that

leads to an explicit solution to the approximated problem.

Analysis of the chance constraint

Note that, PIX77 < N, X"/ > 0] = 1 = P[{X;"" > N} U{X;»/ < 0}]. Therefore,
the constraint (3.4) can be equivalently written as ]P’[{X;;fp > N}uU {X;l;f < 0} < 6.
Further, for a € R, let

T(a):=1inf(t > 0,X(t) = a)

denote the first time the battery energy level reaches a p.u. Then we have, X;f;p > N
if and only if T(N) < Ty, and X;f;f < 0 if and only if T(0) < T [70]. Thus, the
constraint (3.4) can be written as P[{T(N) < Ty} U {T(0) < T}] < §. Consider the

following problem:
min N (3.5)
subject to N >0, 0 < a <1,
X(t) =ocW(t) + aN,
P[T(N) < Ty] +P[T(0) < Ty] < 0. (3.6)

Note that a feasible solution to (3.5) is also a feasible solution to (3.3), as P[{T(N) <
Ty U{T(0) < Ty} < P[T(N) < Tf] + P[T(0) < Ty]. The solution to (3.5) provides
an upper bound of the solution to (3.3). In the subsequent development, we derive a
tractable upper bound to the chance constraint (3.6), which we further utilize to find a

theoretical solution to (3.5).

Battery Capacity Determination

In this section, we derive a tractable approximation to the chance-constraint (3.6) to

obtain an analytical solution to (3.5). Here, first we provide an upper bound to the
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chance-constraint (3.6) as presented in the following theorem:

Lemma 1. Let

_N2(1—a)2 _N2a2

f(N,a):=e 2T e 2771, (3.7)

where a € [0,1] and N > 0. Then, we have,
P[T(N) <Ty] + P[T(0) < T§] < f(N, ), (3.8)

for all N and o.
Proof. Please see Appendix B.1. O

Further note, for any N > 0, we have f(N,«) > 1 if a=1 or 0. However, a feasible
solution to (3.5) requires f(N,«a) < 1lasd € (0,1). Now, consider the following problem:

N :=min N (3.9)
a,N

subject to N >0, a € (0,1),

F(N,a) < 6. (3.10)
From Lemma (1), we derive that any feasible solution to (3.9) is also a feasible solution
to (3.5). Thus the solution to (3.9) provides an upper bound of the solution to (3.5).

In the subsequent development, we show how an explicit solution to N is obtained. Let
N (a) denote the solution to (3.9) for a given « € (0, 1), that is,

N(a) := m]\i]n N (3.11)

subject to N >0, f(N,a) <.

Then we have,

N = ngn N(«) (3.12)

subject to a € (0,1).

We present the following theorem to provide an explicit solution to (3.9) by considering
the sub-problems (3.11) and (3.12).
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Theorem 4. Let

N, := /802T¢In(2/9). (3.13)

Then, for a = %, the optimal value of (3.11) is given by N(%) = N,. Further, for all
a € (0,1)\ {3}, we have, N(3) < N(«). Thus optimal value of (3.12), or equivalently
the optimal value of the problem (3.9), is N = N(%) =N,.

Proof. Please see Appendix B.2. O

Therefore, given o, Bynae,d and Ty, an optimal strategy is to initially charge the BESs
to half of their maximum capacities, B,q, (or equivalently % p.u.). Further, the DSO
can derive the optimal number of required BESs using (3.13) such that the batteries
can sustain the demand throughout the time interval [0, 7] without getting discharged
completely or charged to the maximum capacity with a probability of 1 — §.

In the next section, we extend our analysis to a system having two microgrids con-
nected to each other and derive the battery capacity for the entire system. Further, we
show how the flow capacity of the power line connecting the MGs affects the required

battery capacity and provide a comprehensive system design guideline.

3.4 Battery Sizing and Power Sharing Policy for Con-

nected multi-microgrids

3.4.1 Problem formulation

In this section, we extend our battery capacity determination methodology, described
in Section 3.3.3, to an interconnected two-microgrid system, as shown in Fig. 3.2. Each
MG has its local RES generation and loads and further, they can share power with
each other. Let Pj2(t) denote the amount of power flow from MG-1 to MG-2 at time
t € [0,T¢]. Further, let Py;(t), Dei(t),bi(t) denote the RES power output, load, and
power supplied by the BESs of MG-i € {1,2} respectively. Hence, in each MG, the
total energy supplied by N number of BESs, till time ¢ > 0, is given by:

[y bi(s)ds = [i(Dei(s) — Pyi(s))ds + [ Pra(s)ds,
[ ba(s)ds = [ (Dea(s) — Pya(s))ds — [ Pra(s)ds.
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Figure 3.2: Connected two microgrid architecture

Denoting X;(t),i € {1,2} as the net p.u. energy available from the BESs of MG-
i,i € {1,2} at time t > 0, we have, X;(t) = X;(0) — Ef(f bi(s)ds, where X;(0) denotes
the intially available p.u. energy in the BESs. Similar to the case of single MG, let N
denote the number of BESs to be installed at each MG-i,i = 1,2, and let By € [0, Bz
kWh be the initial charge held by each of the N BESs at time ¢ = 0. Further, let
a = By/Bpas denote the initial p.u. energy of each of the BES. Then, we have,
Xi(0) = aN,i € {1,2}. Similar to the case of a single microgrid, here, we assume
that the net p.u. surplus energy, B fg (Pyi(s) — Dci(s))ds, follows a Brownian motion
characterized by oW;(t),t € [0,T%], where o # 0 models the volatility, and W;(t) is a
Weiner process. Further assume W;(t) is independent of W;(t),7 # j,4,5 € {1,2}. Here,

we have the following:

X1(t)=X1(0)=B [ bi(s)ds =aN+oW;(t)-B [; Pia(s)ds, and,
Xo(t)=X2(0)—B [ ba(s)ds =aN+0Wa(t)+B [ Pia(s)ds. (3.14)

Our problem is divided into two stages; in the planning stage, the DSO determines the
number of BESs (or equivalently the BESs capacities), N, along with their initial p.u.

charge a.. Once the batteries are deployed, the DSO controls the power transfer amount,
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Pi5(t),t€[0,Ty], between the MGs in the operational stage. Let the maximum power
flow limit of the line, connecting MG-1 and MG-2, is given by P. Here, we define the
power transfer policy, to be determined by the DSO, by 7:[0,7¢] =R and let II(P):=
{m :[0,T¢] > R|r(t) € [-P, P] for all 0 <t <Ty} denote the set of permissible policies
adhering to the given power line capacity. In the subsequent analysis, we suppress the
explicit dependency of m(t) on ¢ for the brevity of notation.

Let X;%’::supte[ojf] X;(t) and XZ%::infte[o,Tf} Xi(t),i=1,2 denote the maximum
and minimum p.u. energy available, respectively, at any time t€[0,T%] in the BESs of
MG-i. Note that, the available energy in the BESs at any time depends on the number
N, initial p.u. charge «, and the power transfer policy . Hence, let the probability that
the BESs, given an initial charge of X;(0)=alV, do not get fully charged or emptied
any time during the time horizon [0, 7] be denoted by

P(N,a,7) :=P[X}"F <N, X{% >0, X35 <N, X/ >0].

Here, the objective of the DSO is to determine a suitable control strategy = and initial
p-u. charge «, that minimizes the number of BESs, N, and ensures with a given high
probability of 1 — §, that the BESs are not fully charged or empty during the time
horizon [0, T¢]. Therefore, DSO solves the following chance-constrained problem: Given
P65, T},

min N (3.15)

a,N,m

subject to (3.14), N >0, 0 <a <1,

m e Il(P), P(N,a,m) >1-90.

In the planning stage, the DSO solves (3.15) to decide the number of BESs to be
installed in both the MGs, their initial charges, and the power transfer policy. The
power transfer policy is followed throughout the time horizon [0,7%] in the operational
stage, once the BESs are deployed. In Section 3.4.2, we present an analytical solution
to (3.15). Further note that, the power line capacity P affects the solution to (3.15); In
the following sections, we characterize such dependency of the optimal solution of (3.15),

characterizing the number of batteries required, on the power line capacity.
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3.4.2 Solution methodology

Given P, 8, Ty, let the solution set of (3.15) be denoted by,

S1 = argmin{N : (N, «,7) € F1}, where,

N,a,m
Fy:={(N,a,) : (3.14) is satisfied, 0 <« < 1, N > 0,

m e II(P),P(N,a,m) > 1—6}.
Suppose (N*,a*, ) solves the problem (3.15), that is (N*,a*,7*) € S and N* =

miny o {N : (N,a,7) € F1}. In the following theorem, we show how an equivalent

tractable problem can be constructed to obtain N*, the optimal value of (3.15).

Theorem 5. Consider the following problem:

V= n]nVaX{P(N, a*,m): (N,m) € Fa}, where, (3.16)
T

Fy:={(N,n) : (3.14) with « = o* is satisfied,

m e ll(P),N < N*},
and let the solution set of (3.16) be denoted by,

Sy := argmax{P(N,a*,7): (N,7) € Fy}.
N,

Suppose (]\7, 7r) € Sy, then N=N* and (N,a*,fr) € 5.
Proof. Please see Appendix B.3. O

Remark: Thus if (N ,7) solves problem (3.16) then (N, o, #) also solves prob-
lem (3.15) and N will be equal to N* which is the optimal value of (3.15).

Note that, as (N,a*, #) obtained from the solution to (3.16), solves the prob-
lem (3.15) as well, we first seek to derive 7 from (3.16). In this context, let 7'(N, a) de-
note a power transfer policy that maximizes P(N, «,7) for a given N > 0 and « € [0, 1],
that is,

7'(N, ) :=argmax P(N,a,T) (3.17)

subject to (3.14), 7 € II(P).
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In Appendix B.4, we derive the policy 7' (N, a) and show that the policy does not depend
on N and « and rather depends on the available energy in the batteries of the MGs. In
particular, denoting the optimal policy by P[y(t) = #'(N, a)(t), we show that P{(t) is

as shown below:
F, if X1 (t) > Xg(t)
<X

Ppy(t) = § =P, if Xi(t) < Xa(t)
0,  if Xi(t) = Xa(t)

Y
)

(3.18)

In the next section, we analyze the required battery capacity under the power transfer
policy (3.18) and discuss the trade-offs between the power line capacity, P, and the
battery capacity.

3.5 Trade-offs Between Battery Storage Energy Capacity

and Transmission Line Capacity

3.5.1 Limiting Cases of Transmission Line Capacity

First, consider the scenario when P = 0, that is, the MGs are not connected to each
other. In this case, each MG can be treated as a single MG, and the number of BESs
required in each can be obtained from the solution methodology for a single MG as
discussed in Section 3.3.3. With P = 0, we have X1(t) = aN + ocWi(t), and Xa(t) =
aN + ocWs(t). Here, the chance-constraint

PXTE <N, X{" >0, X5 <N, X33 >0]>1-3, (3.19)
can be written as
PHXTT > NYU{XY, <0y u{xs? > NYu{xy <oy <. (3.20)
Since Wy (t) and Ws(t) are independent of each other, it can further be written as

PHXTE > NYU{X7Y <0yu{xs > NYu{xy <o)

= PI{X} > N} U {X]Y, <0} +PUXSY > NYUu{XJ¥, <0} <o,
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In this case, we can treat each MG separately and find the minimum number of BESs
N, such that

P{XTP > NYU{X{%, <0}] <3, and,

Nl N>

P{X3 > NYu{x3¥ <0}] <

Let Ny denote the required number of BESs in each MG. Following the single MG

methodology of Section 3.3.3, we can obtain

Ny = 2v/20+/In(4/8)/T. (3.21)

Next, consider the scenario when the power line capacity is infinite. In this case, the
combination of the two MGs can be effectively treated as a single MG. Here, the total
p.u. energy available from the BESs, at time ¢ € [0,T%], is given by X;(t) + Xa(t) =
a(2N) + o(Wi(t) + Wa(t)). Further, by definition ([71]), we have (W1(t) + Wa(t)) ~
V2W,(t), where W,(t) is a Wiener process. Denote o, = v/20 and let N,, denote the
required number of BESs in each MG. Following the methodology for single MG, we

have,
2No = 2v/2001/In(2/8)\ /Ty
= No = 20+/In(2/0)/T. (3.22)

Let, coo = 204/In(2/§). Then, consolidating (3.21) and (3.22), we have the following

Noo = Cooy/ Tf (323)

Ng = KQCOO\ /T y where KQ =14/ 212[2(;/{;;)

Note that, ]%VO = Ko > 1. Thus, as the power line capacity is increased, the required

number of BESs decreases up to a factor of Ky. However, a higher power line capacity

increases the investment cost of the transmission lines, and thus potentially can nullify
the benefits of reducing the required number of BESs. Here, it is pertinent to answer
the question if the chance-constraint (3.20) can be met with N, number of BESs with

a finite power line capacity. In this context, we present our analysis in the next section.
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3.5.2 Necessary and Sufficient Condition on Transmission Line Capac-
ity

To reduce the operational and investment cost of the multi-MG system, it is beneficial
to install the least amount of BESs that can meet the probability constraint (3.19).
Hence, as discussed in Section 3.5.1, installing N, number of BESs is desirable for
the DSO. Note that, to reduce the overall system costs it is also required to have low
investment in the power lines. In this section, we discuss the possibility of meeting the
probability constraint with N number of BESs while having a finite amount of power
line capacity. In particular, considering P = cpr, we show that it is sufficient to have
¢ € (—3,0) while ensuring the probability constraint (3.19) is met for any § € (0,1)
with N number of BESs. Thus, the DSO can reduce the transmission line capacity as
the time horizon T increases. In the subsequent paragraphs, we present our analysis
in detail.

Consider that N number of BESs is installed in each MG and each BES is initially
charged to half of its maximum p.u. capacity, that is the initially available p.u. energy
of the BESs is %N. Suppose, P = cpr, where £ € R, and ¢, > 0 is a constant
independent of Ty, and let XT (t) and X3 (t) denote the total available p.u. energy in
the BESs of MG-1 and MG-2 respectively, following the policy (3.18) at time ¢ € [0, T].
Here, from (3.14), we have the following:

X7 (t)=LiN+oWi(t)-B [ Ply(s)ds, and,
XZ' (t)=1N+oWa(t)+B [} Pls(s)ds, (3.24)

where P[y(t) follows (3.18). We define X;f;;“p 1= SUPo<i<T; X7 (t), and X:/T;nf =

info<i<r; X{rl (t),i = 1,2. For a given N, we define the following sets of realizations:

Ap={XT7 > N}, Ay = {XfT’Zf"f <0}, and,
Az i={X5 7" > N}, A= {X] 5 <o}, (3.25)

Here, from (3.19), that the chance-constraint can be equivalently written as
P[Al UAsUAzU A4] <. (326)

First, we show that if £ < —% and N = N, the DSO cannot always meet the chance-

constraint (3.26) for small values of 0. Thus, as the time horizon increases, the power
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line capacity cannot be less than \;% to ensure the chance-constraint is met for small
¥

values of § with N, number of BESs. To this end, we present the following theorem.

Theorem 6. Let Ay, Ay, A3, Ay be as defined in (3.25) with N = Nu. Let P = cpr,
where £ < —%, and ¢, 1s a positive constant independent of Ty. Then there exists a

6* € (0,1), such that for all 0 < & < &%, limp, 00 P[A1 U Ay U A3 U Ay] > 6.
Proof. Please see Appendix B.8. O

Upon obtaining the necessary condition on £ to meet the constraint (3.26), next, we
show that if £ € (—3,0), then for all § € (0,1), DSO can meet the chance-constraint,

with N, number of BESs. Here, we present the following theorem.

Theorem 7. Let Ay, Az, Az, Ay be as defined in (3.25) with N = No. Given § € (0,1),

_ _1
and P = cpr 2+6, where ¢, >0 and 0 < e < % are constants, we have,
limTf_mo P[Al UAsU Az U A4] <.

We remark that such a result is extremely important for the DSO to assess the
installation cost of the power lines. Recall that Noo = Coo Ty, and hence, as the time
horizon increases, the required number of BESs increases resulting in a higher BES

investment cost. However, as the power line capacity can be decreased in an order of
1

Ty’
the BESs and transmission line investment costs ensure systematic economic planning

DSO can reduce the investment cost for the power lines. Such trade-offs between

of multi-MG systems.

We provide the proof of Theorem 7 utilizing some intermediate results that are
presented in Proposition 2, Lemma 2, Lemma 3, and Lemma 4. In the following sections,
we present the latter first followed by the proof of Theorem 7.

Let X7 (t) := X7 (t) + X5 (t) and X7 (t) := X§ (t) — XT (¢),t € [0,T4]. Then,
from (3.24), we have the following:

XT'(t) = N+o(Wi(t) + Wa(t))
X7 (t) = a(Wa(t) — Wi(t)) + 2B [y Ply(s)ds. (3.27)

Note that, (W7 (t) + Wa(t)) ~ v2W,.(t) ([70]) where W,(t) is a Wiener process. Hence,
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X7™(t) can be constructed from the process,
X™ = N+ o We(t), (3.28)

where 0. = v/20. Similarly, (Wa(t) — Wi (t)) ~ vV2Wy(t) ([70]) where Wy(t) is a Wiener

process. Further, from (3.18), P/5(t) can be written as
Ply(t) = —Psgn(X7T (t)) x 1 kW, (3.29)

where, the sgn(z) function is given as

1, if x >0,
sgn(z) =< —1, ifz <0,
0, if x =0.

Hence, Xg/ (t) can be constructed from the process,
X7 = gqWa(t) — 2BP [; sgn(X7 (s))ds, (3.30)

where o4 = v/20. Note that, Xg/(t) does not depend on the power line capacity P,
whereas X7 (t) does. Furthermore, X7 (t) and X7 (t) are one-dimensional processes.
Therefore, a tractable analysis of the chance-constraint (3.26) can be done by analyzing
the processes X7 (t) and Xgl(t). We define

Xog? o= supe ) X7 (1),

Xzf;”f = infiepo 7y Xgl(t). (3.31)

In the next proposition, we first show how the probability P[A; U Ay U A3 U A4] can be

upper bounded in terms of probabilities involving X:;;w , X:/T’inf and X7 (t).

Proposition 2. Let X7 (t), and XZ;Ljup,X:;ch"f be as defined in (3.30) and (3.31)

respectively. Then, for a given N and 0 < 8 < N, we have
P[Al UAdsU Az U A4]
<PIXT > 2N — B+ PIX[ < ]
+ Plsupg< i<, X7 ()] > B).
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Proof. Please see Appendix B.7. O

We remark that Proposition 2 plays a key role in proving the Theorem 7. Here,
as stated in Theorem 7, in the case of P = cpT 3+e ,0 < e < ;, and N = Ny =

1_
Cooy/1L's, We choose 3 = TJE2 w), where 0 < ¥ < e. We first analyze the quantity

1 _
IP’[sup0<t<Tf | X7 (t)] > B]. In particular, we establish that for 3 = TJEZ 1/1)7 and P =

cpT A , im0 Plsupg<s<r, | X7 "(t)] > B] = 0. This is established in Lemma 4 via
the intermediate Lemmas 2-3, which we present next.
Note that,

Plsupo<i<r, |X7 (8)] > 8] = P[{supocicr, X7 (t) = B} U {infoci<r, XJ (1) < =53]
< Plsupg<s<1, X7 (t) > B) + Plinfoci<r, X7 (1) < =4, (3.32)

where the last inequality follows from the union bound on probabilities. To show that
limr, 00 Plsupg<i<r, | X7 (8)] > 8] = 0, we show limr, o0 Plsupy<y<r, X7 () > 8] =0
and lim7, o0 Plinfo<;<7; X7'(t) < —fB] = 0, and utilize the inequality (3.32).

Let

=inf{t >0: X7 (t) = B},
denote the first time the process X;rl (t) reaches the level 5. Here we have

P[Supogthf XZZ' (t) > B] = Plrg < T¥].

Consider an intermediate level 0 < B < B. Note that to reach the level 5, the process
Xgl(t) must reach the intermediate level 3 first. Thus, an upper bound to Pl7s <
T¢] can be obtained by analyzing the number of times the process Xg, (t) reaches the
intermediate level B starting from the value 0, within the time horizon [0, 7| followed
by determining an upper bound on the probability of reaching 8 from the intermediate
level B , for each of those aforementioned times. To formalize the notion of the number
of times the process Xg/ (t) reaches the intermediate level f from the value 0, we first
define epochs related to the process XC’{/ (t).

Consider the process X7 (t) starts at t = 0, with a value of X7 (0) = 0 and reaches
the level ﬁ, for the first time at T/i > 0. Further, let 72;,0 > 72/3’,0
the process returns to zero after 7 ,. We define the interval [0, ?;70] as epoch 0. To

denote the first time
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define the successive epochs i € N/{0}, we introduce the following:

A+
= 0
L oy _ A
Tg4 = inf{t > Thit X7 =p8}
At s ALy
5= inf{t > 75, : X7 = 0}. (3.33)
Let the start time of any epoch i be when the previous epoch ends, that is %B?Li_l.
Further, 75 denotes the first time X7'(t) reaches the intermediate level 3 after the
epoch starts. %gi denotes the first time X(’j/ (t) returns to zero after 75, We define
the interval [#1 %;Z] as epoch i. The epochs are graphically shown in Fig. 3.3 for a

B7Z_1
sample path of X7 (t).

X5 (®

B e o
ﬁ ______________________

"\\

1

! boT
A+ N At o At
p-1=0 o Bo Ba T4
Epoch O Epoch 1

Figure 3.3: Illustration of epochs for a sample trajectory of Xg/ (t)

Recall that, we wish to find an upper bound to P[73 < T] by analyzing the number
of times the process Xgl (t) reaches the level 3 starting from the value 0, within the time
horizon [0,T}] followed by the probability of reaching S from the level B, for each of
those aforementioned times. Here, upon defining the epochs, we proceed as follows: we
first choose a time 7T, and for each epoch, analyze the probability of Xg/ (t) reaching /3’ by
the time T after the epoch starts, that is ]P)[%B,i < %T’iil +T1]. In Lemma 2, we provide an

B

upper bound to the same. Here random variable 75 . — %Ei_l denotes the time taken by

X7'(t) to reach f for the first time in epoch i. Since the process X7 () needs to return
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to zero, after %B ;» to mark the end of an epoch, the length of an epoch is larger than the

time %Bi — %EJL@'A' Note that, the length of the epochs determines the number of epochs

(or equivalently, the number of times the process lerl(t) reaches the level /3 for the first
time starting from the value 0) occurring within the horizon [0,T%]. As in Lemma 2,
we provide an upper bound to P[%/S’,i < %gii Lt T}, or equivalently, ]P’[%B’i - %;iil < T,
we can analyze the number of epochs occurring within [0, T}] by comparing the length
of each epoch with T. Here, denoting the random variable K as the number of epochs
%, we provide an upper bound
to the probability P[K > K4, in Corollary 1. Further, we show that as the horizon

occurring within the time interval [0, 7], and Kpqz 1=

T increases the above-mentioned upper bound on P[K > K] decreases. Thus we
establish that, for large T, the number of epochs occurring within the horizon [0, 7]
is at most K4, with high probability. Here, we formally present the Lemma 2 and
Corollary 1.

Lemma 2. Let c,, e be positive constants, independent of Ty, and let the power line
_ _ _1 .

capacity, P, be given by P = T 2 Given T > 0, and B > 0, for any epoch i € N

defined as in (3.33), we have

G s At
with Th4 Téﬂ,_l

72’
1
(2 et
Plrg, <75, +T]<e 2047 7 (3.34)
Proof. Please see Appendix B.9. O

Corollary 1. Let the random variable K denote the number of epochs occurring within
the time interval [0,T%], and cp, €, P be as defined in Lemma 2. Given T > 0, and B >0,
define Kpqr 1= % Then we have,

(et
P[K > Kmax] < Kiaz€ 2047 74

(3.35)

Proof. Please see Appendix B.10. O

Upon analyzing the number of epochs occurring within the time interval [0, 7], we
analyze the probability of reaching 8 from the intermediate level B before the epoch i
ends, and the probability of epoch i ending before Ty. In particular, in the following
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- A+ At
Lemma, we analyze P[73; < T T < Ty|, where,

T = nf{t > 75 X7'(t) = B}, (3.36)
denotes the first time Xglrl(t) reaches the level § in epoch 4, and 74 ; is as defined in (3.33).

Lemma 3. Let ¢, € and P be as defined in Lemma 2, and let B > ﬁ > 0, be given.
Then for any epoch i € N, with %gi, and 7g,; defined as in (3.33), (3.36) respectively,

we have

1
2BepT, 21 (8- B)

i
~ At ot a o2
P75, < T T <Tyl<e a ’
QPCPT;%-’_G(B#?)
A A~ T 2
Plfgs < Ty, 75, > Tyl <e Z (3.37)
Proof. Please see Appendix B.11. O

Finally, with the results of Corollary 1 and Lemma 3 in hand, we choose the quan-

tities T, B, B, Kpaz in the following way

_ 1 p2y—(e=9)
T=1 =131 ’

Kmas = Komazy = % _ 4§cpT;_27+(€_w)7
B =T, and,

1_
g=T12"", (3.39)

where 0 < ¥ <€ < % —v. We show that as Ty approaches oo, the probability of XC’{, (t)

1_
reaching the level TJEQ ¥) by the time T, that is IP’[%T%W) < T¥], goes to zero. Specifi-
s

1
cally, we note that the event of X7 (¢) reaching the level TJEQ %) from the intermediate

level TJ? happens in at least in one of the epochs between [0,7%], and the number of
such epochs being greater than K,z goes to zero (using Corollary 1). Further in any
epoch between [0,Ty], the probability of reaching T]S%_w from the intermediate level
T ]? before the epoch ends, goes to zero (using Lemma 3). Here we present the following

Lemma.

Lemma 4. Let XZlT/ (t) and €,c,, P be as defined in (3.30) and Lemma 2 respectively.
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Then for any given T > 0 and ﬁ,/é’ satisfying B > 5 > 0, we have

Plsupo<i<7, X7(t) > Al
. 14 — . A
_( 52 2BBepTy 2 ) _ 2BepTy 277 (8-h)
< Kpagle a7 % )+ (Kmae +1)[e W], (3.39)

. 1_
where Kpgr = % Further if B = T]?,ﬁ = T]E2 1/))’ where 0 < ¢ < € < %— v, and

o 1 g2y—(e=9) _ T
T=T,= 4§Cpr7 T Kazy = T—:, then,

— 1
2B — —5+trte
(T V=T, 2T

, 1
]P’[SupOStSTf _ler (t) Z T]E2 w)] S (2Kmax,ry + 1)6 %d

2Bep e —Lpate
_ (8?0 T1*2’Y+(E*w) 4 ].)6 a?ip (Tf win 2 )
- P~ f )

and hence,
limey 00 Plsupg<;<r, X7 (t) > T}

Proof. Please see Appendix B.12. O

A symmetric treatment for Plinfo<;<7, X7'(t) < —B] can be done following the

Lemmas 2-4 to show that,

Plinfo<i<r, X7 () < —B]

1

_( 52 _2§BcpT;%+€) _QFCPT;7+E(578)
< Kz e 27 i )+ (Kmae +1)[e “a ]. (3.40)
. 1
Further, as indicated in Lemma 4, considering 5 = T}?, 6= TJEZ 1/))’ and ¥ < € < % —
v T =T, = ﬁTﬁv—(e—W’ we can show that limr, . Plinfo<;<7; Xg/ (t) < —=p] =0.
P

Therefore, from the inequality (3.32), it follows that

limy; o0 P[supg<i<r, | X7 ()] > 8] = 0. (3.41)

We now present the proof of Theorem 7 where we show that, with 8 = T; 71/)),

limrfﬁoo(IP’[X:T’;"p > 2N, — ] + }P’[X:T’jcnf < f]) <4, and further combine the latter

with the results from Lemma 4 and Proposition 2 to conclude that with N = N, and

=
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_ 1
P = cpr 2+6, where 0 < € < %, lim7, 00 P[A;1UA2UA3UAy) < 4. Thus, as the horizon

T} increases, the DSO can reduce the power line capacity P in an order of \/%, and

yet meet the chance-constraint (3.20) with Ny, number of BESs. The formal proof of
the Theorem 7 is presented in Appendix B.13.

With the analysis of the trade-offs between BESs and transmission line capacities
for large time horizons (T approaching oco) in hand, we now present the BESs and

transmission line design methodology for a finite time horizon.

Trade-offs Between BESs and Line Capacities for a Finite Time Horizon

In this section, we discuss the trade-off between the BESs and transmission line ca-
pacities for a finite time horizon utilizing the results obtained in the previous section.
Recall that, the DSO has to ensure P[A; U Ay U A3 U Ay4] < § by a proper design
of the number of BESs, N, and the transmission line capacity P, while following the
power transfer policy (3.29). Further, recall from Proposition 2, that an upper bound
to P[A; U As U A3 U Ay] is obtained in terms of the probabilities involving the pro-
cesses Xg/(t) and X7 (¢). In particular, for a given N and 0 < 8 < N, we have
Pl[A1UAUA3UA,] < IP’[XZ'T’j"p > 2N —f] +P[X2,T’;nf < B+ Plsupocier, [X7 (6)] > 8],
Here, we proceed as follows: we choose a A € (0,1), and find N, 3, and P, that ensure

BIXTF" > 2N — 6]+ BIXTA" < 6] < (1 - A)S, and,
Plsupg<i<r; X7 (1) > 8] < A,

thereby ensuring P[A; U Ay U A3 U Ay4] < 4. In the following Lemmas, we provide such

solutions to N, 3, and P, and establish that a choice of smaller A leads to a lower

number of BESs, N, however, increases the required transmission line capacity P.

Lemma 5. Let X:’/T’;“p and X;TlT;nf be as defined in (3.28), and A € (ON, 1),0< 19 <
%, cg > 0 are given constants. Further, for a given § € (0,1), let N = KN, where

_1
In(1/(1-4)) AT}V +epTy 2

n(2/3) 204/In(2/9) (3.42)

1_
Define pr, := AT]S2 Yy cg. Then we have,
PIXT357 > 2N — Br, ]+P[XT7" < Br,] < (1 - A)3.
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Proof. Please see Appendix B.14. O

Lemma 6. Let A1) be as defined in Lemma 5. For a given 6 € (0,1), and T, suppose

3—Y)

v is chosen such that 0 < v < %, and TJE > T}Y. Let the transmission line capacity

1
: - -1+ . :
be given as P = cpr 27 where cp > 0 is a constant, and € € R satisfies

f
(8Be, T 972 4 Ae o = 4% (3.43)

_ 2Bepa |:T_¢—Tl;%+’yj| 5

Then, with X7 () as defined in (3.30) and Br; as defined in Lemma 5, we have
Plsupy<;<7, X7 ()] > Bry) < A6,

Proof. Please see Appendix B.15. O

Combining Lemma 5 and Lemma 6 with Propositiop 2, we conclude that, with
N = KN, where K is given as in (3.42), and P = cpr_§+E, where € satisfies (3.43),

P[A; U A2 U A3 U Ay]

<PX[3 > 2N — Br,] + PIX[ " < Br)]
+ Plsupg<i<1y X7 ()] > Br;]

=(1—-A))+ Ad=4.

Thus, DSO can meet the chance-constraint. We emphasize that the choice of A de-
termines the trade-offs between the required BESs capacity and the transmission line
capacity. Given the horizon of operation T and 6, note from (3.42) that, as A decreases,
K decreases, thus reducing the required BESs capacity to meet the chance constraint.
However, from (3.43), we can observe that a choice of smaller A leads to a higher value

of €, thus increasing the required transmission line capacity.

3.6 Experimental Results

In this section, we demonstrate the applicability and utility of our proposed BES ca-
pacity design and power transfer policy determination methodology. First, we con-

sider the case of a single microgrid where a modified IEEE-33 bus distribution network
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with a total load of 15 kW is taken as the system under study. A battery, operated
in Grid Forming Mode (GFM), is connected to bus 1 and a wind farm is connected
to bus 4. The parameters, considered, for the real-time simulation, are as follows:
o=1,0 = 0.02, Bpgz = 1 kWh, Ty = 5 hours. The power network is emulated inside
OP5700 real-time simulator box, manufactured by OPAL-RT. The RT simulation is
conducted using eMEGASIM-based EMT-simulation platform of RTLAB with a sim-
ulation step size of 50us. Using Theorem 4, GFM battery capacity is set to 13 kWh
with initial battery charge set to 6.5 kWh. The system is run for 5 hours in real-time.
The wind and load variation and the power provided by the GFM battery are shown
in Fig. 3.4a. The battery State-of-the Charge (SoC) is shown in Fig. 3.4b. It can be
seen that, throughout the time horizon of 5 hours, the battery SoC neither hits the
maximum capacity of 13 kWh, nor gets completely depleted, establishing the utility of
our proposed battery sizing methodology.

Next, we consider a system of two MGs, connected to each other via a power line.
The parameters, considered for the simulation, are as follows: ¢ = 1,6 = 0.02, Bypar =
1 kWh, P = 15 kW, Ty = 5 hours. The time step, At, for the simulation is chosen to be
30 seconds. Using the methodology described in Section 3.4, the BES capacity of each
MG is set to 10 kWh. The power transfer policy, (3.18), is employed. Fig. 3.5 shows the
simulation results for 5000 runs, where we plot the available energy in the BES of each
MG. It is observed that in only 0.4% of the total number of realizations, either the SoC
of MG-1 battery or MG-2 battery hits the upper limit of 10 kWh or hits the lower limit
of 0 kWh, which is well within the chosen limit of 2% (6=0.02). Next, we empirically
analyze the effect of power line capacity, P under our proposed power transfer policy,
on the required BES capacity to ensure that both the battery SoC remains within the
operating range with a probability of at least (1 — &) = 0.98. Here, in Fig. 3.6, we plot
the required BES capacity, averaged over 5000 runs, as we vary the power line capacity
P. Tt is observed that under our proposed power transfer policy, with the increase in
line capacity, the MGs can share more power with each other, which in turn reduces
the required BES capacity. Thus our proposed BES sizing and power transfer policy

can provide a system design guideline for the distribution system operators.
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Figure 3.4: (a) Wind, load variation, and GFM battery power for 5 hours in real-time
in the IEEE-33 bus single MG system. (b) The battery does not get fully charged or
get depleted throughout the time horizon.
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Figure 3.5: Two MG system: Battery capacity of each MG is 10 kWh with a power line
capacity of 15 kW. Out of 5000 realizations of the available energy in the batteries of
MG-1 and MG-2, only 0.4% realizations, hits either the upper limit of 10 kWh or the
lower limit of 0 kWh.
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Figure 3.6: Required BES capacity for each MG decreases, under the optimal power
transfer control policy, as power line capacity increases.
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Chapter 4

Topology Change Estimation in
Power Distribution Networks: A

Machine Learning Approach

4.1 Gist of the Chapter

The proliferation of distributed energy resources has provided the modern distribution
grid with flexibility in terms of operation and control, however, it has necessitated a real-
time situational awareness of the entire system. A critical component in grid operations
is the knowledge of the distribution network and the capability to detect and local-
ize any topology changes, including line outages and additions, in near real-time. The
topology change detection requirement is traditionally achieved with the breaker sta-
tus measurements. However, the circuit breakers’ intrusive nature increases line losses
and makes the deployment and repair work difficult. In this context, the utilization
of phasor data, consisting of bus voltage and phase angle data, is a robust alternative.
In this article, we propose a topology change detection, localization, and estimation
technique that only relies on phasor data. In particular, we devise a machine learning
methodology to detect line outages and additions, along with the timestamp of such
changes. Further, to localize the topology changes, we employ a phasor measurement-
based topology-learning algorithm and intertwine the same with our change detection

strategy. We perform real-time hardware-in-the-loop experiments on a modified IEEE
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33-bus, 226-bus, and 1262-bus network emulated on a real-time simulator. Our experi-

mental validation corroborates the utility and scalability of our proposed methodology.

4.2 State-of-the-art on Topology Change Estimation

In recent years, traditional power distribution systems have witnessed an architectural
evolution due to the proliferation of distributed energy resources (DERs) and micro-
grids. Further, increased penetration of renewable energy sources and electric vehicles
has transformed the landscape of grid operation and control strategy, ranging from tra-
ditional methodologies such as state estimation, and optimal power flow analysis, etc. to
modern ones such as data-driven system control, demand response, transactive energy,
etc. A critical component in all such architectures is the knowledge of the underlying
grid topology. Usually, the topology information is conveyed to the grid operator dur-
ing the planning stage, however, the increased frequency of climate-related catastrophes
necessitates the real-time knowledge of line outages and corresponding changes in the
grid. Apart from that, the operational flexibility of microgrids, and distributed energy
prosumers causes frequent changes in the power network. Therefore, it is pertinent
to detect changes and estimate topology in real time. Naturally, such a requirement
propelled the widespread deployment of Advanced Metering Infrastructure (AMI) and
transformed the physical grid into a cyber-physical system (CPS). Therefore, it is cru-
cial to explore how to utilize the innovations in AMI to devise topology change detection
and estimation methodologies.

The most common method to estimate and detect topology changes relies on the
breaker status and power flow measurements from the field [72]. However, an increase
in cyber-attack events on circuit breakers and flow meters [73, 74] in the last decade
renders them no longer reliable. Such attacks are not only targeted at the physical
layer but also at the communication layer, where an attacker spoofs the breaker status
and power flow measurements [75] to manipulate the topology information conveyed
to the grid operator. If the system is operated based on falsified topology it could
lead to catastrophic system failure. Here, the utilization of phasor measurement units
(PMUs) is a viable alternative [76], primarily for two reasons; 1) high-resolution samples
provide near real-time monitoring capability (a typical PMU provides 30 measurement
samples per second) [77], 2) they are synchronized to global positioning system (GPS)
and protected by multiple advanced cyber-security tools, and thus are very difficult

to manipulate [78, 79]. Therefore, the possibility of utilizing PMU measurements for
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topology change detection and estimation is capable of offering immunity against cyber-
attacks. In this context, the following questions arise:

1) How to detect any change in the topology (line outage and/or addition) based on
PMU measurements only?

2) If any change is detected, how to estimate the time instant of such topology change?
Note that, such information is crucial to prevent system collapse and to initiate protec-
tive measures in a timely manner.

3) How to estimate the changed topology? We emphasize that the topology estimation

is essential to efficiently operate the system and to detect the location of change, if any.

4.2.1 Prior Works

In prior literature, topology change identification is analyzed both in the context of line
faults and cyber-topology attacks. For fault localization, various optimization methods
[80, 81, 82, 83], mixed-integer programming [84, 85], and graphical models [86, 87, 88]
are explored. In [80], the authors propose a measurement residual-based optimization
approach to identify the changes in the grid topology, however, such an approach uti-
lizes prior information about the network. A mixed-integer quadratic programming
approach is proposed in [84] that combines PMU and smart meter measurements to
identify the topology and line faults in real-time. Here the strategy relies on the smart
meter measurements, thus making the methodology vulnerable to cyber-attacks. In this
context, a state estimation technique-based algorithm is proposed in [86] that detects
and localizes the faults by finding suitable sub-graphs of the power networks from the
PMU measurements, assuming that the power network is known and the changes in the
network are limited to line faults. However, in the case of a large distribution network
such information may not be available to the system operator and line additions may
alter the topology as well. To address such issues, in [88] a topology change identifica-
tion methodology is proposed utilizing the structure of the admittance matrix of power
networks and PMUs. However, the changes are limited to a single change at a time
which is restrictive. Apart from the classical methods, various data-driven algorithms
are proposed for network change detection [89, 90, 91]. In [89, 90] convolutional neural
networks are proposed to identify system topology and events from PMU data. Al-
though such approaches reduce the dependency on the complex physical modeling of
the distribution system, gathering a significant amount of real topology change data

for training purposes is very challenging and suffers from scalability as the network size
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increases. Another common methodology to identify topology changes is to estimate
the network admittance matrices, with data collected before and after the change event,
followed by taking the difference between them. Here, various data-driven algorithms
are proposed focusing on topology learning [92, 93, 94] and joint-learning and parameter
estimation [95, 96]. However, the common deficiency in this approach is the inherent
assumption that the change instant is known. In real scenarios, the system operator
needs to detect the changes first before deploying such strategies. Further, most of the
existing learning algorithms [92, 93, 94, 95] utilize smart meter data which makes the
methodologies vulnerable to cyber-attacks.

In the context of cyber-topology attacks various data-driven algorithms are pro-
posed [75], [97, 98, 99, 100, 101]. The cyber-topology attack mechanisms, where the
attacker masks line outages (or additions) by carefully manipulating the smart meters,
are illustrated in [75], [97]. Building upon such attacks, in [98, 99, 100, 101], the au-
thors propose various data-driven models to identify cyber-topology attacks. While the
methodologies are shown to effectively detect the presence of topology changes under
stealthy cyber-attacks, the strategies suffer from the inability to localize the changes.
Further, the learning methods proposed in [98, 99, 100, 101] require a large amount
of real data, containing different types of network events, for model training, which is
sometimes difficult to obtain in real scenarios. Here, building a combined model that
can detect and localize the network events simultaneously, without requiring historical
data, is of utmost importance. In summary, the topology change identification method-
ologies proposed in [80, 81, 82, 83, 84, 85, 86, 87| either consider that prior information
about the network is available to detect any topology events or utilize both PMU and
smart meter data, thus making the algorithms prone to cyber-attacks. In contrast, the
existing data-driven algorithms [89, 90, 91], [92, 93, 94, 95, 96] can effectively detect
topology changes from field data, however, either suffer from the assumption that the
change instant is known apriori or require a large amount of historical data of var-
ious change scenarios. Further, the works [92, 93, 94, 95| utilize smart meter data
and thus are vulnerable to cyber-attacks. Here, works on network change identifica-
tion [97, 98, 99, 100, 101] address the possibility of cyber-topology attacks but cannot

localize the network changes.
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4.2.2 Key Contributions of the Chapter

We propose an end-to-end architecture that detects line outages and/or additions along
with the corresponding change time instants and localizes the changes via topology
estimation methodology. We emphasize that our methodology relies only on voltage
and phase angle measurements, obtained from the PMUs, thus offering robustness to
cyber-topology attacks. Upon obtaining the PMU data, we first detect the presence of
line outages/additions and estimate the instants of such changes using machine-learning
(ML) models. Subsequently, we utilize such information to learn the changed topology
and identify the faulty/newly added branches. We instantiate our methodology to
three different power grid networks with in-depth performance analysis to corroborate
the efficacy of our proposed method. Our contributions are summarized below:

(1) We propose an ML-powered topology change detection technique capable of
detecting one or multiple changes from high-fidelity PMU measurements. Our solution
is built upon the Expectation-Maximization (EM) algorithm and does not use any prior
information about the network.

(2) We provide a solution to estimating the instant of line outage/addition from
the timestamps of the PMU data. Our methodology supports the detection of multiple
changes occurring at the same instant or multiple instants distributed across time.

(3) We propose a hierarchical architecture that utilizes the PMU data distribution
model parameters, estimated from our EM-based change detection technique, to learn
the underlying topology and estimate the location of line outages/additions.

(4) We deploy our methodology to the IEEE 33-bus system and a 226-bus sys-
tem comprised of a part of the University of Minnesota and surrounding suburbs. To
demonstrate the scalability of our technique, we instantiate the same on a large 1262-
bus distribution network. We perform hardware-in-the-loop experiments on real-time
simulator and present a detailed performance analysis to showcase the efficacy of our

proposed method.

4.3 Problem Formulation

Consider a power distribution network represented by an undirected graph, G = (V, €),
where V is the set of N 4+ 1 buses and £ denotes the set of operational lines present in

the network. The linearized AC power flow [102] equation for power injection at bus i
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can be written as

3 (vz‘—vj);i(ez‘—ej)7 (41)

j:(ij)€E ij

pi+ig =

where p;, q;,v;, and 6; represent active power, reactive power injections, bus voltage
magnitude, and bus angle respectively. z; is the complex impedance of the line (ij)
and 72 = —1, and z;; denotes the complex conjugate of z;;. The nodal injection at the
slack (reference) bus is the negative sum of power injection at all other buses. Without
loss of generality, in the subsequent analysis, we exclude the slack bus and restrict the
power flow equation (4.1) to the N number of non-slack buses. Note that, the power
injection at bus 7 includes load demand at bus ¢ and renewable generation, such as
solar power, if available at that bus. Let p = [p1,p2,...,p8]7,a = [q1, ¢, ..., qn]T, v =
[v1,v2,...,un]T, and @ = [f1,602,...,0N]" denote the vector of active, reactive power
injections and bus voltages and angles, respectively, of all the buses in the grid exclud-
ing the slack bus. It is assumed that, under normal operating conditions of the grid,
power injection follows Gaussian distribution [103], where [p” q”]" ~ N (1, Epq), with
Hpg € RN and Y € R2VN>X2N ypepresenting mean and covariance of power injections.
We further assume that [p; ¢;]7 and [p; ¢;]7 are uncorrelated if i # j, for all i,j € V.
Let X = {x(™}5_, denote the set of S € N number of i.i.d phasor measurement sam-
ples collected from the distribution grid, where (™ = [(v™)T (8)T]T € R2N | and
o™, 0™ indicate n-th phasor measurement sample containing bus voltages and angles
respectively. Further, let ¢t denote the timestamp of the n-th phasor measurement
sample, (™, and let T := {t(}5_, denote the set of timestamps of the voltage and
phase angle samples collected from the distribution grid. We refer to a sample collection
window as the time taken to collect S phasor samples, that is t(5) — ¢(1).

Note that, the set of the operational lines, £, is not known a priori. Moreover, the
topology may change multiple times during the sample collection window. Suppose the
topology is changed C' times, during a sample collection window, at the time instants
c1,-..,cc, and let K denote the total number of different topologies encountered, where
K =1 (or equivalently C' = 0) indicates no change. Here, C' does not need to be
equal to K as the topology can switch back and forth multiple times during a sample
collection window leading to a higher value of C' than K. Further, let & denote the
set of operational lines present in topology ¢ € {1,...,K}. Note that none of the

parameters, C, c1,. .., cc, K, and {&}X | are known a priori. Hence, to identify if there
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is any change in the topology, the control center needs to estimate how many different
topologies are encountered during a sample collection window. Further, if any change is
detected, it needs to estimate the change instants, and the associated topologies before
and after each change instant, to localize the changes. Therefore, the problem of the
control center is three-fold: Given the parameters p,,,, 3, and the voltage magnitude
and phase angle samples, X = {2(™}, and the timestamps of the same, T = {t(")}izl,

(1) Change detection: Estimate the number of topologies encountered, K. A value
of K =1 indicates no change is detected.

(2) Change instant detection: If any change is detected, estimate the total number
of changes, C, and the change instants, {ci}iczl, as a prerequisite for change localization.

(3) Change localization: Estimate the topologies, {&;}X,, and for each change in-
stant ¢;,7 € {1,...,C}, identify which topologies, out of the K different topologies, are
encountered before and after that instant. The difference between them indicates the
location of the changes.

In the next section, we describe our proposed solution methodology.

4.4 Solution Methodology

Let the random variable [v” OT]T be represented by X for ease of exposition. We
first derive the probability distribution function (PDF) of X and in the subsequent
paragraphs, show how the parameters of the derived PDF can be utilized to detect

topology changes and change instants.

Let Z=1[z1 ... zg]" be a K-dimensional random vector of indicator variables ,
satisfying 2, € {0,1} for all k € {1,..., K} and Zszl z, = 1. Note that, Z can take
the values in {ej,...,ex}, where e, =[0...010 ... 0]7 € R, are the standard basis

vectors of R® with all elements 0 except the k-th one, which is 1. Suppose the event
{Z = ey} represents that the underlying topology is &, and let 7y := P[Z = eg], k €
{1,..., K}. We first show that, given the information that the underlying topology is
&k (that is given the event {Z = ey }), the conditional distribution of X is a Gaussian
distribution.

Let By :={a: Z(a) = ex}. For a € E}, (that is the underlying topology is &), and

considering z;; = where g;; and (3;; are conductance and susceptance of line

1
9ij+iBi;’
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(ij) € &k, (4.1) can be written in matrix form [88] as follows:

p
q

(4.2)

(o), with Hg = [
Here Hg¢, , and Hg, g matrices are defined as follows:

Zm:(im)ef‘:k Gim, ifi = -7
He g(i.j) = —gij, ifi#j,(ij) €& - (4.3)

0, otherwise

Here, we consider line charging capacitance to be non-zero, that is Hg, (i,7) # 0. Hg, g
is also defined similarly with g;; replaced by f;; in (4.3). Note that the active and reac-
tive power injections do not depend on the topology, and since [p! ¢7 |7 ~ N (Hpg Zpq)s
from (4.2), we have that, for o € E}, the random variable X (a)) ~ N (py, i), where,

—1 —1
Ek = Hgk quHgk
Hi = Hgklu’pq' (44)

Let ¢ = (my, k) and let fx|z4, (®|Z = ey) denote the conditional distribution
function of X given {Z = ey }. Here, we have that fx|z 4, (¢|Z = e;) is a Gaussian
distribution parameterized by ¢, which is given by
e VTS (e

fX|Z,q5k ($|Z:ek):W€[ g(@—p) B (= Hk)] (45)
In summary, given the event that the underlying topology is &, the conditional distri-
bution of X follows a Gaussian distribution. We now derive the PDF of X in terms of
fX|Z,q,’>k($|Z:ek) and 7y, = P[Z:ek], ke {1, ey K}
Let @ = (m1,...,7K,@1,...,Pk), and let fx|p,(x) denote the PDF of X. In
Appendix C.1, we show that, fx|s, (%) can be written as follows:

Fxiox (@) = S0 mfx| 2.0, (T Z=e}), (4.6)

with Zszl =1, m, >0 for all k € {1,..., K}. The distribution model represented
by (4.6) is known as Gaussian mixture model where 7y, k € {1,..., K} are the mixing
coefficients [104].
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S

»_1, drawn from the

Note that, we have S number of observed samples, X = {a:(”)
distribution of X which is given by (4.6). If we can estimate the parameters ¢y, ..., ¢
from the observed sample set X, we can utilize each ¢, to learn the k-th topology,
k€ {1,..., K}, using the topology learning algorithm described in [88]. However, the
estimation of ¢, from the observed samples using standard maximum likelihood esti-
mation (MLE) [105] is not feasible as 7 are unknown. Furthermore, the number of
different topologies, K, is also not known a priori. Here, we proceed as follows: we
iterate over various values of K in {1,2,..., K}, where K is a design parameter, and
for each value of K, (i) we estimate ®, using Expectation-Maximization (EM) algo-
rithm [106, 107] from the observed sample set X (described in detail in Section 4.4.1),
and (ii) compute a metric (described in Section 4.4.2) indicating goodness of fit of the
model (4.6) (with respect to the value of K') for the observed sample set X'. The metric
penalizes both under-fitting (K value lower than the actual number of different topolo-
gies) and over-fitting (K value higher than the actual number of different topologies)
of the model (4.6). Once the metric is computed for each value of K € {1,..., K}, we
compare the same to obtain the optimal value of K. Let &5 = (1, TR (2)1, cel dA)K)
be the estimate of the parameters ®x for each value of K € {1,...,K}. Here * no-
tation is used to denote the estimates of the corresponding quantities. Further, let
K € {1,..., K} be the optimal value of K. We use 3 i for the subsequent objectives
of learning the topologies and the change instants. The workflow is shown graphically
in Fig. 4.1.

K=1 EM ®, = (7, $,) Metric |5, | =
— : . . o &
Algorithm computation |« 3
[
x | k=2 EM &, = (1,712, 1, $2) Metric 5% 8 Bk
Algorithm | computation | 8 £ ]
: i 85
K=K EM ®p = (Ry, ., g Br, o Bp), Metric | |83
—_— . > . = o
Algorithm computation =

Figure 4.1: Change detection flowchart

Note that, once the parameters o & are estimated, for each sample ™ we can

compute the likelihood of the same being generated by k-th topology, k € {1,... ,K’}
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(discussed in detail in Section 4.4.1). The likelihood values are used to classify each
sample under one of the K number of topologies. In particular, each sample (™ is

classified to be generated by the topology for which the likelihood value is the highest
S

~_1, under one

[106, 107]. Upon classifying each sample in the sample set X = {x(™)
of the K topologies, we utilize the timestamps of the samples, T = {t(”) 221, to detect
the time instants of topology changes, which we describe in detail in Section 4.4.3.
Finally, to detect the change locations, we utilize the estimates of éﬁk = (fuy,, ﬁ}k), k €
{1,... K }, where fi,, 33, denote the estimates of p, and Xy respectively. In particular,
we learn the topologies from pI using the topology learning algorithm described in
[88]. Thus, the estimates K and ® o> obtained from the voltage magnitude and phase
angle samples, and utilization of the timestamps of the samples enables us to meet all
the objectives described in Section 4.3. In the subsequent paragraphs, we describe the

entire methodology in detail.

4.4.1 Expectation-Maximization

We first describe, for a given value of K, how ®x can be estimated.
Given K and the observed sample set X containing S number of i.i.d phasor samples,

we define the log-likelihood function as follows:

L(®x|X) = [[T5_ fxja (@), (4.7)

where fx g, (-) is given in (4.6). The estimation of ®x can be formulated as a max-
imum likelihood estimation problem [105]: Given K, and the probability distribution
models (4.5), (4.6),

P = argmaxg, L(P|X) (4.8)
such that Zle = 1,m >0, forall k € {1,..., K}.

However, finding an analytical solution to @ is intractable. Therefore, we utilize iter-
ative optimization approaches such as the Expectation-Maximization (EM) algorithm
[106, 107]. For ease of exposition, in the following paragraphs, we highlight the key com-
ponents of the EM algorithm in the context of topology change detection. A detailed
explanation is provided in Appendix C.2.

Recall that Z is a K-dimensional random vector of indicaor variables taking values in

{e1,...,ex}, where e, are the standard basis vectors of RX. Here, we have, fx|1@,(T) =
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Zze{el,...,eK} Ix,z)1®, (T, 2), where fx 74, (T,2) denotes the joint density of X and
Z. EM algorithm is an iterative algorithm, where in iteration ! + 1, the estimate of
P, denoted by, 1’3}"1 = (nit1,... ,W?l,qbllﬂ, .. .,¢ll'("1), is computed by solving the

following maximization problem [104]:

s
@?1: argmaxg,.
n=1

B2ty ar 0(x Z12, (207, 2))| X =2]] (4.9)

such that Zlewk =1,m >0foral ke{l,...,K},

where fZ‘ PR () denotes the conditional density of Z given X, parameterized by the
estimate of ®x at the previous iteration [, denoted by ®%-, and the objective function
25:1 EZNfZ|X,<I>lK [ln(fX’Z‘q)K(m(”), Z))| X =x(™)] is expressed analytically in terms of
the parameters 71, ..., 7 and @, ..., @ as we describe in the next paragraphs. Equa-
tion (4.9) defines the EM algorithm. The algorithm works as follows:

Expectation step: The key component of the expectation step is to estimate the
likelihood of the n-th sample belonging to the k-th topology, that is P[Z = ej| X = z(™)],
for each k € {1,...,K}. At iteration [ + 1, the likelihood is estimated based on the
parameter estimates in the previous iteration, <I>IK. Note that, the likelihood values
indicate the classification of each sample (™ under one of the K topologies (higher
the likelihood, more the probability that (™ belongs to that topology). For brevity of
notation, let hZ’l = P[Z = ;| X = ™), ®%] be the likelihood of (™) belonging to k-th
topology, parameterized by ‘I’lK. Using Baye’s rule [104], we can show that hZ’l can be

expressed as follows:

st~ 3o~ )T @) @ -

n7l j—
hk

T Stz b B T e

(4.10)

where 7r§€, pﬁc, and Efk are the estimates of the corresponding quantities at iteration .
Once hZ’l is computed, we can analytically express the objective function of (4.9), that
is 25:1 ]EZNfZ|X,<I>iK [ln(fxz‘q,K(w(”), Z))|X = x™], as a function of ® (which is to
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be maximized in the maximization step) as follows:

Zizl IEZNfz\x 2l [In(fx Z|<I>K( )7 Z))|X = x(n)]

S
= anlzze{eh...,e}(}
1H(fx,z\q>K (m(n)a Z))P[Z:Z|X:$(")a ‘I'Z]

S K
= 3 S In(fx zje, (@, en) FIZ—er| X o), @) (411)

Now recall that given the event {Z = e}, the conditional distribution of X is a
Gaussian distribution parameterized by ¢, = (uy, Xr.), and hence, fx zs (™) ep,) =
fX|Z’¢k(:c(")|Z = e;)P[Z = e;], where fx|z 4, () is given in (4.5). Further, recall that
W't =P[Z = e,| X = (", ®}], hence from (4.11) it follows that

Z EZNfz\X ol L (fX’Zl‘I’K(w(n)’Z))’X = m(n)]

= 3 Y In(fx 2.6, (2™ Z = €,)P[Z = ex)) "
=Y Y 1“(7kaX\z,¢K(w(”)|Z=€k))hZ’l, (4.12)

where in the last equality, we use the definition 7, = P[Z = ej]. Note that at iteration
[ hZ’l is computed for each k € {1,..., K} using (4.10), and fx|z 4, () is given in (4.5).
Therefore, the objective function of (4.9) is analytically expressed as a function of the
parameters ®x = (71, ..., 7K, @1, ..., P)). In the maximization step, we maximize the
aforementioned analytical function with respect to the parameters ® .

Maximization step: In the M-step, we maximize the function (4.12) with respect to
the parameters 7, and ¢,k € {1,..., K} under the constraint given in (4.9), which

produces the updated values of 7Tl+1, uﬁjl and E?l as shown below [104]:

l+1 ZS hn l l+1 zS hn,lm(n)
k‘ I l‘l’k S n,l
n=1 h‘
S n,l +1 I+1
h (n) _ U+ (n) _t+1\T
Egjl _ 2pmi by (= i hn)l(m —Hy ) (4.13)

For each iteration [ + 1, as we obtain the estimates of the entire parameter set L we
compute the value of the log-likelihood E(@l[}H]X ) using (4.7) and (4.6) and check for
convergence by evaluating if | £(®5A) — L£(®Y|X)| < e, for a given tolerance ¢ > 0. In

summary, upon convergence of the EM algorithm for a given K, we obtain an estimate
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of the parameters ® g, denoted by & . Next, we describe how the optimal value of K

is chosen.

4.4.2 Finding the Number of Different Topologies

We run the EM algorithm for each K € {1,..., K}, where K is a design parameter
chosen by the control center. For each value of K, upon estimating the parameters of
the Gaussian components of the mixture model (4.6) using EM algorithm, we compute
the silhouette score [108] to assess the separation between the Gaussian components.
The silhouette score combines the mean intra-class and inter-class separation in such a
way that for both over-fitting (K value higher than actual number of topologies) and
under-fitting (K value lower than actual) scenarios, the score is low. In the subsequent
paragraphs, we briefly describe the silhouette score and how we utilize the same to
estimate the optimal value of K.

Recall that, for each value of K, upon the convergence of the EM algorithm, we
obtain the parameter estimate b As explained in the E-step, we compute the likeli-
hood of each sample (™, belonging to k-th topology, that is P[Z = e;| X = (™, @K]
for each k € {1,..., K} using (4.10), where ch,[,l,i, 22 are replaced with their corre-
sponding estimates 7y, ftz,, and )3 respectively. To classify each sample under one of
the K topologies, we find k for which the likelihood value is the highest. In partic-
ular, for a given value of K, (™ is estimated to be generated by topology k(™ =
argmaxycry,  P[Z = ex| X = (™ ®]. Let the set of samples, classified under k-th
topology, be denoted by

X ::{a:eX:k:argmaxie{lp_ﬂK}P[ZZGi\X:wa ‘i’K]};

for each k € {1,...,K}. Upon classifying the samples, next, we describe how the
silhouette score is computed based on the classification results.

Suppose a sample (™ is estimated to be generated by k-th topology, that is (™ ¢
Xj. The silhouette score of (™), denoted by s(x(™), is defined as follows: If |Ay| = 1,
then s(x(™) is zero. Otherwise, let a(z™) = ﬁ D) e Xy metn d(x™,x(™)) be the
mean distance between the sample (™ and all other samples classified under the same
topology k, where d(:c(”),cc(m)) denote the distance between x(™,z(™). Further, let
b(x™) = minje{17_”7K}7#kﬁ wa)er d(x™, (™)) be the minimum mean distance
of (™ from all other samples classified under topology j # k. Then the silhouette

(n) —a ("1) n
mf,ffa(wzm)f,ﬁwd)))' Note that, a(fc( )) represents the

score of (™ is defined as s(x(™) =
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mean intra-class distance, and b(z(™)) represents the minimum value of mean inter-class
distance between (™ and samples classified under topology j # k. j € {1,...,K}. Note
that, in the case of over-fitting, both intra-class and inter-class distances (a(z(™) and
b(z™)) are low and on the other hand, in the case of under-fitting, both intra-class and
inter-class distances are high. Hence, for both under-fitting and over-fitting scenarios,
s(az(”)) is low. In the case of a good fit, inter-class distance is expected to be higher than
the intra-class distance, that is a(x(™) << b(z(™), and hence a value of s(x(™) closer
to one is desirable. We compute the average silhouette score s = £ 3 omecx s(z™)
for each K € {2,..., K}. The optimal value of K is chosen as the one that results in the
highest value of average silhouette score, that is K = argmaxcro  iySK- Note that,
K =1 indicates that there is no topology change during the sample collection window.
Hence to consider such a scenario, we compare s to an empirically tuned threshold s,
and if sz < sy, we declare no change is observed, that is K = 1. The entire topology
change detection algorithm is summarized in Algorithm 4. In summary, upon running
Algorithm 4, we obtain K and meet the objective of change detection. We further
obtain ® %> as required to meet the objectives of change localization. Apart from that,
we obtain {k(”)}ﬁzl that classifies each phasor sample under K different topologies, and
in the next section, we describe how we utilize the same towards meeting the objective

of change instant detection.

4.4.3 Change instant detection

In this section, we discuss how the change instants are estimated once a change in
topology is detected using the methodology described in the previous Sections 4.4.1
and 4.4.2. Recall that, upon running Algorithm 4, we obtain A and for each observed
sample, (™ € X, we obtain which of the K different topologies the sample is generated
from, that is k(™ n = 1,...,S. Further, recall that timestamp t(™, associated with
each sample (™ is also collected by the control center. Based on the classification
of each sample (™, we classify the associated timestamp t(™ as well. In particular,
denoting the set of timestamps by 7 = {t(}5_, we define T := {t" € T : k =
EPY ke {1,... K } to denote the set of timestamps of the voltage and phase angle
samples estimated to be generated by k-th topology. In summary, for each topology
ke{l,... ,K }, we obtain the set of voltage and phase angle samples generated by that
topology, X%, and the set of timestamps 7, indicative of the time at which the topology

was active during the sample collection window. Next, we describe how the sets T are
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Algorithm 4: Topology change detection
Function detectChanges (X = {&™}5_ K,I, sin,¢):

for K =1 to K do

for I =0 to [ do

Initialize ®Y%;

L(®%|X) + 7 In [fx )29, (@™));

for k=1 to K do
/* E-step */
for n =1 to S do

‘ Compute hZ’l using (4.10);

end
/* M-step */
Compute 7T, putt!) and 2 using (4.13);

end
L@FX) X0 In [fx|ats (@™)];
D — DL L (P |X) — L®FHX); 1+ 1
if [L(®4X) — L(®%|X)| < € then
| break;
end

end
/* Computation of silhouette score */

if K #1 then
| Compute the average silhouette score si;
end

end

if sz < s, then
| K=1;

end

forn=1to S do

‘ k<")<—argmaxke{1 f(}hZ‘l;

.....

end
return K, <i>f<, {EMYS_4s

utilized to find the number of changes and the change instants.

Suppose for each k € {1,... ,K}, the histogram of the timestamps in T is plotted
on the time axis. Then the overlapping regions between the histograms of 7; and
T4, € {1,... ,K},i # 4, would indicate the time when the topology is changed
from i to j. However, since the overlapping regions highly depend on the bin widths
chosen for the histograms, obtaining a single change instant from each overlapping
region is difficult to generalize. Therefore, we estimate the probability density function
of the timestamps in 7T, from its histogram to obtain the best estimates of such change

instants. The density function is estimated using Kernel Density Estimation (KDE)
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Figure 4.2: Illustration of the proposed change instant detection technique

[104] method. Let fT|k(t) denote the estimated density function of the samples in 7.
In KDE, the density is estimated as follows:

: 4
Frin®) = g Lewrer, Kr(55-),

where K,.(-) is a non-negative function known as Kernel function, and h > 0 is a design
parameter termed as bandwidth [104]. Note that, the intersecting point between the
density functions of the samples in 7;, and 7T;,7 # j is indicative of the instant of change
between topology ¢ and j. The methodology is illustrated in Fig. 4.2 for an example
with three different topologies. For ease of illustration, the timestamps are considered
to be an array of integers between 0 and 209. Suppose, after running the EM algorithm,
samples with timestamps {0, ..., 29,170, ...,209} are found to be generated by topology
1, and samples with timestamps {30,...,99},{100,...,169} are found to be generated
by topology 0 and 2 respectively. Using a Gaussian kernel with bandwidth h = 5, the
corresponding density estimates are shown in Fig. 4.2. Observe that, the intersecting
points at tq,to, and t3 are found to be at 29,100, and 170 which are the instants of
changes from topology 1 to 0, 0 to 2 and 2 to 0 respectively. The entire algorithm is
described in Algorithm 5, where C' > 0, and ¢, > 0 are design parameters chosen by
the control center. Therefore, upon running Algorithm 5, we obtain the set of change
instants, C = {ci1,...,cc}, and the total number of changes, C' = |C|, meeting the
change instant detection objective, described in Section 4.3. In the next subsection, we
describe how we utilize the estimates of K, ® 4 and the change instants in C as found

from Algorithm 4 and 5, towards meeting the remaining objective of change localization.
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Algorithm 5: Change instant detection

Function getChangeInstants (7 = {t™}5_ K, h, K, (), C, en):
/* Initialization */
C1[; 5+ 0;
for k=1 to K do
Ly < zeroes(S);
Compute Tg;
for n=1to S do
| Liln] < In [Frip(t™)];
end

end

forklzltof(—ldo
forkgzkl—kltof(do

d <+ Lk — Lk, |;

ds < argsort d in ascending order;
for i =0 to C do

if ¢ == 0 then

| Append ¢; = (@D to0 C; j 5+ 1;
end
else

q <« [t _ g(@si-1D)),
if ¢ > ¢, then
| Append ¢; = t(4:[D t0 C; j « j +1;
end
end

end
end

end
return C;

4.4.4 Topology Estimation and Change Localization

Note that, 3, learned from Algorithm 4, represents the covariance of the voltage mag-
nitude and phase angles of the samples collected from topology k € {1,... K }. We
employ a learning methodology [88] that utilizes 3, to estimate the topology using an
empirically tuned parameter 7 > 0. The algorithm is shown in Algorithm 6. Further,
note that to enhance the reliability of the system it is necessary to find out the lo-
cation of the changes and the type (outage/addition). For such purpose, we utilize
the estimated change instants C from Algorithm 5 along with the estimated topologies
{Sk}ff:l. In particular, first, we find the associated topology between two consecutive
change instants. This can be accomplished by finding the topology to which the times-
tamps between two consecutive change instants belong (that is 7x). Subsequently, we

can compare the topologies before and after each change instant to find out the line
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Algorithm 6: Learning Grid Topology [88]

Function getTopology ({flk}kf{:l, TERT,V):

for k=1 to K do

Ek ¢

{1]]:;/’: iZ:”d + inverse(3});

foreach i,j € V do

if Jvv,k(i,7) + Joo,k(i,j) < —7 then
‘ Ek <_gkU{{Zv‘j}7{]71}},

end

end

end

return {& }kf(:l ;

Algorithm 7: Change location detection

Function getChanges ({&x},,C, {k™}5_1, T = {t™}5_,):
fori=1to|C|]—1do
E < []; Outages « [J; Additions < [|;
A {n:Cli] <t™ <Cli+1]; B+ {k™ :nec A}
k<« k™ having maximum occurrence in B;
Append & to E;
if ¢ > 1 then
Outages[i]«{(i,j) : (1,5) ¢ E[i], (i, /) €Eli — 1]};
Additions[i|«<{(i,7) : (¢,7)€FE[], (i,5)¢E[i — 1]};
end

end
return Outages, Additions;

outages/additions that occurred at that instant. The strategy is shown in Algorithm 7.
The entire workflow of our proposed methodology is summarized in Fig. 4.3. In the next
section, we demonstrate the real-time hardware experimental results of our proposed

technique.

4.5 Hardware-in-the-loop Validation

4.5.1 Setup description

A hardware-in-the-loop-based demonstration of the proposed topology change identifica-
tion and localization on various test systems is conducted using the test setup developed
in our laboratory as shown in Fig. 4.4(a). There are two important components in the

demonstration [109]:
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Figure 4.3: Change detection and topology estimation flowchart

1. The power distribution system networks under study are emulated using multi-
timescale real-time simulation method, with time-step of Ty = 50us and Ty = 5ms
via eMEGASIM and ePHASORSIM platform respectively inside the OP5700 RT-
simulator (RTS) manufactured by OPAL-RT. The emulated power distribution
systems contain multiple grid-following (GFL) inverter-based resources (IBRs) and
4 of these GFL-IBRs are controlled via controller-hardware-in-the-loop interfacing
methods. Four low-cost Texas Instruments TMS320F28379D, 16/12-bit floating-
point 200-MHz Delfino microcontroller boards are interfaced with the RTS to
control the emulated power circuits of the GFL-IBRs.

2. Measurement vector (voltage magnitudes and phase angles of the buses obtained
from the Phasor Measurement Units (PMUs) emulated inside RTS) is created by
accumulating the measurements and the packaged data is sent via communication
channels to the back-end server, as shown in Fig. 4.4(b). Phasor measurements
are sent using user datagram protocol (UDP) to the back-end server via Socket.IO
at a rate of 0.1 and 1 sec respectively. Data aggregation algorithms are currently
developed using Node.js v14.16 with Python 3.8 support. The server workstation
contains MongoDB v4.4 based data storage with data structure schema enforced
by Mongoose v5.11. For the user interfaces (Uls), React.js v17.0 is used to de-
velop our web application, and D3 library v6.2 to render the grid network. All
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Figure 4.4: Figure of (a) the laboratory-based controller-hardware-in-the-loop test sys-
tem with OP5700 RT-simulator (RTS), (b) the end-to-end cyber-physical framework for

grid monitoring.

communications between each component of our architecture are implemented us-
ing Socket.IO v3.0 server-client protocol. The topology change identification and

topology estimation algorithms are developed using Python 3.8.

Real-time load profiles (both active and reactive power) for all the loads in the test
system networks are fed into the simulator box as input. The bus voltage phasor mag-
nitude, phase angle, active and reactive power consumed by each load are computed
from the three-phase instantaneous bus voltages, and load currents. The structural data

flow involving the components described in this section is as follows: (i) The framework
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is initialized by a user command, sent from the UI, which tethers the emulated PMUs
and MongoDB to the back-end. (ii) The phasor measurements are continuously re-
ceived, restructured, and aggregated by the back-end and are stored in MongoDB. (iii)
The user initiates the topology change identification algorithm from the UI and the
back-end starts feeding the data to the algorithm using standard MongoDB queries uti-
lizing the storage controller. (iii) Upon receiving the required amount of phasor data,
the algorithm runs in parallel and returns the estimated changes, change instants, and
the topologies to the back-end once completed. (iv) Back-end stores the topology in-
formation to MongoDB and relays the same to the UI controller which processes the
information and shows the relevant information on the UI. The following test system

networks are used in this study:

TEEE-33 Bus Network

We take a modified IEEE 33-bus distribution network, with a total active and reactive
demand of 3.715 MW and 2.3 MVar, respectively [110]. The test system is a 12.66
kV system with one feeder substation, feeding a network with 33 buses and 3 looping
branches. For topology change identification, those 3 looping branches (switchable tie

lines) are used in this study.

226 Bus Suburb Network

The 226-bus loopy network is based on the 3-¢, 13.8 kV, University of Minnesota cam-
pus network, that is power by the university’s energy management system, and the 3-¢,
0.48 kV surrounding suburb Minneapolis distribution network, that is powered by Xcel
Energy. This test system has 1 commercial-scale medical center of 700 kVA, 6 commu-
nity buildings, 1 mobile auxiliary generation unit, 1 cold load station. Each building
contains multiple DERs such as 100 kVA PV GFL inverters, 100 kVA Battery GFL in-
verters, 50 kVA diesel generation sets etc as well as 50-300 kVA controllable and 50-100
kVA non-controllable loads. The suburb power network contains 5 residential apart-
ments, each contain 2-7 kVA roof-top PV systems, 1 kWh in-house battery systems, 2-7
kVA in-house loads. The total load in the network is 5.12 MW. More details can be
found in [111].
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1262 bus network

The 1262-bus network is based on the ‘ckt7’ of the large representative feeder, developed
by the Electric Power Research Institute (EPRI) [112]. The network voltage is 12.5 kV,
fed by a sub-transmission system of 115 kV via 14 feeders. The primary length of the
network is 12.9 km, feeding 5694 customer loads. The original network is modified by

adding few buses via switchable tie-lines to make the network loopy.

4.5.2 Topology change identification performance

In this section, we demonstrate the performance of our proposed topology change detec-
tion algorithm and discuss the results obtained by integrating the same into our topology
estimation algorithm to localize the line outages/additions. The algorithm parameters
are taken as follows: K = 10,1 = 200, sy, = 0.45,¢ = 0.001, C = 8, ¢, = 50. Further, we
consider a phasor measurement noise of +1% of the full-scale measurement. For ease
of exposition, the timestamps of the phasor measurement samples are normalized such
that the timestamp of the initial sample in the sample collection window is 0, and the
timestamps of the subsequent samples are incremented by 1.

In the case of IEEE 33-bus network, during the sample collection window, we open
the circuit breaker on the branch connecting bus 25 and 6 to emulate a line outage,
upon collecting the sample with timestamp 3160. For reference, in Fig. 4.5¢, we show
the actual time instant of the change where we designate the topology 0 and 1 as the
corresponding topology before and after the line outage respectively. Note that, the
number of different topologies encountered during the sample collection window is not
known a priori. Therefore, we run Algorithm 4 with the collected phasor samples for each
possible number of topologies ranging from 2 to K, and compare the average silhouette
scores which are shown in Fig. 4.5a. Note that our algorithm correctly estimates the
optimal number of topologies as 2 producing the highest average silhouette score of
0.72. Subsequently, we run Algorithm 5 to estimate the time instant of the change. We
estimate the probability distribution of the timestamps of the phasor samples, classified
under topology 0 and 1 by Algorithm 4, using a Gaussian kernel with bandwidth h =
5. Fig. 4.5b shows the obtained distributions and in zoomed inset, we highlight the
intersection point of the two distributions. Notice that, our proposed methodology
correctly estimates the topology change instant as indicated by the intersection point.
Once the topology change is detected and the instant is identified, we identify the change

location using the topology estimation algorithm. We feed the estimated covariance
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Figure 4.5: IEEE 33-bus: (a) Mean silhouette score of the phasor samples obtained by

running Algorithm 4 for each K € {2,..., K = 10}. The highest value of the average
silhouette score is 0.72 with K = 2, indicating two different topologies are observed
during the sample collection window, (b) Estimated density functions of the timestamps
of the phasor samples classified under topology 0 and 1. The density functions intersect
at the timestamp value of 3160 indicating the change instant, (c) Topology is actually
changed upon collecting the phasor sample with timestamp 3160, indicating the actual
time instant. The value of the timestamp at the intersection of the density functions in
(b) matches with the actual instant.

matrices of the phasor samples, obtained from Algorithm 4, categorized under topology
0 and 1, to our topology learning algorithm 6. Here we learn each of the topologies,
&0, &1. Subsequently, we run Algorithm 7 to compare & and &; for change localization.
Here, we define the accuracy of detection as the ratio of the number of correctly detected
outages and additions to the actual number of outages and additions. We also define
false localization as the ratio of the total number of incorrectly estimated outages and
additions to the total number of branches. As shown in Table 4.1, our proposed strategy
correctly identifies the locations of all the changes. Using our CPS situational awareness

and visualization framework, shown in Fig. 4.4, we further visualize the locations of the
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Figure 4.6: Line outage detected by the proposed topology change identification and
proposed topology estimation technique.

changes. An illustration of the same is shown in Fig. 4.6. Note that, the false localization
depends on the topology learning accuracy of Algorithm 6. We remark that the false
localization percentage of 3% is due to 2% topology estimation error. We emphasize
that a low false localization rate indicates that our proposed methodology provides a
smaller subset of the total branches to inspect for possible outages, including the actual
one. Such information can help the system operator to identify the outage in a short

amount of time, thus improving reliability.

Table 4.1: IEEE 33-bus: Change localization performance

Network | Change Instants | Accuracy (%) | False localization (%)
33 3160 100 3
226 9115 100 1.3
18232 100 1.3
1262 2735 100 1.9

On the 226-bus network, we emulate both line outage and addition upon acquiring
phasor samples with timestamps 9115 and 18232 respectively. The line outage is per-
formed between buses 104 and 204, and the addition is done between buses 106 and 206
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in real-time on RTS. We designate the actual topology by topology-0, and the topologies
after the first and second change are designated by 1, and 2 respectively. Fig. 4.7c shows
the actual change instants and the associated topologies. Similar to the IEEE 33-bus
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Figure 4.7: 226-bus: (a) Mean silhouette score of the phasor samples obtained by
running Algorithm 4 for each K € {2,..., K = 10}. The highest value of the average
silhouette score is 0.84 with K = 3, indicating three different topologies are observed
during the sample collection window, (b) Estimated density functions of the timestamps
of the phasor samples classified under topology 0, 1, 2. The density functions intersect
at the timestamp value of 9115, and 18232, indicating the change instants, (c¢) Topology
is actually changed upon collecting the phasor sample with timestamp 9115 and 18232,
indicating the actual time instant. The values of the timestamps at the intersections of
the density functions in (b) match with the actual instants.

case, here our proposed Algorithm 4 indicates that the optimal number of topologies is
3 with the highest silhouette score of 0.84, as illustrated in Fig. 4.7a. Further, we plot
the estimated densities of the sample timestamps categorized under topology 0,1 and 2
in Fig. 4.7b. Note that, we correctly estimate the topology change instants as indicated
by the intersection points of the densities. Subsequently, to localize the changes and

identify the types (outage/addition), we run Algorithm 6 and obtain an accuracy of 97%
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in topology estimation. We detect the order and type of changes using Algorithm 7, and
the localization result is tabulated in Table 4.1. Similar to the IEEE 33-bus network,
here we obtain an accuracy of 100% and a false localization of 1.3%. Thus, our proposed
methodology provides a very small subset of branches, for possible outages and addi-
tions for each change. Note that, the subsets include the actual changes as indicated
by the accuracy, and thus can aid the system operator in identifying the changes easily
without the requirement of inspecting every branch in the network.

To showcase the scalability of our proposed methodology, we perform a real-time
simulation on the 1262-bus network where we emulate multiple line outages and addi-
tions at the same instant. Here in Fig. 4.8c, we show the instant of the changes. Note
that, our proposed methodology correctly identifies the optimal number of topologies
as 2 and the change instant as shown in Fig. 4.8a and Fig. 4.8b respectively. Upon
running Algorithm 6, we obtain a topology estimation accuracy of 98.3% for each of
the two topologies. In Table 4.1, we show the change localization performance which
corroborates the efficacy of our proposed methodology even in a very large network.

Next, we demonstrate the statistical stability of our proposed change detection al-
gorithm. We perform a real-time simulation on the 226-bus network, where we emulate
350 random changes, including both line outages and additions, over a span of one

hour. In Table 4.2, we show the performance metrics. Out of 350 changes, we correctly

Table 4.2: Change estimation performance

Count | Accuracy (%) | False positive (%) | False negative (%)
Total changes 350 - - -
Correct detection 338 96.57 - -
False detection 4 - 0.014 -
Missed detection 12 - - 0.034

identify 328 resulting in an accuracy of 96.57%. Further, only 4 false detections are ob-
served and only 12 changes are undetected, leading to a false positive and false negative
percentage of 0.014 and 0.034 respectively. Such low false positives and false negatives
corroborate the efficacy of our proposed methodology in detecting topology changes.
Remember that, the accuracy of our proposed change localization Algorithm 7,
depends on the topology estimation accuracy. Hence, to complete our analysis, we

focus on the topology estimation performance in the next section.
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Figure 4.8: 1262-bus: (a) Mean silhouette score of the phasor samples obtained by

running Algorithm 4 for each K € {2,..., K = 10}. The highest value of the average
silhouette score is 0.96 with K = 2, indicating two different topologies are observed
during the sample collection window, (b) Estimated density functions of the timestamps
of the phasor samples classified under topology 0 and 1. The density functions intersect
at the timestamp value of 2736 indicating the change instant, (c) Topology is actually
changed upon collecting the phasor sample with timestamp 2736, indicating the actual
time instant. The value of the timestamp at the intersection of the density functions in
(b) matches with the actual instant.

4.5.3 Topology estimation performance

In this section, we study the performance of the topology learning algorithm 6. Here, we
collect various numbers of phasor samples from the actual topology for all three distri-
bution networks, IEEE 33-bus, 226-bus, and 1262-bus, and estimate the corresponding
covariance matrices. We subsequently run Algorithm 6 to learn the topologies. As an
efficiency metric, we define the estimation error as the ratio of the sum of the number of
false lines identified and true lines missed, to the total number of lines in the network.

We also separately analyze the false positives (number of false lines identified over the
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total number of branches) and false negatives (number of lines missed over the total
number of branches) that contribute to the total error. In Fig. 4.9, 4.10, and 4.11,
we illustrate the topology learning performance under varying numbers of samples for
IEEE 33-bus, 226-bus, and 1262-bus network respectively. Further, for demonstration
and comparison purposes, we show the estimation performance considering no measure-
ment noise as well. For all the plots, the dashed lines indicate the mean value of the
corresponding metrics averaged over 1000 runs.

From Fig 4.9a, 4.9b, and 4.9c, it is observed that the measurement noise degrades the
estimation accuracy of IEEE 33-bus, however, with an increased number of samples, it
is possible to estimate the topology with absolute accuracy. Further, notice that the
false negative rate is always lower than the false positives. Even with only 2000 phasor
samples, we achieve a false negative rate of 0%, which corroborates the effectiveness
of the topology learning algorithm in identifying critical line outages in near real-time.
Apart from line outage, another critical component in situational awareness is to derive
islanding information from the line outages. An erroneous detection of islands can lead
to inefficient grid operation and economic losses. Here, in Fig. 4.9d, we plot the number
of islands erroneously detected by our topology learning algorithm. Notice that our
algorithm does not detect any islands, thus establishing confidence in the outcome.
Similar plots are obtained in the 226-bus network and are shown in Fig. 4.10. Here,
we obtain mean error rates of 5.2% and 5.9%, without and with measurement noise
respectively for 5500 samples. Further, the low variance of the error rate for 1000 runs,
as shown in the zoomed inset in Fig. 4.10a, indicates high confidence in the outcome of
the learning algorithm. In this case, we observe a slightly higher false negative rate than
false positive as shown in Fig. 4.10b and 4.10c. It is attributed to the fact that the 226-
bus network represents a part of the University of Minnesota campus and surrounding
suburbs, and thus it is extremely loopy along with multiple PVs distributed across the
network. Further, the average false negative rate of 3% with 5500 samples translates to
incorrect detection of 5 islands in the topology as presented in Fig. 4.10d.

In Fig. 4.11, we demonstrate the topology estimation performance for the 1262-bus
network. Here with 2500 samples, we achieve a mean error of 0.2% and 3% without and
with measurement noise respectively as indicated in Fig. 4.11a. Similar to the IEEE
33-bus case, here we achieve lower false negatives compared to false positives. In the
1262-bus network we have numerous leaf nodes, and therefore, even with a small error
percentage, we observe a higher number of erroneously identified islands as shown in

Fig. 4.11d. However, in the case of clean phasor measurements, we do not identify any

93



b4

50

—-l— with noise —{— w/0 noise —{— with noise = -[— w/0 noise

Y

40

10 10

30 2571 l L DisiE] L L
(U I B O R SR 00" TTFTT | [ —

b=

S
~ B
S 2
=1 0 4 z
22| M ; V 220 ; ¥
fis) \ 1098 2.00 2.02 1.98 g 2.02 Y N 198 2.00 2.02 1.98 g 2.02
\ 2 N
\ =
10 | =10 \{
0 SNopAL 0 B e
T T T T T T T T T T T T
1 2 3 4 5 6 1 2 3 4 5 6
samples(x l()") samples(x ]()")
(a) (b)
20 20
--l- with noise -{- w/0 noise 3 —-I- with noise - -[- w/0 noise
51
15 z 15
_ 1 1 3 1 1
S =
T (U 0 f======-== R U U
5 ]
5 -1 T =1 T Z =l T =1 T
s 5 1098  2.0072.0; 1.98 2.02 2 5 1098  2.00 2.0 1.98 2.02
@ 2
5 i 3
0 = s 0 _——— -
z
=5 T T T T T T =5 T T T T T T
1 2 3 4 5 6 1 2 3 4 5 6
samples(x 103) samples(x 10;)
() (d)

Figure 4.9: IEEE 33-bus: (a) Topology estimation error, (b) False positive percentage,
(c) False negative percentage, (d) Number of islands mistakenly detected, for 1000 runs
with various numbers of phasor samples. Dashed lines indicate the mean values of the
corresponding metrics.

islands.

To summarize, we observe that, a higher number of loops in the network degrades
the performance of the topology learning algorithm as indicated by our analysis of the
226-bus network. Here, the IEEE-33 bus and 1262-bus network have less number of
loops compared to the total number of branches in the networks, leading to a much
lower estimation error. In such networks, we observe a lower false negative percentage
compared to the false positives. Further, in a large system with many leaf nodes, as in
the case of the 1262-bus network, the estimation error translates to a higher number
of erroneously found islands. To this end, We remark that our topology estimation

performance analysis provides a comprehensive guideline to the system operators.
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Figure 4.10: 226-bus: (a) Topology estimation error, (b) False positive percentage, (c)
False negative percentage, (d) Number of islands mistakenly detected, for 1000 runs
with various numbers of phasor samples. Dashed lines indicate the mean values of the
corresponding metrics. The extremely loopy structure of the network contributes to a
lower estimation accuracy that translates to a higher number of erroneously identified
islands.
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Figure 4.11: 1262-bus: (a) Topology estimation error, (b) False positive percentage, (c)
False negative percentage, (d) Number of islands mistakenly detected, for 1000 runs
Dashed lines indicate the mean values of

with various numbers of phasor samples.

the corresponding metrics. A very large network with numerous leaf nodes can have a
higher number of erroneously detected islands even with a lower topology estimation

error when phasor measurement noise is present.
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Chapter 5

Resilient System Operation: A
Cyber-Security Analysis

In this chapter, we analyze the resiliency of power distribution systems under cyber-
attack vulnerabilities. We discuss two types of cyber-attacks in this chapter: (i) cyber-
topology attack, and (ii) false data injection (FDI) attack on state-feedback load fre-
quency control architecture for microgrids. Under a cyber-topology attack, the attacker
manipulates the breaker status measurements to falsify the status of transmission lines,
making the attacked branches appear offline while they are operational, to disrupt the
electricity market operation. Here the objective is to disrupt the electricity market op-
erations since the decision of electricity prices at different buses in a network depends
on the knowledge of the topology. In the first part of the chapter, we analyze such
vulnerabilities and propose a methodology to identify the critical branches in a network
that must be protected to avoid electricity market disruption. In the second part of this
chapter, we consider FDI attacks on the measurements and control commands in a load
frequency controller deployed in a microgrid. We establish the impact of such attacks

on the stability of the system and propose an attack mitigation strategy.
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5.1 Cyber-topology Attack to Disrupt Electricity Market

Operation

We propose a reinforcement learning (RL)-based methodology to analyze vulnerability
of real-time (RT) electricity market under grid topology attack. In RT electricity mar-
ket, the electricity prices at different buses in the grid network are decided based on the
locational marginal price (LMP). LMP is derived from the solution to DC optimal power
flow (DCOPF) which depends on the grid topology, generation cost, and real-time de-
mand. Hence, an attacker can manipulate the topology information to alter the solution
to DCOPF leading to alteration of LMPs, thus harnessing monetary profit. Our analy-
sis entails realistic cyber-topology attack, that is, the attacker can only manipulate the
breaker status, but not the physical topology, and it has no knowledge of the topology
prior to attack. Under such cyber-topology attack, our proposed RL-based methodol-
ogy identifies the critical breakers in the power network that, if attacked, can lead to
large deviation in LMP from the actual value and disrupt the electricity market. We
instantiate our proposed technique in IEEE-39 and 300 bus network and establish that
the critical branches, identified by our algorithm, are crucial in terms of maintaining

the stability of RT market, hence must be protected by the grid operator.

5.1.1 State-of-the-art

Increased penetration of distributed energy resources as well as infusion of advanced
metering infrastructure to modern power grids have caused a paradigm shift in elec-
tricity market operation. Further, the impetus to create carbon-free power grids has
propelled the interest towards deregulation of electricity markets [113]. Generally,
deregulated markets are driven by Regional Transmission Organizations (RTO) such
as Pennsylvania-New Jersey-Maryland, Independent System Operators New England
etc. In real-time (RT) market operation, RTOs clear the market according to loca-
tional marginal price (LMP) [114] which is computed based on generation cost and
real-time demand. LMP is defined as the marginal cost of supplying one unit incre-
ment of active power demand at a specific bus in the power network. To obtain LMP,
DC optimal power flow (DCOPF) [114] is utilized. The solution to DCOPF depends
on the generation cost of the generators in the network, power demand, physical net-
work constraint and grid topology. Therefore, by launching a surreptitious topology

attack [75], that manipulates the topology structure information, DCOPF solution can
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be altered, leading to erroneous LMP values. Such vulnerability can be exploited by
attackers to alter LMPs at certain locations in the network to harness financial profits.
Therefore, it is extremely important for the grid operators to protect the market from

such cyber-attacks.

Prior Works

Usually, the grid operators emulate potential behavior of attackers to perform network
vulnerability analysis and devise protection mechanisms. Successful attack emulation
exposes the vulnerable points in the system that are chosen to be protected by the grid
operators. Hence, discovering and analysing various types of cyber-attacks are of ut-
most importance to the operators. In existing literature, profit-oriented cyber attacks,
to manipulate LMPs, are analysed in the context of false data injection (FDI) attacks, al-
tering the power injection and flow measurements [115]. Various FDI-based cyber attack
strategies, altering the state estimation results are analysed in [116, 117, 118, 119, 115].
However, such FDI attacks assume that only the power measurements are attacked but
the underlying grid topology is not manipulated. In fact, topology error also contributes
to significant deviation in LMP [120]. Despite the importance, topology attacks in the
context of electricity market operation, are not explored much. In [121, 122, 123], dis-
ruption of electricity markets due to topology attacks are analysed. However, in the
existing works, it is assumed that either the attacker can physically trip a line or, in case
of cyber-topology attack (modifies only the circuit breaker status measurements), have
knowledge of the topology prior to crafting an attack. In practical scenario, gaining such
capabilities is extremely difficult for attackers. Further, most of the existing works con-
sider one-shot attacks, where multiple breakers are manipulated simultaneously instead
of less detectable sequential attacks. Hence, there is a need to analyze profit-oriented
sequential attack strategies considering practical attack constraints. In summary, there
is very limited literature on system vulnerability analysis tailored to cyber-topology
attack on electricity markets considering practical constraints of attackers. To address
this research gaps, in this work we propose a RT market vulnerability analysis, under
cyber-topology attack, to enhance the resiliency and reliability of electricity market

operation.

Key Contributions

The main contributions are:
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1. We propose a reinforcement learning (RL) based sequential topology attack mech-
anism to expose the vulnerability of electricity market against monetary profit-oriented
sequential cyber-attacks. Our proposed method incorporates all practical constraints of
an attacker, such as the attacker can only modify the measurements and cannot alter
the topology physically. and it does not have any information of the grid topology
structure.

2. Grid operators can utilize our methodology to identify how many and which
measurement devices are to be protected to shield the electricity market from LMP
manipulation. We establish that securing the measurement devices, identified by our
proposed technique, safeguards the electricity markets from LMP deviation due to fal-

sified topology information.

5.1.2 Attack Model and Problem Description
Real-time electricity market and LMP calculation

Let the graph G=(V, ) represent the power network, where V is the set of N buses
and &£ is the set of undirected branches. Let V, C V represent the set of generator
buses. Further, let Py, D;, and 6; denote real power injection, load, and voltage phase
angle at bus i respectively, and z;; be the line reactance of branch (ij). In DC power

flow model (DCPF), the power flow equation can be written as P,—D = H6, where

P,:=[Py,....,PN|T,D:=[Dy,...,DN]T,0:=[01,...,0N5]", and H € RV*N embeds
. N 1 e o N 1 .
the topology structure as follows: H(i,j) = Zk:(ik)eg v if i =4, H(i,j) = —a if

i# j,(ij) € €, and zero otherwise. In RT markets, LMP is computed from DCOPF
[114] where the objective is to compute generation set points by solving the following

optimization problem: Given, D, H and generation cost functions Cj(Py;),1€Vy,

p IR, 2uiev, CilFot) (5.1)
st. P,—D = H®, (5.2)

Pir]glin < Py < Pp (5.3)

PR < Py < PRSIV, (5.4)

where P;;, Pmm P are power flow, and minimum and maximum limits of the same,
through branch (1 j), and Pg“;“n, P, i€V, are the minimum and maximum generation

output limits of the generator connected to bus i. The operator solves (5.1) at a certain
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interval to optimally set generator outputs to minimize total generation cost. By defini-
tion, the Lagrangian multiplier, A*=[A},..., A}], associated with the constraint (5.2),
evaluated at the optimal solution of (5.1) are the LMPs of the corresponding buses [114].
In the next section, we discuss how the dependency of LMP on the grid topology can
be exploited by the attackers to manipulate the RT market.

Attacker model

Note that, by altering the grid topology H, the constraint (5.2) can be altered and in
turn the LMPs of the buses can be changed. Let the target of the attacker be to alter
the LMP of a target bus k€V by topology manipulation. Essentially the attacker tries
to spoof the line breaker status of the active lines in such a way that the LMP of the
target bus, A{, deviates from the actual value A} by a certain amount 67 chosen by the
attacker. We consider a line removing topology attack, where the attacker intends to
falsify tripping of a line (i) so that in the manipulated breaker status measurement,
status of the line (i5) is made 0 while the actual line is in service. However, manipulation
of only breaker status measurements can be easily detected from the power injection
measurements at bus i, j and flow measurements from the line (ij) as those would not
conform to power balance at buses 7 and j. Let P;=PF,; — D; denote the net actual power
injection measurement at bus ¢ € V before the attack. To maintain power balance, the
attacker needs to modify the injection and flow measurements in the following way:
(1) flow measurement at line (ij) is made 0, (2) injection measurement at bus 7 is
modified from P; to P;+P;;, (3) injection measurement at bus j is modified from P; to
P;—P;;. Such attack strategy is illustrated in Fig. 5.1 and can create a cyber-tripped
line by fully masking the actual breaker status [75]. Under the line removing attack,

Bus i _u_ Bus j
M iy
P;+ P | T
= = == Actual state

Attacked state

Figure 5.1: Line removing attack
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the grid operator modifies H according to the falsified breaker status measurements
and calculates LMP based on the erroneous topology. The objective of the attacker is
to carefully choose a set of lines {(ij)} C £ that are to be attacked so that the LMP
deviation at the target bus, Aj — A} > dj.

Attack constraints

In a power network, the lines connected to the generators are crucial to maintain seam-
less power flow in the entire system and thus are protected from any cyber-attack. In
other words, attacking such branches can easily alarm the grid operator. We denote
the set of such protected branches by &,. We assume that the attacker does not attack
breaker status measurement at a branch (ij) € &,. Further, the resources of the attacker
is constrained in terms of total number of breakers that can be attacked, otherwise, a
large change in the network can alarm the grid operator. Moreover, the attack must
be sequential rather than one-shot to avoid alarming the operator of any unusual be-
havior (multiple line outages simultaneously). In summary, we assume the following

constraints of the attacker:
1. The attacker cannot attack any protected branch (ij)€&,.
2. It cannot physically trip a transmission line.
3. It cannot attack more than N, < |&| number of lines.

4. The attacker cannot attack multiple lines simultaneously.

Problem formulation

The goal of the attacker is to modify the LMP of the target bus k& by a certain amount
0, chosen by the attacker, by means of breaker spoofing attack as described in Sec-
tion 5.1.2. Thus it aims to find the set of lines {(ij)} C £ that are to be attacked and
the attack sequence, to achieve the goal A\f — A} > dj, under the constraints described
in Section 5.1.2. Note, after each attack, H and D are modified, leading to different
solutions to DCOPF, LMP, and power flows, which in turn affects the choice of next
attack action. Thus, the attacker needs to find a proper attack sequence to reach the
objective. Further, the methodology can be utilized by the grid operator to assess crit-

icality of the branches in a network. The outcome of our proposed framework identifies
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the branches that are to be protected by the control center to prevent undesirable LMP

deviation. Next, we describe our proposed RL-based approach.

5.1.3 Proposed Reinforcement Learning Solution
Power grid environment in RL framework

The principal structure of RL relies upon a Markov Decision Process (MDP) [124]. An
MDP is described by a tuple (S, A(s),{P%,},7, R) in discrete time t € N, where:

1. S is the state space of the power grid, and is represented by a set of breaker status
of all the branches present in the system. The state of the grid, s € S, is defined
by s:={s;; : (ij) € £}, where, s;; = 1 if branch (ij) is not cyber-tripped, and zero
otherwise. We denote the state of the grid at time ¢ by s'.

2. A(s) is the set of all possible actions of the attacker at any state s€S. We denote
the action performed by the attacker at a state s by a € A(s), where a:={(b;j, P;;):
sij=1,(ij) €&}, and b;j is —1 if branch (ij) is to be attacked and 0 otherwise, and P;;
is the power flow in branch (ij) prior to attack. Attack action involves modification
of breaker status by the operation s;;j+b;; and injection measurement modification as
described in Section 5.1.2. We denote the set of all possible actions by A=UgcgA(Ss),
and the action taken at time ¢ by a'.

3. P& :=P(s'Tl=s|s'=5,a'=a) denotes the transition probability of reaching s’ at
t+1 by taking action a in s at ¢.

4. v €[0,1] is a constant discount factor.

5. R: 8 x Ax S — R is the reward function where R(s'*! a’, s') generates the reward
for taking action a’ € A(s') in state s’ and thus reaching the state s'*!.

Due to intractability of computing system dynamics under sequential topology attack,
which involves computation of DCOPF, we employ Q-learning [125] to learn the optimal
attack actions that maximizes expected sum of discounted reward. At each time ¢,

the attacker chooses a! at a state st

. The action is chosen based on the following e-
greedy policy: given any e€[0, 1], with probability (1 — ), at:argmaxa/GA(st) Ql(st, a’)
is chosen, where Q': Sx A — R is the Q-value [124] of state-action pairs, and with
probability €, a random action is chosen. Upon performing the action a’, the grid

t+1 and load redistribution as described in

operator receives falsified breaker status, s
Section 5.1.2. Hence, it constructs a new topology H'*! and load vector, D!, and
dispatches new LMPs by solving (5.1). The attacker observes the changes in LMP at

the target bus k and receives a reward R(s‘*!, a?, s!). Then it updates the Q-value of
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(st,al) as follows:

Q8" )= Q!(s", @) +al (s, o,
+ymax Q' (s, a')-Q"(s", a)], (5.5)

until the attack objective A\j—A7 >0y, is satisfied.

Design of reward function

We design the reward function considering all possible consequences of breaker spoofing.
Let Ny(s) denote the total number of cyber-tripped lines at any state s€.S. As described
in Section 5.1.2, the attacker must achieve the attack objective by cyber-tripping no
more than N, number of breakers. Thus, the goal state for the attacker is a state s for
which Aj — A} > 0 and Ng(s) < N,. The attacker is rewarded for reaching such a goal
state. However, the grid operator will get cautious if it tries to attack multiple branches
in sequence to reach the goal state. Therefore, the attacker accumulates small penalties
for each attack action to ensure the goal state is reached by minimal number of attacks.
Further, if a cyber-tripped line breaks the grid into islands, the attacker is hugely
penalized as such an attack is easily detectable. Moreover, as cyber-tripping of lines
modifies grid topology and thus changes the constraint (5.2) of DCOPF problem (5.1),
any attack that results into a topology for which (5.1) has no solution is hugely penalized.
Further, once generation set-points are computed from (5.1), and dispatched, the system
runs according to actual topology and loads, and not the falsified one. Hence, the
attacker is penalized if the generation set-points cause any branch overflow in the actual

network. Therefore, for our proposed model, the reward function is designed as follows:

(—i-Cl, if Af — A} > 0y and Ny(s') < N,
—Cy, if 8’ corresponds to an isolated system,
—(Cj3, if 8’ corresponds to a grid topology H
R(s'a.s) = for which (5.1) has no solution,
—Cy, if solution to (5.1) with falsified topology
leads to branch overflows

in actual system,

—(5, otherwise,
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where C71,...,C5 are positive constants chosen by the designer based on the severity
of each scenario and operational consideration. Further, as described in Section 5.1.2,
we consider that the attacker cannot attack the any protected branch, thus Pg3 =0,
if (ij) € & for an @ = {b;;, Pi;}, and one otherwise. Our proposed RL-based cyber-
topology attack algorithm is presented in Algorithm 8.

Algorithm 8: RT-market vulnerability analysis
Function findVulner (nRun,nEpisode, £, E¥, H,P,D):
Initialize S, A from &; Initialize Q(s,a) for all s € S,a € A;
Solve problem (5.1); Calculate \j, and Pjj for all (ij) € &;
AttackSeq «+ [J;
for i =1 to nRun do
for t =1 to nEpisode do
E'+— & H'«+ H;D' + D;P' « P;
while True do
if (i)' ¢ &, then
H'(,5)«0;H(j,3)<0;D* (i)« D" (3)+Pij;
D'(j) - D(j) = Pijig! — £\ {(if)}h
end
Append (ij) to AttackSeg;
Update s'*! from £'; Update Ng(s't!);
Solve problem (5.1);Update P*, A, Pf; V(ij)€E";
Solve DCPF with &, H, P*, D;
Calculate and update reward using R(-);
if A\ — A\ > 6x then break ;
Update Q-value using (5.5);
argmax Q' (s, a), with Pr(1—e¢)
(i) 4= acAE) ;
any a € A(s) with Pr(e)
at+l <~ {blj = _LPitj};

end
Update €; Reset Ny(s),Vs€S; Reset total reward;

end
Reset Q(s,a), No(s),Vs € S,a € A; Reset total reward;

end
return AttackSeg;

5.1.4 Simulation Results

We deploy our proposed RL-based topology attack-defense mechanism in two benchmark
systems: (1) IEEE-39 bus [126] and IEEE-300 bus system. IEEE-39 bus system has 10
generators connected to buses Vy={30,...,39}. We consider cost functions of the form
Ci(Pyi) :CZ'2P92@'+C7;1P97;+C7:0,/L' € Vg, for the generators. The parameters are: c;=0.02
$/MW?h for all i€V, ;1 =0.1,0.5 $/MWh for i=37,38, and 0.3 $/MWh for the rest,
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¢i0=0.4,0.5,0.5 $/h for i=30,31,32 and 0.2 $/h for rest. The system and simulation
parameters are shown in Table 5.1. Algorithm 8 is implemented in Python 3.8. DCOPF,
LMPs are calculated using PyPower tool. We execute our algorithm for 1000 runs with
4000 episodes each. For each run, we start with an exploration probability (e) of 0.8,
which is reduced at an interval of 100 episodes to reach the final value, 0.001, at the end

of the run. Fig. 5.2 illustrates attacker performance, averaged over 1000 runs when only

Table 5.1: IEEE-39 bus system parameters and Q-learning parameters

Total number of branches, N 46
Total generation & load 7367 & 6630 MW

Attacker target bus, k 8
Attack objective, 0y 18% LMP deviation
Attacker constraint, IV, 10% of total branches

Initial branch protection set, &, {1,4,13,16, 19,

32,33, 36,38,40,45}

Discount factor, ~v 0.9

Reward values, C1, Csy, C3, Cy, Cs 50, 50, 50, 50, 10

the breakers at &, are secured. Fig. 5.2a shows that, upon convergence of our algorithm,
the attacker is able to modify the LMP at the target bus by 19.37% of the actual value.
Fig. 5.2b presents the convergence curve of the number of sequential attacks required
to achieve the target. It indicates that the attacker needs to modify only two breakers
to reach the goal state. Further, the frequency of attacks at any particular branch is
indicative of criticality of that branch, in other words, the attacker learns to attack
the branches that cause maximum impact on LMP. Securing such branches are critical
for the grid operator. In Fig. 5.4, we plot the density of number of times the attacker
attacks each branch to reach the goal state upon convergence, for 1000 runs. It is found
that manipulating the breaker status of branch 7 and 12 in sequence enables the attacker
to achieve the target. Next, we present how the information about critical branches can
be beneficial for a grid operator to enhance RT market resiliency. Fig. 5.3 shows the
attacker performance, averaged over 1000 runs, when the breakers installed at branches
7 and 12 are protected in addition to &,. Fig. 5.3a establishes that the attacker can
modify the LMP at target bus by 14.2%, thus not meeting the target. Further, Fig. 5.3b
shows that the number of attack converges to two, to achieve the final LMP deviation

value of 14.2%. In Fig. 5.4, we plot the density of number of times the attacker attacks
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Figure 5.2: Attacker performance in IEEE-39 bus system, averaged over 1000 runs,
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Figure 5.3: TEEE-39 bus: Attacker performance, averaged over 1000 runs, when grid
operator protects breakers installed at branch 7,12 in addition to &,.

each branch, for 1000 runs, to reach the final state. It is found that, upon convergence,
the attacker attacks branches 15 and 30 in sequence to reach the final LMP deviation
value. Hence, to further restrict the attacker’s capability, the grid operator needs to
protect branch 15 and 30 in addition to branch 7 and 12, and all the initially protected
branches. The attacker performance is summarized in Table 5.2.

To establish the scalability of our proposed algorithm, we deploy the same on IEEE-
300 bus system having 411 branches and a total of 32.7 GW generation and 29.4 GW
load. Attacker target bus, k, is chosen to be 245 and the attack objective is 10% LMP
deviation. We execute our algorithm for 100 runs with 5000 episodes in each. Initial
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branch protection set is composed of all branches connected to the generator buses
and Q-learning parameters are kept same as previous. Further, we analyze the attack
performance with two different N, values of 3% and 1%. For N, = 3%, we observe
that the attacker can achieve 11.9% LMP deviation as seen from Fig. 5.5a. Further,
we find that it needs to attack only 5 breakers (1% of the total breakers). The results
are summarized in Table 5.3. We omit the attack convergence and branch criticality
plots to conserve space. When &, is augmented with the previously found critical
branches, we observe that the attacker is able to achieve only 5.9% LMP deviation,
thus cannot meet the objective, as illustrated in Fig. 5.5b. When we further restrict
the attacker by choosing N, = 1%, we observe that it cannot manipulate the LMP

significantly, as shown in Fig. 5.5¢, and thus, cannot disrupt RT market operation. In

Table 5.2: IEEE 39 bus system vulnerability analysis results

Parameters Protection: &, Protection: &, U {7,12}
LMP deviation achievable 19.37% 14.2%
Number of attacks required 2 2
Attack action sequence Branch 7 — 12 Branch 15 — 30

Table 5.3: IEEE 300 bus system vulnerability analysis results

Parameters & &, U{1,2,204, 326,348}
LMP deviation 11.9% 5.9%
Number of attacks 5 7
Attack sequence  1,2,204, 326, 348 216,320 — 325
05 C
0.4
é 0.3 \
g 0.2 | Branch 7 and 12 need to be Branch 15 and 30 are attacked
=

protected so that the attacker ~ most of time when 7 and 12
cannot achieve attack objective are protected

: I Without added protection
With added protection
0.0 H———r— = B e LA B m p e S o s S

0 10 20 30 40
Branch number

(=]

Figure 5.4: TEEE-39 bus: Histogram of attacked branches, upon convergence of our
proposed algorithm for 1000 runs.
summary, the results corroborate the utility of our proposed method in identifying the
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Figure 5.5: Attacker performance in IEEE-300 bus, averaged over 100 runs.

critical branches of power distribution networks, that are to be protected, to mitigate the
impact of cyber-topology attacks on electricity market operations. In the next part of
the chapter, we discuss another type of cyber-attack: FDI attacks on microgrid tertiary

control infrastructure.

5.2 False Data Injection Attack on Microgrid Secondary

Control

In this part of the chapter, we propose a cyber-defense mechanism for observer-based

state-feedback controllers for load frequency control of microgrids to enhance resiliency
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against cyber-attacks. Load frequency control is required to compensate frequency devi-
ation of a microgrid caused by inherently uncertain renewable energy sources. However,
load frequency control becomes vulnerable to cyber attacks like false data injection due
to the integration of communication infrastructures. These attacks can destabilize the
system by surreptitiously modifying the system parameters along with the measurement
and control commands. By designing a unique defense mechanism-based observer that
can, not only estimate the system states but also detect unknown and undesired distur-
bances such as cyber-attacks, this work proposes a cyber-attack resilient state feedback
controller-based load frequency control for compensating the frequency deviation of mi-
crogrids. A controller hardware-in-the-loop-based experimental demonstration of the
proposed method is conducted by emulating a microgrid test system inside the OP5700
RT-simulator (RTS) and by realizing the proposed strategy, developed using Python
3.7.1, on a server workstation. The experimental results corroborate the efficacy of
the proposed method in maintaining the stability of the system and in enhancing the

resiliency of the operation against false data injection.

5.2.1 State-of-the-art

The uncertain nature of RESs introduces difficulties in balancing generation and demand
thus causing system frequency deviation. Further, scenarios like electrification of remote
areas and recovery from natural disasters require MGs to be operated in islanded mode,
where main grid support to mitigate frequency/voltage fluctuation is not present. Thus,

the uncertainty of RESs in MGs weakens system stability and resiliency [127].

Prior Works

To deal with such problems, normally, two control responses are incorporated, (i) pri-
mary control loop (droop) which adjusts the governor-based systems to address the fre-
quency deviation (ii) secondary control loop containing load frequency controller (LFC),
which supports the primary control loop and fine tunes the frequency [128]. Secondary
control incorporates distribution management systems, installed at the control center
to monitor the states of the MG and dispatch control commands to maintain stable fre-
quency via communication infrastructure. However, integration of communication lay-
ers makes the secondary control loop vulnerable to cyber-attacks like Denial-of-Service
(DoS) [129], Time Delay Switch (TDS) or Signal Delay Attack [130], and False Data

Injection (FDI) [131]. These unpredictable attacks can hamper the control performance
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of the secondary load frequency control and as a result destabilize the entire microgrid
system [132].

In the current state-of-the-art, there are research works on the load frequency control
for MG under cyber-attacks [133, 134, 135, 136, 137]. Most of the research works have
focused on the detection and estimation of attacks in the MG. However, there are
limited techniques in the literature to detect and compensate the attacks automatically
in real time. Moreover, there is a common drawback for many strategies to assume
that adversarial scenarios are built upon a single snapshot of the operating moment.
This assumption might not be realistic for today’s MG with persistent varying dynamics
and intermittency of renewable energy sources. Few strategies are present in order to
mitigate the above-mentioned practical challenges. However, existing detection and
mitigation methods suffer from high computation and slow detection rate. In order to
fill this gap, this chapter proposes a simple and effective defense mechanism against FDI

for enhancing resiliency of MG operation.

Key Contributions

The contributions of this work are as follows:

1. It proposes an unique defense mechanism-based observer, that can be employed

with the LFC unit, to mitigate the cyber disruptions in the LFC operation.

2. The proposed observer can, not only estimate the MG states, but also detect the

unknown and undesired disturbances e.g. FDI-based cyber attacks.

3. The proposed defense mechanism-based observer, when employed with LFC unit,
is capable of compensating the frequency deviation, caused by primary layer, while
the FDI-based cyber attack is present both in measurements as well as in control

signals.

5.2.2 Attack Model and Problem Description

A three-phase MG test system under study contains an uncontrolled RESs i.e. wind
generation and solar inverter system, two electric vehicle systems (EVSs) and a critical
infrastructure unit (e.g. medical hospital). Moreover, it contains a diesel generation
unit with P-f-droop law based governor control, also called primary control layer of MG

control hierarchy and a grid-forming inverter system, responsible for emulating virtual
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Figure 5.6: Schematic of a MG with renewable and diesel generation based resources
supplying load of a critical infrastructures along with load frequency control and com-
munication medium prone to possible cyber-attacks.

inertia and maintaining a stable voltage and frequency of the MG. It is known that in
MG control hierarchy, primary control layer is responsible for stabilizing the voltage
and frequency of the system by maintaining the generation demand balance. However,
the primary control layer often leads to a frequency deviation from the desired nominal
value even in steady state and is unable to provide the power to compensate for the
deviation. A secondary control layer for load frequency control is employed to restore
the frequency to the desired nominal value. The focus of this work lies in the secondary
layer of LFC. In this work, a full-state feedback control for LFC is considered which is
supposed to ensure a stable and closer to rated system frequency by compensating the
deviation caused by primary layer. In the scenario considered here, the control efforts
of the LFC unit includes the active power set-points for EVS and diesel generation unit.
Moreover, the control operation requires measurements that need to be transmitted to
the LFC from the system and control efforts that need to be transmitted back to the
system via communication medium. As a result, the communication medium is affected
by cyber-attacks such as FDI before the signal is received by the actual system or by the
LFC unit. Here, FDI is classified under two categories: i) FDI in measurements, and ii)
FDI in control signals. A generic cyber-physical system with the targeted application
is shown in Fig. 5.6. Literature suggests that such FDI attacks can potentially degrade

the MG operation and even lead to total system collapse by making it unstable in worst
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cases [133, 134, 135, 136, 137]. In light of this motivation, the main problem statement of
this work is to design a defense mechanism that can be employed with the conventional

LFC unit in order to enhance resiliency against both types of FDI cyber attacks.

System Model

To synthesize the proposed control operation, the system, defined in Section 5.2.2, is
modeled where the system is linearized at the operating point for ease of analysis. The

linearized state-space model of the system is described by

U A A
0 -7 7 0 0
A=|-gr 0 -z 0 0 |,
0 0 0 —7z- O
_ 0 0 0 g
[0 0 0]
0 0 0 1 0000
B:Tigo 0,C=1]0 0 0 1 Of, (5.6)
0 7= O 00001
[0 0 ;]

Dy=[~g 00 0 0] .
l‘(t) = [Af(t) Appg(t) AXG(t) APEVSl(t) APEVSQ(t)]T

u(t) = [APEG(t) APpy g (t) APEVS?(LL)’]T

where, x(t) € R™ denotes the states, u(t) € RP the input, y(t) € R? the measurements,
d, (t) the combined load and RES output power fluctuation, A f the frequency deviation,
APpg(t) the diesel generation output power variation, AXg(t) the governor position
variation, and APgyg1(t) and APgyge(t) are EVS1 and EVS2 output power variations,
AP} (t) the DG governor control signal, APpy o (t) and APjy, ¢,(t) the EVS1 and
EVS2 control signals. In the subsequent analysis, we omit the time variable ¢ for brevity
of notation.
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Attack Model

As stated in Section 5.2.2, we consider FDI in both actuator signals and measurements.
We assume the actuator attack vector in control signal, f, € R", is stealthily added to
the actuator input u. Without loss of generality, we assume that only EVS-1 actuator
is attacked. Further, we assume that the dynamics of the measurement attack vector

fm € R? is modeled by an linear time-invariant system [138] given by:

fm = Amfm + Bmua
Ym = Cmfma

(5.7)

where A,, eR?*Y B, e R?*P and C,,, € R?*? are chosen by the attacker and y,, € RY is
injected to the actual measurement y to maliciously alter the measurements. Thus the

system’s state-space model under FDI attacks can be written as follows:

g = Axq + Bu+ Dydy + Dy fy
Yo = Cxq + Cpyfim, (5.8)

where D, is constructed by extracting the second column of B. Next we analyse the

impact of such attacks on the closed-loop system states.

Observer-based State-feedback Controller for Conventional Load Frequency

Control

In this work, we focus on observer-based state feedback control because all the states
of the system are not directly measurable, as can be seen from (5.6). In the case of a
conventional Luenberger observer, designed for the system (5.6), the estimated system
states are given by,

z

A%+ Bu+ L(y — C#), (5.9)

where L is the observer gain. L is designed such a way that (A — LC') has eigen values
with negative real parts. Once the states are observed they are fed back to the system
using the negative feedback law © = — K, where K is the feedback gain matrix. K is
designed such that (A— BK) has eigen values with negative real parts along with consid-

ering control objective and actuator saturation limits. In a conventional state-feedback
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load frequency control, the presence of FDI attacks in actuator signals and/or mea-
surements are not considered, making the system vulnerable to cyber-attacks. Next we
show how an attacker can manipulate the system states using carefully crafted actuator

and measurement FDI attacks.

Impact of FDI Attacks on Conventional Load Frequency Controller

The closed loop system equation with observer-based state feedback control of (5.8)

under FDI attacks can be written as:

&g = Axqg — BKZ4 4+ Dydy + Do fa
= (A— BK)x,+ BKey, + Dydy + Dg fa, (5.10)

where e,, 1= z, — I, is the state estimation error. Thus, from (5.8) and (5.10), the
following can be derived:

by, = kg — &g = Aq — BK#q 4+ Dydy + Dafa

a

— Ay + BK%y, — L(Cxo + Cpyfn — CZeia)
= (A—LC)ey, + Dydy + Dofo — LCoy frn- (5.11)

Note that, the error can be directly controlled by the attacker using attack inputs f,
and fp,. The transfer function from f, to e;, can be written as T,p, = (sI — A +
LC)™'D,. Similarly, the transfer function from f,, to e,, can be written as Tepm =
—(sI — A+ LC)"'LC,,. Further, the transfer function from f, to z, can be written as
(sI — A+ BK)~'D,. Thus, by carefully crafting D, and C,, the system operation can
be hampered by the attacker or the system states can be driven to attacker’s desired
values. In order to enhance the resiliency of the MG operation and control against such
FDI attacks, a modification of the conventional observer is required which we discuss

next.

Required Modification of Conventional Architecture

In this section we analyze how the design of conventional observers (5.9), and feedback
control law must be modified to mitigate the impacts of FDI attacks. We state the

following theorem to illustrate the design and utility of the same.
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Theorem 8. Consider a state observer of the following form,
o = Abg+Bu+t K fo—Kofin+L(ya—Cia), (5.12)
and a state feedback control law as follows,
u=—Ki,— Ksf,, (5.13)

where Zq, fa, fm are the estimated closed-loop state of the system (5.8), estimate of fq,
estimate of fn, respectively, and Ky, Ko, K3 are matrices of appropriate dimensions.
Assume that fa—>fa and fm—>fm as t—o0. Then x4, and the state estimation error,
denoted by e, = T4 — T4, do not depend on f, and f,, ast — oo if BKg = K1 = D,
and Ko = LC,,.

Proof. If K1, K5, K3 are chosen such that BK3 = Ky = D,, and Ky = LC,,, then
from (5.12) and (5.13) we obtain,

Ga=(A—BK)zq+BKey, +BEse fo+ Dydy,
where, é,, =Gy —ta= (A-LC)ey, + Dydw+ Kiepo — Koe g,
€fa = fa — fa €fm ‘= fm — fm-

Under the assumption that fa—>fa and fm—>fm as t— 00, we have ef,—0, ey, —0 as

t—o00. Hence, x, and e;, do not depend on f, and f,, as t —o0. O

Remark 1. Note that in order to deploy the modified observer and control law as given
in (5.12) and (5.13), accurate estimates of fo and fn, are required, which necessitates
additional machinery thus increasing complexity. Moreover, without further modification
of the observer, it is exigent to get estimates of the FDI attacks. We alleviate the
requirement of additional methodologies to estimate the system states, and FDI attacks
separately by our proposed architecture as described in the next section. We emphasize
that in our proposed mechanism, impact of FDI attacks are mitigated while estimating

the system states and FDI attacks in tandem.

5.2.3 Proposed Solution

In this section, we discuss our proposed solution to mitigate the impacts of FDI attacks

on the closed-loop system states. Our solution is built upon the estimates of the FDI
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attacks and unaltered closed-loop states simultaneously. The proposed methodology is
detailed in the subsequent paragraphs.

First we create an augmented state space model as follows:

jf'aug:Aaugxaug+Baugu+Daugd’ Yaug = Caugxaugv (514)
Taug = [IL' fm]T c Rn-i-q’ d= [dw fa]TERT—H, yaug:yeRq
A 0
aug — 0 Am 7Baug = [B Bm]T

Daug = [Dw Da];caug = [C Cm]T

Note that the vector d is unknown to the MG operator. In order to utilize the control
law (5.13), d must be estimated from the input u and measument y4,, which is also
manipulated by the attacker. We assume that rank(CaugDaug) =rank(Dayg) =r+1<gq
and rank(Cqyug) = g. We denote an identity matrix and null matrix in R¥* by I,
and Oy respectively. Then the following theorem establishes how d, f, and f,,, can be
accurately estimated from (5.14) and the impact of FDIs on closed-loop system states

can be attenuated at the same time.

Theorem 9. Consider a state transformation Tauy=T[z1 2|7, where T=[N Dgyl,
NEnullspace(D:fug). Further consider a non-singular matric U = [CaugDaug Q], Q €
nullspace((C’augDaug)T). Denote the estimates of Tqug and d by Tqug and d respectively.
Then Zqug and d can be estimated from w and Ygug, and &= I, 04]Zqug, fa: [04 Ir]cz,

and fm =0y, I4)Zqug can be made asymptotically convergent to x4, f, and fp, respectively.

Proof. Let the transformed state space model be [21 %2)7 = A[z1 22]T 4+ Bu + Dd, and

Yaug = Clz ZQ]T, where,

A A — B
A=T""AguT= |- |  B=T""Buyy= |2, (5.15)
A21 A22 2
» o] -
D=1""Duy=| | ,O=CouyT= [caugzv CaugDaug}.

Let, U='=[U; Us)” with U; eRU*+D*4 and Uy e RE=D*4, From (5.14) and (5.15), we
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get,

71 = (A1 — A1aUiCoaugN)z1 + Bru + A12U1Yaug
U2yaug = UQCaugNzly (516)

and 2o = U1Yaug — U1CaugNz1. Observe that the state-space model (5.16) with states
z1 and output Usyqug does not depend on unknown input d. Hence, a conventional
Luenberger observer with gain matrix L., can be designed to obtain an estimate of zj,

denoted by 21, where,

él = (le - Z12(]1C'aug-ZV)ZA'1 + Elu + Z12U1yaug
+ L, (UQCaugNzl — Ugcaungl). (517)

Denote the estimation error of z; by e,,. Then, é,, =% —?:1 = (ZH —ZlgUlCaugN—
L., UsCaugN )ez,. Therefore, by proper choice of observer gain L., the eigen values of
(le — ZnUlC'augN — L., UsCuyN) can be designed to have positive real parts so that
as t — 00, e,, goes to zero. Further, the estimation error of z3 can also be made zero
asymptotically as e., = 2o — 22 = U1CqyugNe;,. Note that the estimated states of (5.14)
can be written as
T
Taug =T |21 UrYaug — U1CaugN 21| - (5.18)

Therefore, as t— 00, 21 — 21 and 23 — 22 and hence, T4,y — Tqug Which implies £, — .
Let e, == fin— fm be the estimation error of the measurement attack vector. Therefore,
efm = [On Ig](ZTaug — Taug) asymptotically converges to zero, leading to fin—> fin. Next
we show how d can be estimated from 21, v and yYqug and made asymptotically convergent
to d.

From (5.15), d can be estimated [139] as follows,

d = Urfaug + G121 + Galaug + G3u, (5.19)
where, G1=U1CaugN L, U2CfugN+U1CryugN A12U1 Coyg N
— U1CaugN A1y — Aoy + ApoU1CougN,
Gy = —U1CaugN L3, Uy — Uy CoygN A1oUy — AgoUn,
G3 = —U1CaugNB; — Bo.
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Thus,

d = Urfaug + G121 + G2Yaug + Gau

= U1Yaug + (U1CaugN) (L2, U2CaugN 21 + A12U1CougN 21
— A1121) — Ag121 + AgoU1CougN 21 — U1CougN L, Usyaug
— U1CaugNA12U1Yaug — A22U1Yaug — U1CaugN B1u — Bau
= Utfaug—U1CaugN 21 — A1 21+ A22U1 Caug N 21

— A2U1Yqug— Bau.

Note that, 23 = U1Yaug — U1CauglN21. Further, from (5.15), we have 2o = A9 z1 +
ZQQZQ + EQU + d. Therefore, d = Ulyaug + 7i’2 — Ulyaug - Zglﬁl — ZQQ,?AIQ — EQU =
d+Ag1 (21—%1 )+Z22(22—22)—(é’2—fé’2) =d+Ag e, +Ase,,—¢,,. Ase,, and e,, asymptotically
converge to zero, d converges to d. Let ey, == fq — fa be the estimation error of the

actuator attack input f,. Therefore, ey, = [01 I,](d — CZ) asymptotically converges to

zero, leading to fa—> fa O
. Af DG [T 1]
| (Wind | | T JAX g T 2 ||
- |Loadp—| R || Tys+1[  |Tas+1 ]AP Ady — |||
! Governor _Generator Da H |
| . T APpyvs_1 |
: APpg T APrvs_a]| !
i . T618+1 l i E
i EV1$ -1 | Measurement- |
E Te15+1 | i
i el —:
- fvs2 WMo 1 |

Figure 5.7: Block diagram of the proposed cyber-secured MG control architecture

We propose to utilize the control input law (5.13) along with estimate equations (5.18)
and (5.19), detailed in Theorem 9, to mitigate the impact of FDI attacks on MG system
operation. The block diagram of our proposed architecture is shown in Fig. 5.7. We
summarize the design steps for our proposed attack-resilient MG operation architecture

in Algorithm 9. In the next section we present the utility of the same on a real-time
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Algorithm 9: Attack-resilient MG design architecture

Function getEstimates (Aqug, Baug, Caugs Daug, U Yaug )t
STEP 1: Transformation matrices

N = nullspace(D%,4); T = [N Daugl;
Q=nullspace((CaugDaug)"); U=[CaugDaug Ql;
STEP 2: State transform

vy — A11 A12 =Y _ B1
— 1 — — : = 1 = |— M
A=T""Aqug o 22} ;B=T""Baug BJ ;

C = CougT = [CaugN CaugDaugl; Ut =[Us Us]T;

Extract B from Baug, Do from Dgug;

STEP 3: Observer and controller gain selection

Design L., s.t. (A11=A12U1 CougN—L., UsCougN) has eigen values with negative real
parts;

Design K s.t. (A — BK) has eigen values with negative real parts;

Design K3 such that BK3 = Dy;

STEP 4: Design matrices

G1=U1CaugN L., UsCaugN +U1CaugNA12U1 CaugN

—UlcaugNzll - Z21 + Z22[J16Vaug]\/v§

G2 = —U1CougNL, Uz — Ui CougNA12Uy — AnaUs;

Gg = —UlCaugN§1 _§2;

STEP 5: Estimations and updates

Z1 = (le — ZlgUlcaugN)él + Elu + Z12[]1?J11ug

A +L21 (UgCaugNzl — UQCaugNé’l);

d = U1Yaug + G121 + G2Yaug + G3u;

iﬁaug = T[21 (Ulyayg - Ulcaugj\[él)}T;

Fo = [Ln Oa)&augi fo = 01 1) fin = (00 Lolanss

u=—Kz,— Ksfa;

return ia,fa, fm,u;

OPAL-RT based emulation platform along with a controller hardware-in-loop, emulating
our proposed observer. We establish the efficacy of our methodology by a detailed
comparison between the following scenarios:

(1) Method A: Here we assume that the MG operator does not consider the presence of
the measurement attack. Method A relates to conventional LFC control where the mea-
surements are assumed to be unaltered by cyber-attacks. In our hardware experiments,
we show that operation of such a system can be greatly hampered by measurement
attacks.

(2) Method B: Here we design our controller and observer as proposed in Theorem 9.
We establish that our proposed methodology performs better compared to method A

and the system operation is resilient to FDI attacks.
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Figure 5.8: Schematic of the CHIL-based demonstration of the load frequency control
with the proposed defence mechanism against cyber-attack.

5.2.4 Controller Hardware-in-the-loop based Validation
Control Hardware-in-the-loop Configuration

Fig. 5.8 shows the controller hardware-in-the-loop setup developed for the validation of
the LFC of a MG with the proposed defense mechanism. There are three important
components in the demonstration: (i) the MG, emulated using the eMEGASIM platform
with a simulation step size of 50us inside the OP5700 RT-simulator (RTS), manufac-
tured by OPAL-RT; (ii) the LFC unit with the proposed defence mechanism, running
on a server workstation, developed using Python 3.7.1, to enhance the resiliency against
cyber attacks; and (iii) a device control gateway, realized using standard User Datagram
Protocol (UDP), that interfaces the MG and the LFC unit and emulates the commu-
nication layer that continuously listens to the measurements sent from the MG and
dispatch control signals to the MG. Both the false data injection (i.e. in measurements
as well as the control signals) are also emulated inside the RT-simulator. A representa-
tive of attacks in output power measurements of EVS-1 and EVS-2 are shown in Fig. 5.9.
Realistic profiles of renewable units are fed into the real-time simulator[140, 141]. The
3-¢, 60 Hz, 480 V MG test system under study contains 1 renewable energy resource i.e.
wind generation and solar inverter system of 50 kW, 1 diesel generation unit of 70 kW
with P-f-droop law with co-efficient R=2.5 Hz/p.u. and governor control with time
constant, T4=0.1 s, 1 grid-forming inverter system, responsible for virtually emulating

inertia of H;=7.11s in the MG and for maintaining a stable voltage and frequency of
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Figure 5.9: Actual false data injection in active power reference of EVS-1 and output
active power measurements of EVS-1 and EVS-2.

the MG, 2 electric vehicle system of 50 kW each with time constants T,1=1.1s, T5=0.9s
and 1 critical infrastructure unit (e.g. medical hospital) of 200 kW.

Demonstrations and Results

A test case is constructed in order to validate the performance of the proposed defence

mechanism of the LFC unit. The total demonstration time is of 70s where

e from ¢ = 10s to t = 30s, the MG is operating with no attacks in measurement as

well as control signals.

e at t = 30s, a false data is injected in the control signal, set points of EVS-1, Pry, ¢,
(plotted signal in Fig. 5.9 in black and with square marker).

e at t = 50s, a false data is injected in the measurements, P}%/eg‘{ and Pg{fg;, (plotted

signal in Fig. 5.9 in red and blue with circle and diamond marker respectively).

The performance of the estimation of the proposed architecture in this application is
shown in Fig. 5.10. Performance of the estimation of one internal state (e.g. active
power output of diesel generation, Ppjese;) and estimation of unknown input to the
system (e.g. the FDI in control unit, Attackggi‘/tlml) are shown in Fig. 5.10 (a) and

Fig. 5.10 (b) respectively. As observed from the result, the performance of the estimator
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is fairly accurate. For Ppjeser, the estimations have mean error of —6.4% where error
reduces asymptotically to ~ —7%. Whereas for Attackggr\lflml, the estimations have
mean error of —14.48% where error reduces asymptotically to ~ —2.5%. It is important
to note here that the estimation performance is resilient of cyber-attack through out

the demonstration time.

g |/ s 0
E 20 _O_Pg?gsléiated E _O_FDIEstimated
_ PAQtual _ Actual
Diesel -50 FDI
10 45 10 45 80
Time [s] Time [s]

(a) (b)

Figure 5.10: Performance of the proposed estimator, (a) internal state (e.g. active power
output of diesel generation, Ppjeser) estimation, (b) Estimate of FDI in control unit, f,)
estimation.

The performance of the proposed defense mechanism for the load frequency control
of the MG will be discussed briefly. To showcase the advantage of the proposed defense
mechanism, the performance of the load frequency control with “Method A” and with
“Method B” are analysed. Fig. 5.11 shows the frequency of the MG where the load
frequency control is associated with the proposed defense mechanism based observer.
It is observed that in “Method A”, the system becomes unstable after the attack is ini-
tialized in the measurement as the frequency increases continuously. Whereas, the load
frequency control with the “Method B”-based defence mechanism of observer makes
sure that the system is always stable irrespective of the unwanted cyber-attack both in
measurements and control signals. Fig. 5.12 and Fig. 5.13 show the output active power
of the EVS 1 and 2 as a result of the load frequency control with defense mechanism-
based observer of “Method A” and “Method B” respectively. It is observed that the
system is becoming unstable and the LFC is not able to make corrective control action

via generating stable and bounded power set-points when “Method A”-based defensive
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mechanism is employed for both the EVS after the cyber-attack in measurement initi-

ates. However, the same system is stable through out the demonstration and the load

frequency control is able to make corrective control action via generating stable and

bounded power set-points when “Method B”-based defensive mechanism is employed

for both the EVS after the cyber-attack in measurement initiates.
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Figure 5.11: Frequency of the MG as a result of the the load frequency control with
proposed defense mechanism-based observer under cyber-attacks both in measurements

and control signals.
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Figure 5.12: Output active power of the EVS-1 as a result of the the load frequency
control with proposed defense mechanism-based observer under cyber-attacks both in
measurements and control signals.
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Figure 5.13: Output active power of the EVS-2 as a result of the the load frequency
control with proposed defense mechanism-based observer under cyber-attacks both in
measurements and control signals.
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Chapter 6

An End-to-End Cyber-Physical
Infrastructure for Smart Grid

Control and Monitoring

6.1 Gist of the Chapter

In this chapter, we propose a generic cyber-physical framework, developed in our labo-
ratory, for smart grid control and monitoring in real-time. Our framework is composed
of four key elements: (1) system layer which embeds a physical or emulated power
system network, (2) data analysis layer to execute real-time data-driven grid analysis
algorithms, (3) backend layer with a generic data storage framework which supports
multiple databases with functionally different architectures, and (4) visualization layer
where multiple customized or commercially available user interfaces can be deployed
concurrently for grid control and monitoring. These four layers are interlinked via bi-
directional communication channels. Such a flexible and scalable framework provides
a cohesive environment to enhance smart grid situational awareness. We demonstrate
the utility of our proposed architecture with several case studies where we estimate a
modified IEEE-33 bus distribution network topology entirely from synchrophasor mea-
surements, without any prior knowledge of the grid network, and render the same on
visualization platform. Three demonstrations are included with single and multiple

system operators having complete and partial measurements.
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6.2 State-of-the-art: Cyber-Physical Laboratory Testbeds

The increased penetration of distributed energy resources to the traditional distribu-
tion grid and a complex nexus of Information and Communications Technology (ICT)
infrastructure, built on top of it, represents a rapid paradigm shift in the way the grid
is controlled and supervised. With the manifestation of ICT, two-way communication
between the utilities and the customers is becoming more apparent. However, before
deploying the entire ICT network to physical grids, it is required to define its commu-
nication framework and assess the performance in terms of flexibility, scalability, and
security [142]. This necessitates the design of a cyber-physical (CP) infrastructure that
replicates the real system through simulation and modeling. In addition to the com-
munication, control and monitoring framework, it is required to integrate data-driven
intelligent algorithms to support critical operations that require real-time status of the

entire grid.

6.2.1 Prior Works and Key Contributions of the Chapter

There are numerous examples of CP experimental environments, each developed with
distinct utility and application, such as Phasor Measurement Units (PMUs) and Phasor
Data Concentrator (PDC) framework testing[143], supervisory control and data acqui-
sition [144], wide-area monitoring and control [145, 146], cyber-security [147, 148] etc.
Further, the frameworks differ in terms of core components. For example, real-time
simulator [149], power hardware-in-loop [150] are used to emulate physical grids, and
network simulator [151], generalized radio based wireless communication [152], publish-
subscribe [153] protocol are used to emulate ICT. Moreover, some experimental envi-
ronments are tailored to specific applications performed by distribution system operator
(DSO), such as state-estimation [154], energy management [155], demand-response [156]
etc. Although these diversities are beneficial to address specific challenges associated
with smart grids, a unified framework is more suitable in experimental level to provide
flexibility and scalability along with fidelity. Apart from unification, another important
feature of CP framework is the capability to provide situational awareness of the grid.
Modern distribution grids have meshy network structure compared to traditional radial
networks. The complexity of such network is further exacerbated by geographical span

of the system which may be divided into several sub-regions supervised by independent
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authorities. This poses a challenge in acquiring precise information about the grid net-
work which is essential to ensure situational awareness. However, to the best of the
authors knowledge, the state-of-the-art lacks an unified CP experiment platform which
encapsulates the capability to provide real-time situational awareness. This chapter
presents a flexible and scalable CP framework for smart grid control and monitoring
manifesting the following major contributions:
(i) design of a generic CP framework that is flexible to fit physical, emulated or custom
smart grid components.
(ii) implementation of a scalable framework capable of adapting to existing, customized
and future ICT infrastructure.
(iii) development of an architecture that is suitable for both (a) research environments
where a support to customized grid analysis algorithms is the prime objective, and
(b) enterprise-level where the fidelity to real-time complete situational awareness of the
same is of utmost importance.

In this chapter, we utilize grid topology estimation technique [157] for situational
awareness using our proposed framework. However, any generic smart grid control and

monitoring functionalities can be tethered to our architecture.

6.3 Overview of the Architecture

Our smart grid control and monitoring infrastructure is composed of four distinct lay-
ers that can communicate to each other, to provide complete configurability in terms
of system control, monitoring and data analytics. Fig. 6.1(a) illustrates the architec-
tural overview of the communication network between these layers. At the core of
our proposed framework, there is a backend server that interconnects (1) System layer,
constituting a physical (or emulated) grid and associated measurement devices, (2)
Backend layer, involving data storage, local monitoring, (3) Visualization layer, where
customized user-interfaces (Uls) can be deployed, and (4) Data analysis layer, where
analytics algorithms can be executed by querying the stored data from the backend

layer. Subsequent sections describe each layer with its specific functionalities.

6.3.1 System Layer

The system layer embeds a physical or emulated grid with several measurement devices

deployed at different places in the network. Usually smart grids are equipped with

128



i I Bus

— Line
® pPMU
l Load

| Comm.
v Links

Backend Layer
- -
React.js Ul Local storage
8 User- d
Data query + d|cC Monitors Node.js e

UI Controller |Node.js Storage Controller;

Grafana

Data Analysis Layer

Data @ Node.js + Python
|Analysis l_t
(DA) Query

algoritt Controller

DA algorithm DA algorithm
(Python) (Node.js)

A s on.
System
Operator

(DSO)

Physical/Emulated

(a) (b)

Figure 6.1: Overview of the Proposed End-to-End Cyber-Physical Framework for Smart
Grid Control and Monitoring, (a) generic architecture showing interconnected System,
Backend, Data Analysis and Visualization layers, (b) deployment of the proposed frame-
work on IEEE-33 bus distribution network

PMUs, power flow meters, and various other sensors with specific functionalities such
as breaker status measurement etc. While the traditional power flow measurement
can be directly relayed to the control center (CC), PMUs require data aggregation at
different points to efficiently manage the volume of data. PMUs utilize user datagram
protocol (UDP) datagrams that are transmitted to PDCs. We develop multiple virtual
PDCs, each aggregating distinct set of PMU measurements from the grid via Ethernet.
FEach PDC decodes the UDP datagrams from the PMUs under its supervision, and
takes care of time alignment and missing or lagging measurements. Our data collection
algorithm employs circular-buffers to store aggregated PMU data according to their
timestamps. Transmission delays and missing measurements are taken care of using
buffer and timer combinations. All the PDCs send their respective measurements, via
wireless communication, to a virtual super PDC (SPDC) which aggregates them and
sends to the CC via backend server. We assign unique identification numbers (UIDs)
to all the PDCs and SPDC for authentication purpose. If backend server receives any
data packet with unknown UIDs, the packet is dropped. A sensor interface, for bi-
directional communication between SPDC and backend server, enables CC to remotely
control the system, as shown in Fig. 6.1. Note that our framework is agnostic to the type
of measurement devices as long as the data is received with valid UIDs. Hence, along

with PMU measurements from SPDC, distributed power measurements and breaker
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status, from respective sensors, can also be relayed to the backend server.

6.3.2 Backend and Data Analysis Layer

The backend server, maintained by the CC, is responsible for integrating the system
with other components of our framework. The received measurements from SPDC are
stored in a database. The CC data storage interface is an application programming
interface (API), with abstraction layer, to support different database (DB) architec-
tures. Multiple different DBs can be accessed using common function call from CC
data storage interface, while DB specific functionalities and queries are implemented
in Storage Controller block. Such a generic framework provides scalability in terms of
supported DB architectures. Stored data can be asynchronously fetched for real-time
monitoring and further data-driven analysis of the grid. However, resource intensive
data analytics and learning algorithms can throttle the backend server if run directly on
the server workstation. Therefore, we implement a separate Data Analysis (DA) Layer
with a query based DA interface which routes the queries to the respective DB via
CC data storage interface. Note that, several independent DA algorithm can be run in
parallel with our architecture. If the queries from multiple DA algorithms are different
in terms of structure and the data they request, proper routing of the same is handled
in Query Controller block. The results of these analyzes are published on user web
applications utilizing a visualization interface as shown in Fig. 6.1. Upon receiving the
data transfer request from the DA layer, for result publication, backend server routes it
to a UI controller in the visualization layer. For continuous monitoring of the system,
backend can be instructed to automatically send data from the storage to the Uls at
certain intervals configured by the user. We encapsulate all data and commands in
JSON format appended with unique event names denoting the types of requests being
made. Asynchronous event-based Socket.IO protocol is used to decode the event names
and execute the intended operations. We use certain pre-resgistered event names for
common functionalities like start and stop to control data flow, however, customized
events are also supported to enhance scalability. For example, an user or CC can send
custom commands to SPDC by encapsulating it in a route event with SPDC’s UID,
so that backend routes it to SPDC without trying to decode the customized command
which can only be decoded by SPDC. Our backend server is fully scalable and can be
used to establish communication from any point to another, thus providing a distributed

yet cohesive framework for smart grid monitoring,.
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Figure 6.2: Lab prototype showing the software-hardware co-simulation workflow

6.3.3 Visualization Layer

The visualization layer is composed of Uls attached to the rest of the layers via a visu-
alization interface. Similar to CC data storage interface, it is an API which maintains
bi-directional communication with the backend server. Incoming and outgoing data are
processed in an UI controller responsible for restructuring the data based on the Ul
architecture. For example, time series data visualization on Grafana requires the data
to be structured in a certain format. Similarly, customized Uls may require their respec-
tive data structures. All of these tasks are handled by the UI controller. Users can send
control commands to modify functionalities of other components, for example, stopping
data transfer from a certain PDC, if any intruder is suspected. Apart from time se-
ries data, we support real-time graphical model rendering. The information about the
nodes and the edges of a graph, along with other necessary details, are encapsulated in
JSON format which is decoded by the UI controller and rendered on the web applica-
tion. Therefore, the real-time grid network can be visualized on the UI enhancing the
situational awareness of the entire grid. In the subsequent sections, we describe several
case studies for a DSO utilizing our architecture to estimate grid topologies from PMU

data and render the power networks on UI.
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6.4 Case-study Demonstration

6.4.1 Architecture Specifications

Our demonstration entails topology estimation of modified IEEE-33 bus distribution
network, shown in Fig. 6.1(b). The power network is emulated inside OP5700 real-time
simulator box, manufactured by OPAL-RT. The real-time simulation is conducted us-
ing eMEGASIM-based EMT-simulation platform of RTLAB with simulation step size
of 50ps. Real-time load profiles (both active and reactive power) for 32 loads in the
network are fed into the simulator box as input to 32 three-phase dynamic loads. PMUs
are also emulated that measure the three-phase instantaneous bus voltages, load cur-
rents and compute the bus voltage phasor magnitude, phase angle, active and reactive
power consumed by each load. Measurement vector is created by accumulating the mea-
surements and the packaged data is sent via communication channels to backend server,
serving as SPDC, realized in a dedicated workstation. PMU data are sent using UDP
to SPDC and it relays the same to backend server via Socket.IO at a rate of 0.1 and
1 sec respectively. Data aggregation algorithm of SPDC are currently developed using
Node.js v14.16 with Python 3.8 support. The server workstation contains MongoDB
v4.4 based data storage with data structure schema enforced by Mongoose v5.11. For
the Uls, we use React.js v17.0 to develop our web application, and D3 library v6.2 to
render grid network. All communications between each component of our architecture
are implemented using Socket.IO v3.0 server-client protocol. We implement network
reconstruction algorithm from PMU data, described in the next section, using Python
3.8. The laboratory prototype of the demonstration is shown in Fig. 6.2. The structural
data-flow involving the components described in Section 6.3 is as follows: (i) The frame-
work is initialized by a user command, sent from the UI, which tethers the emulated
PMUs and MongoDB to the backend. (ii) The PMU data are continuously received,
restructured, and aggregated by the backend and are stored in MongoDB. (iii) The user
initiates topology estimation algorithm from the Ul and the backend starts feeding the
data to the algorithm using standard MongoDB queries utilizing the storage controller.
(iii) Upon receiving required amount of PMU data, the algorithm runs in parallel and
returns the estimated topology to the backend once completed. (iv) Backend stores
the topology information to MongoDB and relays the same to the Ul controller which

processes the information and shows the topology on the UI.
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Algorithm 10: Learning Grid Topology [157]

Function getTopology ([V 0]T ¢ R*S 7+ cRT V):

E + ¢; Bv,e) € R*N « covariance([V 0]7);
{va Jve
Jov  Joe

foreach i, € V do

if Jvv(i,j) + Jee(i,7) < —7 then
| &« Eu{{i, g} {d, i}

end

:| — inverse(X(v,g));

end
return &;

6.4.2 Topology Estimation of modified IEEE-33 bus system

The topology estimation algorithm [157] utilizes voltage magnitude and phase angle
measurements, received from the PMUs installed at the buses in the network. The
topology is estimated with no a priori information on the branches of the network. Let
the grid structure be represented by an undirected graph G = (V, &), where V is the
set of buses excluding the slack bus (Bus 1) and &€ C V x V is the set of operational
branches in the network. This network is to be determined from S number of time-
series samples from PMUs installed at the buses in V. Let |[V| = N and [p;, ¢;]" € R?
denote the fluctuation in non-reference nodal active and reactive power injections around
the mean values. We assume that [p;, ¢;]7 is uncorrelated from [pj,qj]T if j # 1 and
[pi,q] " ~ N(0,%;) for all i,j € V, where ¥ is non-zero covariance matrix. We take
uncorrelated p;, ¢ with variance of 10™*. Algorithm 10 is used to estimate G with a
empirically tuned non-negative constant 7. [157] is referred for specific details and the

proofs of the algorithm which we omit here to conserve space.

6.4.3 Demonstration-1

In this demonstration, a DSO (shown in Fig. 6.3) has the access of all 32 PMUs in the
IEEE-33 bus network. The proposed CP architecture is utilized to find the efficacy of
the topology estimation algorithm. It uses various numbers of time-series samples of
measured voltage phasor magnitude and angle from the complete sets of PMU (i.e. 32
PMUs). Measurement noise (within +1% of full scale measurement) of sensors are also
included to showcase the accuracy of the estimation. As a metric for efficiency, error in
estimation is defined as the ratio of the sum of number of false lines identified and true

lines missed, to the total number of lines in the network. Fig. 6.4 shows the error plot
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Figure 6.3: Demonstration-1: DSO reconstructs grid topology, in real time, using com-
prehensive set of PMU data utilizing proposed cyber-physical framework

of the topology estimation algorithm used in the architecture w.r.t various number of
samples with and without sensor noises. It is observed that measurement noise degrades
the performance of the algorithm. As a part of demonstration, two experimental results
are showcased here. As shown in Fig. 6.3, with comprehensive sets of 2000 samples of
phasor measurements without noise from 32 PMUs, the DSO estimates the topology
with absolute accuracy using the estimation algorithm. However, when measurements
are corrupted with sensor noises, the DSO misses line connecting bus 6 and 26 as shown
in Fig. 6.3. The efficacy of the algorithm in this case-study with 2000 samples are also
shown in Fig. 6.4.

6.4.4 Demonstration-2

In this demonstration, a DSO (shown in Fig. 6.5) has partial access to PMUs in the
IEEE-33 bus network. Due to malfunction, PMUs at bus {4,5,6} and {19,...,22} are
not sending measurements to the DSO. The proposed CP architecture is utilized by
the DSO to estimate the topology using the topology estimation algorithm with 2000
time-series samples of measured voltage phasor magnitude and angle from the partial
sets of PMU. The estimated topology is shown in Fig. 6.5. It can be observed that the
algorithm finds the network with all visible PMUs. However, as PMUs at buses {4, 5,6}
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Figure 6.4: Topology estimation error plot for 1000 runs with various number of samples
of phasor measurements from 32 PMUs in IEEE 33 bus network used for Demonstration-
1. Dashed line indicates the mean error rate.

and {19,...,22} are not visible, the algorithm finds a spurious link between bus 2 and
26. This spurious link suggests the DSO that there is possibly a loopy network between
bus 2 and 26. In fact, network connecting buses {4, 5,6} and {19,...,22} is the actual

hidden loopy network in the original system.

6.4.5 Demonstration-3

In this demonstration, two DSOs (as shown in Fig. 6.6) have partial access to PMUs in
the IEEE-33 bus network. Due to locational advantage, DSO-1 has access to PMUs at
buses {2,...,6} and {19,...,26}. DSO-2 has access to PMUs at buses {7,...,18} and
{27,...,33}. The tie-line between bus 26 and 28 is an additional information that both
DSOs know. The proposed architecture is utilized by both the DSOs to find the efficacy
of the algorithm using various numbers of time-series samples of measured voltage phasor
magnitude and angle, to estimate respective topologies (networks inside blue box for
DSO-1 and green box for DSO-2). Sensor noises are also included to showcase the
accuracy of the estimation. Fig. 6.7 shows the error plot of the same w.r.t various number
of samples for this particular case. One experimental result is showcased in Fig. 6.6, with
partial sets of 2000 samples from PMUs at buses {2,...,6} and {19,...,26} for DSO-1
and PMU measurements at buses {7,...,18} and {27, ...,33} for DSO-2. Both estimate

their respective topologies with absolute accuracy using the estimation algorithm.
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Figure 6.5: Demonstration-2: PMUs at buses 4 — 6 and 19 — 22 are malfunctioning.
DSO reconstructs the grid topology using rest of the available PMU data.
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Figure 6.6: Demonstration-3: DSO-1 and 2 utilize PMU data from Sub-network-1 and

2 respectively and reconstruct the corresponding topologies, in real time.
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Figure 6.7: Topology estimation error plot for 1000 runs with various number of phasor

measurement samples from PMUs deployed in their respective sub-networks used for
Demonstration-3. Dashed line indicates the mean error rate.
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Chapter 7

Conclusions and Future Research

7.1 Summary of Completed Works

This thesis makes several contributions to developing stochastic control frameworks to
mitigate renewable production uncertainty, and thereby improving the reliability of the
power distribution systems. Further, the thesis delves into situational awareness and
cyber-security of distribution systems to improve resiliency.

In Chapter 2 a novel electricity market mechanism for an IMMG containing multiple
MGs, equipped with DER and critical infrastructure loads, and a DNO with central-
ized battery storage, is developed with a focus on controlling battery power output,
via contracts made in the market in real-time, to meet the load demands of the MGs
at the requested time with almost sure guarantee. The proposed algorithms mitigate
uncertainties of meeting the load demands of the MGs, due to intermittent RESs gen-
erations, at the requested time, with almost sure guarantee which is crucial for critical
infrastructures. We derive battery power capability control policy for IDMMG with no
power sharing among the facilities and compare the results with IMMG. The simulation
study shows that IMMG enables DNO to reduce the power provided by the battery
than IDMMG, while still maintaining the guarantee of meeting the load demands of
each MG.

Chapter 3 develops a battery energy capacity design methodology providing prob-
abilistic guarantees of minimizing generation and load curtailment under stochastic
RESs. In particular, the proposed BESs capacity design strategy ensures that the BESs
do not reach their maximum capacity or get completely depleted throughout a chosen

time horizon, with a pre-specified high probability. Such an operation guarantees that
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if RES generation is more than the demand, the BES can be charged and when de-
mand exceeds RES generation, the BESs can be utilized to supply loads, thus reducing
both generation and load curtailments. We further extend the methodology to a two
MG system, where along with the required BES capacity, we provide a power transfer
policy between the MGs that reduces the BESs requirement while ensuring the BESs
remain within their operating range with high probability. We analytically show that
BES requirement is minimized if at any time, the MG having higher available energy in
its BESs, transfers maximum power that can flow via the power line, to other. Further,
as the power line capacity is increased the required BES capacity can be decreased up
to a certain factor. We further provide a theoretical analysis of how the flow capac-
ity of the transmission line, connecting the MGs, affect the required amount of BESs.
We analytically establish that for a large operation horizon it is possible to reduce the
transmission line capacities while maintaining the least amount of BESs, thus reducing
the investment and operation cost of both the transmission lines and BESs in unison.
In Chapter 4, we propose a methodology to detect power grid topology changes,
along with change time instant estimation and localization. We utilize the voltage mag-
nitude and angle measurements to detect changes in the grid topology. Our proposed
strategy is built upon the expectation-maximization algorithm and does not require
any historical change data or prior network information to detect changes. We fur-
ther propose a kernel density estimator-based algorithm to estimate the change instant
from the timestamps of the phasor measurements. To localize the detected changes,
we utilize the covariance matrix of the phasor samples, estimated from our change de-
tection algorithm, and integrate the same with the estimated change instants to learn
the underlying grid topologies corresponding to each change. We instantiate our pro-
posed strategy on a modified IEEE 33-bus, 226-bus, and 1262-bus network and perform
real-time hardware-in-the-loop experiments on RTS. Our comprehensive experimental
validation demonstrates the efficacy and scalability of our proposed methodology.
Chapter 5 develops cyber-defense strategies toward making power distribution net-
works resilient to cyber-attacks. In the first part of the chapter, a reinforcement learning-
based solution to assess vulnerability of RT electricity market under cyber-topology
attack is proposed. We show that an attacker can surreptitiously modify line breaker
status measurements to manipulate the LMP at different buses in the network. Our
proposed algorithm identifies the critical breakers those, if attacked, can have a huge im-
pact on real-time market operation, enabling the attacker to harness unethical monetary

profits. We instantiate our proposed methodology in IEEE-39 bus system to identify
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vulnerable breakers in the system, and show that protecting those breakers can minimize
the impact of cyber-topology attack on RT market operation. In the second part, we
propose a cyber-attack resilient state feedback controller based load frequency control
for compensating the frequency deviation of MG. In particular, we design an unique
defense mechanism-based observer that can, not only estimate the MG states but also
detect the unknown and undesired disturbances such as cyber attacks. A CHIL-based
demonstration of the proposed method is conducted using a RT-simulator and a server
workstation. It is observed here that the proposed defense mechanism-based observer
design with conventional state-feedback control of load frequency control for MG system
is resilient against cyber-attacks both in measurements as well as the control signals.
In Chapter 6, we develop a cyber-physical testbed infrastructure, for smart grid
control and monitoring in real-time. The framework is developed in laboratory setup.
It consists of system, data analysis, backend and visualization layer. For demonstration,
a real-time simulation of modified IEEE-33 bus distribution network is done with the
control and monitoring layer, realized in server workstation. For validation, a topology
estimation algorithm is executed in the workstation communicating with the test system
and three case-studies are showcased. These validations form the basis for the authors
to further extend and include various other control and monitoring functionalities in the
framework. For future work, such functionalities will be included in order to shape the

framework to be more generic and useful for real operation under smart grid paradigm.

7.2 Future Works

After delineating the contributions in developing a resilient and situationally aware
multi-microgrid framework, this thesis also highlights a few eminent open research ques-
tions that must be addressed to enable the widespread adoption of stochastic control
and optimization strategies for microgrids in future electric grid. A summary of open

research topics that warrant further investigation is provided below:

e A relevant direction of future study is to develop a distributed control architecture
for multi-microgrid systems to achieve probabilistic guarantees of demand-supply
balance, minimizing over and under-production. A distributed stochastic control
framework enjoys the advantages of improved reliability and security due to less

dependency on a single-point-of-contact. Furthermore, distributed nature of the
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framework has the potential to reduce the energy storage requirement by uti-
lizing the diversity of RESs generation. Therefore, it is crucial to explore such

methodologies to further improve the system reliability.

e To improve the economic efficiency of a multi-microgrid system, it is essential to
develop an optimization framework to minimize operational cost of the system
considering the physical constraints of the battery resources (such as capacity
and ramp rates constraints etc.), along with power transmission cost, cost of
power transaction from the grid, battery resource, and RESs operational cost.
Such analysis reveals the economic utility of the stochastic control frameworks.
In this context, the trade-offs between the technical and operational advantages
and economic advantages must be assessed for a comprehensive system design
guideline. We plan to devise such techno-economic analysis strategy in our future

research works.

e In the context of battery capacity design, an important future direction is to
extend the methodology to multi-microgrids connected with each other. Here,
the dependency of the underlying topology on the required BESs capacity and
resource pooling decisions are to be analyzed. We plan to devise a stochastic
control policy for sharing power, in a system with multiple MGs connected to each
other, with an objective of minimizing the BESs capacity as part of our future
work. We further plan to provide a topology design guideline to minimize the
resource requirement while providing probabilistic guarantees of demand-supply

balance under renewable uncertainties.

e For situational awareness of power distribution networks, a relevant future direc-
tion is to explore the effect of various types of cyber-attacks on both technical
and economical operation of the system. Although FDI attacks are most common
in this regime, in recent years, there has been an influx of other types of attacks
such as denial-of-service, jamming, and replay attacks etc. These attacks make
a part of the network unobservable to the system operator. Hence, conventional
measurement-based cyber-defense mechanisms must be augmented with strategies

capable of detecting the attacks with partial measurements.

In conclusion, there are many challenging open questions regarding the design and imple-
mentation of resilient multi-microgrids frameworks bolstering the situational awareness

of the same. The author hopes that the work conducted in this thesis may help to
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answer some of these questions and serve as a base for a large variety of challenging

future research directions.
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Appendix A

A.1 Proof of Proposition 1

Recall A, = Ty/2% and g = /2%, Let ({aii}. b7 )eejo,r;) denote the solution to (2.5).
Note that ({aj;},b})ico,;) is a feasible solution to both (2.6) and (2.8). Thus, ¥y <
SN0ty Pyi(0)] + b Py, and &, > SN[k Pyi(0)] + b Py for all k. Therefore, W), < &,
for all k. Note that, as k — oo, €, — 0, and since the probability of having a surplus
decreases with the decrease in the initial value of the portfolio, the solution set of (2.5)
and (2.6) coincide as k — oo. Further, Uj and ¢ increases and decreases with k (as
the feasible set decreases). Thus, U), < SN (0% P,i(0)] 4 b Py < &. Therefore, letting

k — oo gives the desired result.

A.2 Proof of Theorem 1

The dynamics of Pg(t) is governed by (2.1). Since P, is constant, dP, = 0. In the
subsequent development, explicit dependency of variables on ¢ is omitted for brevity
of notation. Applying differentiation operator to ~;, given in (2.9), and, using the
constraint (2.10) for t€[0, 7] and i €Z, we have,

d’)/z — aithgi =+ b’Lthb = ait(ﬂ/gipgz'dt + Uginithi)a (A]‘)

Applying Ito’s lemma [47],

0 i 0 i 82 7
dvi = Gidt + 5B APy + 5 5pr (APy)

2 p2
O'gini

0y 9y 9%
= 81 dt + W’ygi(,ugidt + Jgithi)Pgi + 5 a?zgidt. (AQ)
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Using, (A.1) and (A.2) we get,

074 i 9?
|: 57 +M91P918P +% 2P9218P72 Qitfigi Py | dt

+ [Ugipgi% — aitagini dWy; = 0. (A3)

Note that, if a;; = 8813; then [agini% — aj104;Py;) = 0, which eliminates the uncer-
tainty. Thus,

i foka
o+ 2 glpiapz = 0. (A.4)

Now, to ensure that the critical demand is met almost surely at the requested time T7,
we need to solve (A.4) with the terminal condition (2.12) and find a;, by.

. 81'_ 81' 01‘_181‘821'_
Let 7 =Ty —t, x; = In(Py;) for all i € Z. Therefore, G = _azvaTng =7 8;,8}% =

1[0y _ 0w
Pz {8:%2 — 5or|- From (A.4),

871 A 8 ’Yz + B: 97 (A5)

’Lax7

where, 4;=302, (4; > 0), Bi=—302 ;- From (2.12), the final condition on v;(FPy;(t),t =

Ty), or equivalently, initial condition on v;(x;, 7 = 0) is given as:

2g1

’yl-(aci, 0) = o (Aﬁ)
Dy —e% ifx; < ln(Dm-).

Let i (z;, 7) =e (%48, (z;, 7), where oy, B; € R. Then,

% = - (umthn) [ _ gy, ]

Similarly, g;f = ¢~ (mithir) [%i - aiuz} ;
52 (azitBr) [92
%x’? = € (aZmZ+BlT) |:7axz — 2051 61” + (6% uz] .
Therefore, using (A.5), we get,
2,
G — Bui = A; | 5% — 20,35 + odu| + Bi |34 — aqus
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and thus,

2.,
Oui = A; 04 + [B; — 204Ai) 34 + [B; + 02 A; — i By u;.
2
2%11-’ B; = 4BTL’ we get, %1;1 =A; 8 —5+. Solution to this partial differential
equation [158] is given by

Choosing «; =

(zi—w)?

V;Tﬂffooouz’(y,o)e A dy.

ui(xi,T) =

Sincea Vi(ya O) = ei(aiy)ui(ya 0)7 and «o; = A ’ BZ - 4A ’

_(@—p)?
iz, 7) = e [Tooe T ey, 0)dy

_|w=Bir==y)?
4A;T

= 7 o L(amwﬂ)%(y,())dy. (A7)

Therefore, v;(z;, 7) is given by
’Y’i(xia 7') = 6_(‘11'331"‘1‘51'7')“1.(:132.’ 7—)

2
_ | wy=Bjr—=;)

R [ AT ] 7i(y, 0)dy

2
[epor) 2
(?H-*'qu‘f‘—xi)

_;[ }
= a'gi\/1271'7- ffooo e’ o7 ’Yi(y’ O)dy

Applying the initial condition (A.6) to v;(y,0) we get:

62
(y+—5-7—-2;)

Yil@i, 7) = (Ugf/c;?“—og ) _7[7] dyD:h

2 .

L1 (y+—F7—x;)]2
_ ( .1271—7 |:J‘lno(ODcz) e 2[ TgiVT ] eydy]>

::Ig'

Let, z; = Uf(y—l—( )T—IE):>dZZ'=

1
O'gi\/?'

o2
ln(Dcz)+TT_‘ti 9

ln(D )+ gl
= Da [T ez = Dae[ 2,
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where, ®(-) is the Cumulative Distribution Function (CDF) of the standard Gaussian
random variable ~ N(0,1). Similarly,

o2,
In(D; )+% %4

TGN efé[zl —09iV/T] de—sz‘I)[

2
= (Dcz) @7—
_ & 2
12_\/%‘[700 Uqlf :|

where, ®(-) is the CDF of the standard Gaussian random variable ~ A (0, 1). Therefore,

substituting the value of 7, we obtain,

In( 5oy | +(02,/2)(Ts—t)
) = g [T

— Pyi(t)® [IH<PJ;<0) _((;fi/ j))(Tf _t)}

We get the desired results from the relations a;; = % and by = (1/Py)(vi — aitPyi(t)).
This completes the proof.

A.3 Derivation of stochastic differential equation of I'; in
IMMG for RESs uncertainty mitigation

From (2.1), and for constant Pj, and under constraint (2.4), applying Ito’s lemma [47]

on differential of I'; we get,

N
e dt+ Z OhdPyi+ z z w5t dPyid Pyj = . aud Py
1=

Using (2.1),(2.2), we get,

mNm

6F or
Tt Zﬂgz Pyigpe +2 Zl > ngagjpwap aP PyiPyj
i=1j5=1
m Nm
T
— Z ait,ugini} dt = Z [aitcrgipgi — gp; O'gipgi de’.
i=1 i=1
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Note, if a;; = 5’)}1;;7 i € I, uncertainty of all RESs generation is eliminated, and we

have:
ory | 1 Py
ot T3 2 2 gZUngZJPQlPQJW =0. (A.8)

Note that, if there are numerous MGs present in the IMMG (N, >> 1), theoretical

solution of (A.8) to find a;, by, under the terminal condition (2.13), becomes intractable.

A.4 Proof of Theorem 2

Given the dynamics of RESs (2.1), we can find the value of I'y, t € [0,7%], given the
terminal condition (2.13), by changing the probability measure to Q. From (2.1), for
alli € Z,

dPgl() =Hgi gz( )dt"‘agl gz( )(thz Ugldt) Ugini(t)thi-

Applying differentiation operator to (2.3) and since P is constant,

Npm, Nm L
dly = >~ aydPyi = Y aj10gi PyidWy;.
i=1 i=1

Thus, for any t€|0,TY], Iy, =T+ ft awagngZdI/VtZ Hence, given Py(t), under
the transformed probability measure, the expected value of I'r,, calculated at ¢ € [0, 7]
is,

E[FTAP ] Ft + ft Z aztagnglE[thAP ] Ft,

where, the last equality follows from the fact that E[dW|Py] = 0, under the trans-
formed probability measure Q. Thus, from (2.13),

Iy = Efmax (3, (Dei — Pyi(T7), 0))-

This completes the proof.
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A.5 Proof of Theorem 3

From the discrete-time process Pg%t(tn), described in Section 2.5.2, we obtain an approx-

imate continuous-time process pgi(t), t € [0,Ty], for alli € {1,2,..., Ny, } as follows:

Pyi(tn) = PH(ty), for all n € {0,1,..., N},
P

~ ~ t ~ [—
i () =Pyi(tn)+ [04i Pyi(t)AW i (t), for ¢, <t <tpi1.
tTL
Let~8:Tf—t a{ld sp =Tt — ty. Let the power poitfolios F(PgAlt(s), e ,PgA]\'}m (s),s) and
T(Pyi(s),-- -, Pyn,,(s), s) be denoted by T'A and T respectively for brevity of notation.
From (A.8) and Theorem 2, we have

e(tn)=¢(sn)=|E[T§™| Py (sn)]~ETo| Py(sn)]
= [T Py(sn)]-

Tl

Since by definition, PgAt(sn) = Py(sy), we have,

sn) = B[ Do, (T2, - T21) |PAY(s, )|

B[k B ()|

; (A.9)

1
ZE[F’At ’At‘PAt( )} —

Sk—1
k=n

where ey, = F At — T4t Since for all n, PAY(sp) = Py(s,), we have, Elex| P2 (s,)] =

Sk—1
E[F;k_l -T, . |Py(sn)]. Applying Ito’s Lemma on the differential of F;k, we obtain,

=/

Sk—1
Nm 2T, & -
"’fSk ' <as % ij= 1%@%)92]313 Tp Pyi (S)ng(5)> ds

s r or’
+fk1 1ngPz( )8P;dW()

=T,

Since W;(s) is a Wiener process, E[dW;(s)]=0, Thus,

Elfes] PA* (5,)] =EL[2 (%

Sk

Nm 2T, 7 5
30003015 5 Pai(5) Pag (5) )| Py 0.
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We define,

- or,

915 = s

- Np, RV 5

92, = _%Zm 1‘79%‘7@/}@]37]3 o5 Foi i(8)Py;(s)-

From (A.8), g1,, +Go,, =0 for all k€{0,1,...,N —1}. Thus,
Elex|PA (sn)|=ELf5 (1, —01,)+ (G2, —2,)) ds| Py (s0)]-
Define e, ::fj:*l(gms —Jm,, )ds,m=1,2. Then,
Elex| Py (sn)] = 351 Elerm| Py(sn)]. (A.10)
Applying Ito’s Lemma on the differential of Ims, »We get,

Dims Bimy
Gm,— gmsk_f<g 2 Ef’glogypwap 3p Pyi(x )ng(x))da:
’]_

+ [ Zagz Fyi(a) = AW i(z).

=1

Since W;(x) is a Wiener process, E[dW ;(z)] = 0 for all = € [0, Ty]. Therefore, we have,

EleronlPy (500 =E[E[exlPy 1] o) =E[E] | ] (S~

Sk Sk

a ~ ~ ~
Elagmggpw*ap Py () Py (@) dadls| Py (51) | Py (s1)|.
’.]_
Since Py;(s),s€[0,Ty] is continuous, a;(s, Py(s)) is uniformly continuous in Py (s). Fur-

ther, o4 < oo for i € {1,2,... m} Thus there exists a constant L' < oo inde-

pendent of At such that |E[89m’3 - Z 04i0g;jPij 8P a’” P,i(z)Py;(x)]] < L'. Thus,
,j—l
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\E[ekm]ﬁg(sn)]\gf;:‘l f;k L'dzds=L'At?/2 and from (A.9) and (A.10),

— [ £ 5 Elewnl Pylsa)
k=n m=1

1 2
<X X

k=nm=1

Elesm| Py (50)] ‘ <nL/At?
= (Ty—sn) L' At=LAt.

This completes the proof.
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Appendix B

B.1 Proof of Lemma 1

We have X (t) = oW (t) + aN. Recall that for a € R, T'(a) = inf{t > 0: X(t) = a} =
inf{t >0: W(t) = %} We define 8 := % It follows from the properties of the
Weiner process, that T'(/V) is a stopping time [71].

Let M(t) := eW =3¢ fo any ¢ # 0. Note that, the stochastic process M (t) is a
martingale [70]. Therefore, for all ¢ > 0, we have E[M (t)] = M(0) = 1. Further, we
have E[M (T(a))] =1 [70].

We first consider the case, a = N. Here, we have,

E[M(T(N))] =1

— E[eﬁw(T(N))fégT(N)] -1
— E[es XTWN)—3T(N)] = o*5% (B.1)
Note that, in the case of a = N, we have, § = N(-a) > 0. Therefore, we choose a

g

positive constant c. Let ¢ = v/2s for some s € R*. Then, from (B.1), we have

E[eSXTN))=sT(N)] — 5N

By definition of T'(N), we obtain,

E[e%_ST(N)] _ ec":fN

V2sN(1—a)
— Ele "W =¢ " & .

Further, note that for any s > 0, we have, P[T(N) < Ty] = Ple=*T(N) > ¢=Ts]. Thus,
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applying Markov’s inequality we get,

P[T(N) < Ty] = Ple=*T(N) > ¢=5T¥]

< esTfE[efsT(N)]

= \/%Na(lfa)_"_sTf
Thus,
V2sN(1—«a
PIT(N) < Ty] < infysge o 77, (B.2)

. . _V2sN(1—«)
It can be shown that for any given N > 0 and « € [0, 1], the function e 2 +sTy

reaches global minima at s* = %}‘;‘)2 Plugging in the expression of s* in (B.2), we
obtain the following:
_ N2(1—a)?
P[T(N)<Ty]<e 27T . (B.3)

Carrying out a similar procedure for the case a = 0, to obtain an upper bound for
P[T'(0) < T¥], we can derive the following:

_ a? N2

P[T(0) < Tf] <e 7. (B.4)

Combining both (B.3) and (B.4), we obtain the desired result. This completes the proof.

B.2 Proof of Theorem 4

Recall that

_N2a-o? N2

f(N,a):=e¢ 203y g 207y

— N2
For a = %, we have f(N,1) = 2e $o2T;  Note that, f(N,3) is strictly monotonic
decreasing in N, for N > 0. Thus, for a = %, the solution to (3.11) is obtained when
the constraint f(NN,3) < 4 is an equality. Solving f(N,1) =6 we obtain N(3) = N, =

/82T In(2/5).
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We define k := %. Thus, for any a € (0, 1), we have,

f(NO, O[) = 674 In(k)(1—a)? + 6741n(k’)a2

We first prove that f(Np,a) achieves global minima at o = % Differentiating with

respect to a, we have,

2

07 No.0) _g(1—a) In(k) (k) 41~ "—8ar In(k) (k) 4" (B.5)
Note, for any a € (0,1) that satisfies W = 0, we have the following;:
(k)41-2) = =2 (B.6)

Note that k = 2 > 2. Clearly, a = % satisfies (B.6). Double differentiation of f(No, )

with respect to « leads to the following:

I — (8(1-a) In(k))2(k) 40—
—81In(k)(k)~40-)”
+ (Baln(k))2(k) 4" — 81n(k) (k).

=0, from (B.5), we get,

For any « that satisfies w

M (80[111 ))2( ) 8(1— a2 8a? (k)74(17a)2

— 81In(k)(k)41=2* 4 (8aIn(k))2(k)~* — 81In(k) (k)4
= (8arIn(k))2 (k) 10" (1 + (k)1(1-0)*~40%)

—81In(k)(k)~* (1+ (k,)4a2—4 (1—a)? )

= (8arIn(k))?(k) =1 (1 + (k)*(1722)

— 81In(k) (k)= (1 + (k)21

= (8arIn(k))2(k) 1" (1 + 1=2) — 8In(k) (k) 1" (1 + %)
= (8In(k))2(k) 1" — 8In(k) (k)" (115)

= 8In(k) (k)= (8In(k)a — 122). (B.7)

67

2

2

2

Note that, for v = &, (B.7) can be simplified to 16 In(k)(3)(2In(k) — 1) which is positive,

since k = 2 > 2. Thus, f(No, ) achieves minima at o = 3.

l\D

Next, we show that f(Np, «) achieves global minima at o = %, that is for o # %, a €
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(0,1), we have W < 0, or equivalently, from (B.7), (8In(k)a — ) < 0. We first

define g(a) := 2In(1) —2In(:1-) — 2 + . Here we get, 8%(;) = (1—2a)(?— ﬁ)

In the region, o € (0, ), we have, 0 < ﬁ < é and (1 —2a) > 0. Thus, 8%(5) > 0,

hence, g(a) is strictly increasing in a € (0, %) Similarly, in the region « € (%, 1), we
have (1 —2a) < 0, and 0 < é < ﬁ Thus, 6%(5) > 0, hence g(«) is increasing in

o € (3,1). Since, g(a) is a continuous function of « € (0,1), we have

g(a) < g(%) =0, a € (07 %)7

g(a) > g(3) =0, a € (3,1). (B.8)
Next, we will show that (8In(k)a — 1) < 0, € (0,1) \ {3}. First consider the case
a € (0,%). From (B.6), we have 81In(k) = % In(1>2), and since a € (0, 3), we have

(1 —2a) > 0. Now, suppose, (8In(k)ow — 12=) > 0. Here we have,

8In(k)a — 20
:>12%a1( ) 1 a=>0
= 2In(? a)—al(—g)zo

= 2In(2) —2ln(:) -2+ >0

1
a

= g(a) > 0.

However, from (B.8), we have g(a) < 0 when « € (0, %), and thus, (81n(k)a— L) < 0.
Next, consider the region a € (1,1). Here, we have (1—2a) < 0. Suppose (8In(k)a—

ﬁ) > 0. Here, we have,

8In(k)or — 2= >0

— 2« ln(l a)_#>0

1—2« l—a —
= 2In(15%) - S72e <0
= 2In(1) —2In(2) - L+ L <0
— g(a) <0.

However, from (B.8), we have g(a) > 0 when « € (3,1), and thus, (8In(k)a— =) < 0.
Therefore, for any « € (0,1) \{ } that satisfies (B. 6) o f(NO’a) < 0. Thus, f(No,«a)
achieves global minima at o = 5. Hence, for any o # 1 3, we have f(No, ) > f(No, 2) =
2¢~18(k) = §. Clearly, for an a € (0,1) \ {1}, the tuple (o, N,) is not a feasible solution
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to (3.11). Further, note that, f(IN, «) is strictly monotonic decreasing in N. Thus for
any a € (0,1)\{3}, M < N,, f(M,a) > f(N,,a) > 0; thus such a M remains infeasible
for o # 1. Hence, for any a € (0,1) \ {3}, we must have N(a) > N(3). This completes
the proof.

B.3 Proof of Theorem 5

Note that as (N*, a*,7*) solves (3.15), we have (N*,a*,7*)€S; C Fy, and thus (3.14)
is satisfied, 7* € II, and P(N*,a*,7*) > 1 — §. Further, as N* < N*, it follows that
(N*,7*) € Fy as well and thus P(N*,7*,a*) < v, as v is the optimal value of the
maximization problem (3.16). Further, as (N, #) solves (3.16), we have P(N, o, #) =
v > P(N*,a*,7*) > 1 — 9. Thus, in summary, we have P(N,a*,fr) >1-—6 and as
(N,#)€8yCFy 7 € II, N < N*, and (3.14) is satisfied. Hence, (N, o*, 7)€ F} as well.
Note that, as (3.15) is a minimization problem, it follows that N > N*. However, as
(N, #)€S3CFy, we get N < N*. Thus N = N*.

We have established that, (N,a*,fr) € Fy, and N = N*, thus (]\7,04,7%) solves (3.15) as
well, that is (N, o, ) € S1. This completes the proof.

B.4 Power transfer policy determination

We discretize the interval [0,7y] in K sub-intervals 0 = tp < t; < ... < tg = Ty,
with t,, = mAt,m € {0,1..., K}, where At = T—lg We choose At in such a way
that N — 2PAt > 0. In discrete time the policy 7 is a sequence of K power transfer
control laws, that is 70 := [r(to) n(t1) ... w(tx—1)], with Pia(ty,) = w(t,,) for all

t € [tm,tms1),m € {0,..., K —1}. In discrete time, the problem is as follows:

maxzo ey Pl —o{ iy {Xi(tm) € (0, N)}}]
s. t. X; follows (3.14),7 € {1, 2}. (B.9)

Let X (t) := [X1(t) X2(t)]T denote the vector of the available energy in the BESs of the
MGs at time t € [0,7}], and let W (t) := [Wi(t) Wa(t)]T denote the vector of Wiener
processes. For sake of notational convenience, we define B(?) := [0, N] x [0, N]. Further,
for = [21 227, we define 1 ze) () := 1, if & € B®) and 0 otherwise. Note that given
the initial states X (0) = = ¢ B®), the objective function of (B.9) is zero. Here, in
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vector notation, the objective function of problem (B.9) can be written as follows:

BINE_{X (tn) € B®)}]
— B[NE_, {X (t,.) € BD}{X (0) € BOYP[X (0) € B
— L (X (0)BINE_, {X (1) € BO}Y{X(0) € BO)] (B.10)

Now, consider any time step t,, = mAt,m € {0,1,...,K — 1} and let 7m) =
[7(tm), ..., m(tx—1)] denote the sequence of control laws that is to be decided for time
timstmt1,-- - tk—1. We define the cost-to-go function for m € {0,1,..., K — 1} as

follows:
T (G, @) = Ly @IV, 41 (X (1) € BOY|X (t) = 2]
We further define the value function for m € {0,1,..., K — 1} as follows:
Vin (@) := maxz m)cpy Jm (F™, ).

Note that, from (B.10), we have Jo(7® ) = P[NE_{X(t,) € B?}]. Hence, it
follows that Vp(z) = max.cq Jo(7?, ) is the solution to (B.9). In the subse-
quent sections, we derive the optimal policy #*(©) = [7*(0) 7*(t;) ... 7*(tx_1)] =
arg Maxz (o) cyy Jo(7(©) z) that achieves the optimal value Vg(2) using dynamic program-
ming.

We introduce the following notation for ease of exposition. Let £ and Z be two
random variables. We define the conditional expectation of a function f(&) of the
random variable &, Bez—.[f(€)] := [ f(y)P[¢ € dy|Z = z].

Below, we show that the following recursion solves the optimization problem (B.9):

Vi(x) =1 (),
Vin(z) = Jhax e (@) Ex (¢, )X (tn) = Vint1 (X (tms1))],m € {0,1,..., K — 1}.
(B.11)

We establish the above recursion using the induction principle. Here, we start with the

base case with Vi _i(x).
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Base case: For tx_1, we have,

Vi—1(x) = max; ke Jo—1(FED )

= max,, )en Lpe (®)P[X (tx) € B?|X (tx 1) = ]

= max, (g, ,)en lpo [ 1o (Y)P[X (tk) € dy| X (tx-1) = ]
= max,(r,_)en Lo Ex ) x )=z L pe (X (tk))]

=max, (1 )en LpoEx ) x (6 1=z Vi (X (tk))],

where the last equality follows since Vi (x) = 1 5@ () by definition.
Now, consider any m € {0,1,..., K —2} and presume that V,,41(x) is known. Here

we have the following,

Vin () = max )y Jm(fr(m), x)

= max;m ey L e (2)PNE,, 1 {X (t5) € B} X () = a
= maxzm)cy Lge) (m)P[ﬂK

)P

)

K oo X (ts) € BOYN{X (tms1) € B} X (tn)
= max;(mcp Lo (2)PNE, o {X(ts) € BOY X (tm41) € BD}, X (ty) = ]

P[{X(tm+1) € B(2 }’X(tm) = .’13]

]

By the Markov property of the process X (-), we have

PN 12X (ts) € BPY{X (tms1) € BY}, X (tm) = 2]
= PN, (X (ts) € BOY X (tmi1) € BP].

Therefore, it follows that,

Vin(@) = maxzo ey Ly (@) PN, o{ X (1) € BOY|X (tyr41) € BO)
P{X (ts1) € BDY|X (t) = 2.

Now recall the definition 7™ = [x(t,,), ..., 7(tx_1)]. Here, note, since the process X (-)
is Markov, given the event {X (t;41) € B}, PNE, . {X(t;) € BOHX (tyy1) €
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B(Q)] depends only on the future control laws, that is 7™+, Hence, it follows that

Vin(®) = maxzom eqy Lpe) (®)P[NE,, o{ X (t5) € B} X (tm41) € B
P{X (tm+1) € BP} X (tm) = 2]
= maX, er Lo (T )[maxﬁ(mﬂ)en P[ﬂﬁimH{X(ts) € B(2)}|X(tm+1) € B(2)H
P{X (tm+1) € BOY X (tn) = ]
= maxy(,)en Lo (®) [x ¢, ) Ls@ (Y)
maxz(min) eny PO 2 { X (t5) € BPY X (1) = yIPIX (ts1) € dy| X () = 2]
= MaXy(t,,)en Lpe ( fx(t oy Maxz iy e Lpe) ()
PN 2 {X (ts) € BPY X (tni1) = yIPIX (tms1) € dy| X () = 2]
= IMaXx(t,,)ell ]lB<2> fX(t y MaXz(m+1) g1 J(fr(mﬂ)v?})
P[X (tm+1) € dy| X (tm) = ]
= maxy(y, e Lo (®) [x () Vet (@)P[X (tms1) € dy| X () = ]

= maxq(,)en L () Ex (i, )X ()= [Vinr1 (X (Emi1))]-

Thus, by induction, we have that, using the recursion,

Vi (z) = 1ge (),

Vin(z) = (1?%2{1113(2)( T)ExX (101X (b)) = [Vint1 (X (tmg1))],m € {0,1,... K — 1},

we can find Vp(«), which is the solution to (B.9).
Next, to derive the optimal policy, we first analyze the function V;,,(x), me{0,1,..., K}.
Suppose V,,,(x) satisfies the following properties:

Property 1: Let the vectors & = [ #2)7 € B®), and o’ = [z} 25]T € B®),

be such that |#; — Z2| < |2} — 24|, then Vi, () > V(). (B.12)

Property 2: Let the vectors @ = [&1 4o]” € B®), and o’ = [z} 25]" € B®),
be such that &1 =z, T = 2, thus satisfying &1 — Zo = — (2] — 2}),

then V,, () = Vi (). (B.13)
Note that, Vi (x) satisfies the aforementioned properties. Now, presume that V41 ()
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also satisfy the aforementioned property for m € {0,1,..., K — 1}. In the next section,
we establish that 7*(t,,) is of bang-bang type, and V,,(x) also satisfies the proper-
ties (B.12)-(B.13).
DP Recursion: Bang-Bang Policy:

Recall from (3.14) that, given X (t,,) = & = [x1 22]?, the components of the vector
X (tm+1), that is X;(tm+1),? € {1,2} can be written as follows:

Xi(tm+1) = Xi(tm) + o (Wiltms1) = Wiltn)) + B(=1)' Pram At
=x; + U(Wi(thrl) — Wz(tm)) + E(—l)iplg,mAt.

Since, Wi (tm+1) —Wi(tm)~N (0, At), we have X;(tpm+1) ~N (x4 B(—1)Pio m At, 02 At).
Further, note that given X (t,,) = @, Xi1(tm+1) and Xs(t,,41) are independent of
each other. Therefore, we have P[X (ty41) € dy|X (tm) = ] = H?:l P[X;i(tm+1) €
dy;| X;(tm) = z;]. Hence, from the recursion (B.11), for m € {0,1,..., K — 1}, we have

V(@) = maxz,,)en L g ()E[Vit1 (X (tn41))]
= maxy(y,,)en Lpe) (®) [ [ Vinr1(¥) [Tio) PIXi(tns) € dyi| Xi(tm) = 23]
= maxe(,, e Upo (@) [ [ Vi (y) [Ty o(B-2BEE2nltqy, - (B.14)

where ¢(-) denotes the probability density function of a standard normal random vari-
able.
From (B.14), considering € B®), we have

—z1+B mA —z9—B mA
Vin(x) = max,, yenr [ [ Vinr1(y)o(£ 1:\]/3%2’ Ho(2 20_5%2’ Yy dys

= MaXr(,,)ell jm(ﬂ-(tm)vm)v (B.15)

where we define

i (tm), @) 1= [ [ Vinga (y)p(LmmEihemdl) g e=re=Blenll) gy dy,,  (B.16)

for brevity of notation. In the subsequent paragraphs, we analyze jm()

We consider the following transformation of variables 2z~ := y; — y2, and 2zt =
y1 + y2. Recall from (B.11) that V;,.1(y) = 0 if y ¢ B®). Therefore, considering
y € B® we have, 2t € (0,2N) and 2~ € D(z"), where D(z") := (—min(z*,2N —
zt),min(z*,2N — 2%)). Here, in matrix form, [z~ zT]T = T[y; yo]’, where T =
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1 -1
L E Note that, y1 = 3(27 +27), y2 = 3(27 — 27), and det(T) = 2. Further,

denote V!, .1 (27, 2") := Vi1 (3(27 4+ 27), 3(27 — 27)). By the aforementioned change

of variables, from (B.16), we have the following:

() = fz+e(0,2N) fz*GD(er) Vi1 (32T +27), 57 —27))
%(Z +27)—x1+BPi2 m At %(z*—z‘)—zg—PPlg,mAt

det(T)( . o o Jd=—dzt

= fz+e(0,2N) fz*ED(z+) Vr;z—i—l(zia 2+)

%(z++z*)—x1+§P12,mAt %(z*—z’)—xg—gplgymAt

2¢( T )o( = ydz—dzt. (B.17)
Note that, since V., ;(27,2"7) = Vipy1(3(z7 + 27), (27 — 27)), from the proper-
ties (B.12)-(B.13) of Vj,41(-), it follows that V. (27, ) has the following properties:

Vi a(Z72T) > V) (27, 21), i, |27] < |27, for any given 2T, and,
(27, 2T) =V (=27, 2T), for any given zT. (B.18)
(% 2zt 42— ) x1+§P12,mAt)¢(%(2+72_)7:E27§P12,mAt

aV/At oAt
appears in the integrand of (B.17). Here, it can be shown that,

We first analyze the product ¢ ) that

l(er—ﬁ-z*)—a:l +BPi2 m At l(z*—z’)—xg —BPio m At
PR B Rl e o) as PPl
_ 2t —(z1+x2) 2~ —(21—22—2BP12 m At)
ek )

Thus, from (B.17), we have the following:

_ zt—(x1+z 2z~ —(x1—x2—2BPio m A _
= Jorean) Jomene+) 2Vmpa (27, 27) o g\(/% 2)) (21 A Dydz—dzt.
(B.19)
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Note that (z1 + 22) does not depend on Pi,,. Hence, we can derive the following:

OP12,m

n 96 27 —(z1—2g—2BPjg m, At)
_ ! — -+ z —(:Bl—‘rajg) /2L _ +
= Jrean Ji-epr) 2V 72— 257) TP dz—d»

Tzt -
= frret02m) 9SSR | [ - epiery i (=7 2H)
T —(x1—x2—2BPjg p, At)

a z
{ a aﬁl‘fmm }dz*]dzJr

Z+— X X
= Jorcon) =N (2, Pron)de™, (B.20)

where we define the inner integral by I_(-), that is,

z= 7(11793272§P12,mAt)

) - .
I (2%, Piay) i= fz—eD(z+) 2V, (27, 2T) aPl\;,QmTt }dz |
Note that,
e S LR
OP12,m
— o z7 —(x1—x9— ¥=3 mAL)
= _(Z*—(zl—a:z—QBPm,mAt))qb(z*—(zl_a;Q_ngm,mAt))3( 1 52\/%62’ 0
TV V24t OP12,m
= _(Z7 —(z1-7>—2BPi3mAt) )d)( 2z~ —(z1—22—2BP13 mAl) )(Em)
oV2At o J3AL 248t
Therefore we have,
I_(z%, Piam)
BV2A 7
— _( \/o—it) fz*eD(zﬂ 2VT/’L+1(Z ,Z+)
(Zﬁ_(ml_x2_2§P12»mAt))(;5(Z’—(m1—x2—2§P12,mAt))dz_’ (B‘Ql)

oV2At oV2At
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which can further be written as:

I_(z*, Piam)
— _(BV2At - ~—(21—12—2B P13 At)
7( o ) [fz‘GD(z"")ﬂ[xlfzngEPmymAt,oo) 2V, (Z ’ Z+)(z = Z?/TAt - )

2z~ —(21—22—2BPi2 mAt _
S

_ Z+) ( Zi—(Il—I2—2§P127mAt) )
)

+ fz*ED(z*)ﬂ(—oo,ml—12—2§P12,mAt] 2V7;’L+1(Z o’\/@
2_7(117x272§P127mAt) _
o= fantas .

Using the change of variables, k= = 2~ — (1 — 22 — 2B P2, At), and defining D'(27") :=
(—min(z", 2N —2")— (21 — 22— 2B P12, At), min(z+, 2N —27) — (1 —22— 2B P12 m At)),

we have the following:

I_(z", Piam)
_(E\/QAt)

g

{fk*eD’(zﬂﬂ[O,oo) 2V7In+1(k7 + (21— 22— 2§P12vat)’ z+)<o‘ k;At)¢<a k;At)dki
+ fk—eD’(z*‘)ﬂ(*oo 0] Vi (k™ + (21 — 22 - 2BPro,mAl), 2 )(o' kQ_At)(b(a w4k

= —(BV280)[1; + 1), (B.22)

where,

2V (k™ + (z1 — 29 — 2BPia,mn At), 21) (=) é(

oV 2AL oV 2AL
I = [ epriern(—oo0) ZVime1 (k7 + (21 — 22 = 2BPiomAt), 27) (D)o (S

I = [i e pr(a+ynfo,00) )dk~,

)k

Now, note that,

L= fi epetyn(—so Vst (B + (w1 = 22 = 2BPr12n ), 2F) () g (o )k
= Jicpr(ztynoce) 2Vt (KT + (@1 — 22 = 2BPia i At), 27)( UQ%W( )k,

where D”(z%) := (—min(z", 2N — 2%) + (21 — 22 — 2BPy2,, At), min(z, 2N — 21) +
(r1 — 22 — 2B P12, At)). Further, since ¢( \/ﬁ) = ¢( \/ﬁ) and V!, (—k~ + (2 —
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To — 2§P127mAt), ) = 7:1+1 (k_ — ($1 — T9 — 2§P127mAt), ~), we have,

I = — [i-eprietyniose) ZVmn (B = (21— 22 = 2BPonAb), 1) (Ho=)e( ) dk.
Therefore, from (B.22), it follows that

I_(z", Piom)
_ _(E\/QAt)

o

|:fk:*eD’(z+)m[0,oo) 2V (k™ + (21 — 22 = 2BPromAt), 21) () o (ST ) dk™
— Je-ennztynoee) 2Vimi1 (B — (w1 — 22 — 2BPip i A), 2H) (=) p( ) dk™ |

(B.23)

We now consider two cases; case 1: x1 — z9 > 2BPAt, and case 2: x; — 29 < —2BPAt,
and show that for case 1, I_(+) > 0, and for case 2, I_(-) < 0.

First, consider the case 1, 1 —xo > 2BPAt. Here, we have x; —x2—2§P127mAt > 0,
since —P < Pis,p, < P. Now, recall that,

D'(z7) = (—min(z",2N — 27) — (1 — 22 — 2B P12, At),

min(z*, 2N — 27) — (21 — 22 — 2BP12.,nAt))
D"(z") = (—min(z",2N — z7) + (1 — 22 — 2BP1a, At),

min(z", 2N — 2%) + (21 — 22 — 2BPi2,m At))

In the case of x1 —x9 —2B P2, At > 0, we have, {D’(27)N[0,00)} C {D"(27)N[0,0)}.
Thus, from (B.23), we have,

I (Z+7 PlQ,m)
> _(E\/ZAt)

[fk—gD/(z-&-)m[QOO) 2Vrln+1(k_ + (1 — 22 — 2§P12,mAt)a 24)( \];;ﬁ“)ﬁb(m%ﬁ“)dk_

= Ji-enrarynin e 2V (K7 = (@1 = 02 = 2BPiomt), ) (- 7555) 6 k;m)dkf}
— _(QE\/QAt) |:

fk—eD'(z+)ﬂ[0,<>0)(g k;At)¢(U k;At)
[ i1 (k™ + (21— 22 = 2BP1omAt), ) = Vg (k7 — (21 — 22 — 2BP1amAt), ')}dk_}'
(B.24)
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Note that, in the region {D’(2%) N [0,00)}, k > 0. Further, since under the case being
considered we have 21 —z2—2B P2, At > 0, it follows that k™ + (21 —x9—2B P12 m At) >
k™ — (z1 — 22 — 2BPya,, At). Furthermore, in the case of k™ + (1 — 23 — 2B P12 m At) >
k™ — (x1 — 22 — 2BP12,»At) > 0, we have |k~ + (21 — 23 — 2BPiam At)] > |k~ — (21 —
To — 2§P127mAt)‘, and in the case of £k~ + ($1 —T9 — 2§P127mAt) >0>k™ — (1:1 — X9 —
2B Py, At), we have k™ + (21 — v — 2BP1a mAt) > — (k™ — (21 — 12— 2BP1o;m At)) > 0
(since k= > 0 > —k™), which further implies |k~ + (1 — 22 — 2BPia , At)| > | — (K~ —
(r1—22—2BP12mAl))| = |(k~— (21 —22—2B P2, At))|. Thus, from the property (B.18)
of the function V;, ;(+), it follows that, V!, . (k™ +(z1—22—2BPiamAt),-) < V) (k™ —
(r1 — 29 — 2BPi2,mAt), ). Therefore, from (B.24), we have I_(-) > 0.

Similarly, for case 2, £1 — xo < —2BPAt, we have x1 — 29 — 2§P12’mAt < 0, since
—P < Pia,, < P. In this case, we have, {D”(27)N[0,00)} C {D'(27)N[0,00)}. Thus,
from (B.24), it follows that

I (2", Piam)
< _(E\/QAt)
[fk*ED”(z*)ﬂ[O,oo) 2V, (k™ + (21 — w2 — 2BPra,nAt), 27) () o(E ) dk™
- fk‘eD”(z-‘r)m[O’oo) 2V (k™ = (21 — 22 — 2BPiy;nAt), z ) ) ( k; t)dk:_]

ByV2AL k™ k™
— (2 02 [fk eD"(z+)N[0, 00)(0' 24t )¢(a 2At>
(Vi (7 + (21 = 2 = 2BPramAt), ) = Viay (k™ = (1 — @2 = 2BPio,mAt), )| db” |
(B.25)

In the region {D"(z") N [0,00)}, k > 0. Further, since under this case 1 — 3 —
2§P127mAt < 0, we have k~ — (.1‘1 — T2 — 2§P12 mAt) >k~ + (xl — T2 — QEPH mAt)
and hence, V), (k™ — (21 — 22— 2BPyy . At), ) < V! 1 (B™ (21— 22— 2BPyymAt), ).
Therefore, from (B.25), we have I_(-) < 0.

Now, recall from (B.20), that 8Jm( = f+e (0,2) (b(ﬁL\/%:Q))I_(ZJF,Pw,m)dz*.

Since ¢(¢\/%x2)) > (), in summary, we have the following:

gl‘_{,;’;() >0, if 21 — z9 > 2BPAt,
gﬁii<o if 7, — z9 < —2BPAL. (B.26)
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Since Pi2,, € [—P,P), it follows that under the case 1 — zy > 2BPA, jm() is
maximized when Pig ,, = P, and under the case x1 —x9 < —2BPAt, jm() is maximized
when Pio,, = —P.

Recall from (B.15), that Vi, (x) = max (. )em J(7(tm), ). Let

T (tm) 1= arg maXe (s, et Jm (7 (tm), ),

and let Py, = 7 (t;,). From, our previous analysis, it follows that under the case
x1 — x9 > 2BPAt, Py = P, and under the case x; — o < —2BPAt, jm(), Pl =

—P. When, |z1 — x| € [0,2BPAt], we set Py, = =A%, and here note that % =0

. Thus, we have,

?, if x1 — 29 > QWAL
T (tm) = Ply,, = { =P, if 21 — 10 < —2BPAt, (B.27)

=32, if |v1 — 2o € [0,2BPAY.

Since Vi () = Jp(7*(tm), ) = MaXr (s, )l J (7(t), @), from (B.19), Vi () can be

written as follows:

Vin(z1,72)
_ 2t —(x1+z 27 —(x1—w2—2P,  At) _
= fz+e(0,2N) fz’ED(z+) 2V (27, 27)o( m(/z%t 2))¢( ' U\jmu’ ydz—dzt.
(B.28)

In the subsequent development, we show that V,,(z1,22) also satisfies the proper-
ties (B.12)-(B.13), thereby closing the induction step.
Here, we can derive the following

an(')
O(x1—x2)

277(1171272§Pf2 mAt)
0 5
= Liream Je-enih 2V%+1(Z_7Z+)¢(Z+;(x;§tx2))[ “ Iy }dz_dfﬁ
Z+7 x X
= fz+e(0,21v) ¢(ﬁ)

e P
[IZ*ED(sz)sz-i-l(z » 2 )[ O(w1—x2) :|d2: }dz
2t —(x14x2)\ 7
= fz+e(0,2N) ¢(ﬁ)f_(z+,x1,x2)dz+, (B.29)
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where we denote the inner integral by I_ (27,21, 12), that is,

27 —(z1—wg—2BPfy  At)

- 9¢( )
+ e 1 — + gV 2At —
I (27,21, 20) := fz,eD(Z+)2Vm+l(z 2 )[ ey }dz )
Note that,
zm —(z1—x —2BP¥F At) o o
9¢( ! 02 AL 12,m ) . (z_f(ac1f:r272BPl*27mAt))gb(z_f(xlfzngBPfQ’mAt))
O(z1—w2) - o2t oV2AtL
zi—(zl—12—2§P1*2’mAt)
a( aV2At )
O(x1—x2)
. (z’—(:cl—xz—QEPl*ZmAt))QS(z*—(:c1—x2—2§Pl*2ymAt))( 1 )
o oV2At oV2At aV2At/"

Therefore, we have

j,(Z—’—,CCl,CL'Q)

_ 1 3
- (m) fz*ED(zﬂ 2V (27, 27)
z_f(x1*x272§P1*2’mAt) z_7(217x272§P1*2’mAt)
( ENGTY )9 ( e

)dz*.

Recall the definition of I_(-) (Eq. (B.21)), and note that, the only differences between
I_(-) and I_(-) are (i) in I_(-) the constant factor outside the integral, —ET@, is
negative, whereas in I_(-), the constant factor, U\/ﬁ, is positive, (ii) Pigm in 1_(+)
are replaced by Ppy ,, in I —(-). Hence, following the similar development as done in the
previous analysis, we can show the following:

sonll < 0, if 2y — @y > 2BPAL,

OV (- . P
8(?—(96)2) >0, if x; —z; < —2BPAt. (B.30)

Thus, it follows that, for two vectors &, and &', such that 2BPAt < &1 — &9 < 2] — 2,
we have Vp,(2) > Vi, (/). Similarly, if 2} — 25 < 21 — 22 < —2BPAt, we have V,,(z) >
Vin(2'). Now, note that in the case of [x1 — 3| € [0,2BPAL], we have Py, ,, = IR
a?;j”l(x'l) = 0. Let V},,(-) = ¢ in this case, where ¢ is a constant. In the case of
|21 — 2| < 2BPAt < |2} — 4], from (B.30), we have ¢ = V() < V;,,(z'), and in the
case of |21 — 29| < |2} — 24| < 2BPAt, we have V;,,(&) = Vi (2') = c. Therefore, V,,,(x)

satisfies the property (B.12).

leading to

Next, we show that, for two vectors, & and &', such that #; = z, and &9 = /), thus
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satisfying (21 — Z2) = — (2] — 24), we have V;,,(Z) = Vm( ’).

Let @*(ty,) := arg w(rtrrlj)ein J ((t), &), and 7 *(ty, n(rt?s)én I (7 (tm), '), and

further let Pﬁ’m = 7*(ty), and P{;m = 7*(tm). Since &1 = x, and 9 = 2 we have
Py = Py} = —Pi5 .. Further, recall from (B.16) that,

N S N —&1+BP}, . At —&2—BPy, , At
Vm(m) = Jm(ﬂ' (tm)am) = ffVm+1(y)¢(y1 IUZA;% )¢(y2 QO.QAtm’ )dyldy2
—ah+BP}, At —2'1-BP}, At
= [ [ Vi1 (W) (P oz ) (P2 ) dyr dys
—z,—BP}, At o/ +BP3
= [ [ Vi1 (@) d(F— 2= ) (2 zAtl“” "dyidys

= J (7 (tm), ')
= V().

Therefore, V,,(x) satisfies the property (B.13).
In summary, we have the following: presuming V;,,41(x) satisfies the properties (B.12)-
(B.13), the optimal policy is (B.27), and under the optimal policy (B.27), V,,(x) sat-
isfies the properties (B.12)-(B.13). Thus, by induction, we establish that for m €
{0,1,..., K — 1} the optimal policy is given by

P, if x1 — 29 > QWAL
7"'*(tm) = P1*27m = —?, if 11 — @9 < —QWAL

S22, if |v1 — 2o € [0,2BPAY.

Note that, as At — 0, the region [0,2BPAt] shrinks. Taking the limit At — 0, and
denoting the optimal policy by Py, (t), we can show that,

Piy(t) = ¢ =P, if X:1(t)
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B.5 Gaussian Tail Inequality

Let ®(-) denote the cumulative distribution function of a standard normal random

variable. For x > 0, we have

22

(1-®(z) <je 2. (B.31)

Here, we show the proof of the inequality (B.31). Note that,

12 1)2 82
ez (1—®(z))=cz \/127 [ e zds
2 2
o 1 o _st—z
= E'fx e 2 dS
. 1 0o 7(sfz)(s+z)
= ?'fx e 2 dS
1 _ u(2ztu)
= 7271' foooe 2 du
= ﬁfooo e e 7 du
Since, x > 0, we have,
ez (1—®(x)) < 1% Jo e T du
-1
=2
z2
= (1-®(z)) <ie 7.

B.6 Inequalities involving Wiener process with drift

Consider a process X (t),t € [0,7] defined as
X(t) := X(0) + oW (t) + ut,

where W (t) is a standard Wiener process and p is the drift parameter and o > 0 is
the volatility parameter, and X (0) is the given initial value of the process. Consider
B > X(0). We show that,

wB=X() <6—>§(o>>2
Plsupgcicr, X(t) 2 8] <e 7 2ty (B.32)

We apply Girsanov’s theorem to prove the inequality (B.32).
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Note that,

I[D[Supo<t<Tf (t) = B
= IP)[SUPO<1¢<Tf( (0) + oW () + ut) = f]

= Plsupgeicr, W(t) + 1) > 220,

Let B := 2= X(O) and p' := £. Then, it follows that,

Plsupg<i<r, X(t) 2 ]
= Plsupg<i<, (W (t) + p't) > ']
= P[Supogthf We(t) > g, (B.33)

where W®(t) := W (t) + p't. Let 7, := inf{t > 0: WP(t) = a} denote the first time

W®(t) reaches the level a. Here, we have,
Plsupg<i<r, WO(t) > '] = Plrp < Tyl (B.34)

Let, Z(t) := e HWH—3u%t 4 ¢ [0,7f]. By Girsanov’s theorem ([70]), W%(t) is a Wiener
process under a probability measure Q, defined by dQ = Z(T)dP, and further

Blrg < Ty = E9[Lir,, <rpye ™ 2077 ], (B.35)
where EQ[-] denotes the expectation under the probability measure Q. Note that,

E® []l{rﬁ/ng}e“’B/_%MQTﬁl]

= M VEQ N, <rppe 2]

< IEL 1, <1
= e Qlre < Ty, (B.36)
where the last inequality follows from the fact that 74 is non-negative by definition.

Since, W?(t) is a standard Brownian motion under Q, 74 is the first time a standard
Brownian motion reaches a level 3/, and thus, Q[rg < Ty] = 2(1 — @(B—,)), where

T
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®(-) is the CDF of standard normal. From (B.31), we have

_1( )
(1= @(J=) < 5e W)

Thus, from (B.33)-(B.36), we conclude,

’ /_ﬁ
Blsupocycr, (Walt) + 1't) = 8] < 7777

Since, ' = B=XO) and w =

o )

©

> we have

Plsupg<i<r, (Walt) + w't) > p']

u(ag(o»,(a—g(o»?
S e o 20 Tf ,
and hence,
#(ﬁ—;cw)),(ﬁ—)g(on?
o 204T
Plsupg<icr, X(t) 2 8] < e !

B.7 Proof of Proposition 2

Let Aq := {supo<;<7; | X7 (t)] < B and it’s complement, A/, := {supo<i<7; X7 ()] >

B}. Marginalizing over the event sets Ag and A/, we derive the following:

]P)[Al UAds U A3z U A4] = P[(Al UAs UA3UA4) ﬂAd]
+P[(A1UAUA3UAL)NAY. (B.37)

First, we focus on the first term on the right-hand side of (B.37), and derive the following:

Pl(A;1 UAs U A3 U Ag) N Ay

< P[(A1 U A3) N Ag] + P[(A2 U Ay) N Ay]

=P[(A1NAy) U (43N Ay)]

+P[(Ay N Ag) U (AN Ag)]. (B.38)
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Now, note that,

SUPo<t<T ’Xgl(t” <p
— |X7T'(t)] < B, for all t € [0, Ty]
— —B<XJ(t)<pB, forallte|0,Ty]
— — B < XI(t)— X7 (t) < B, forall t € [0,Ty]
— 2XT'(t) — B < XT (t) + X7 (t)
< 2XT + 8, for all t € [0,Ty]
= SUPo<t<Ty QXf/ (t) -8
< SUPp<i<ry X7(t)

< SupogtSTf 2X{T —+ /B
Therefore, note that,

SUPo<t<T X7 (t)> N

= supg<i<r, Xo = 2N — B

Recall that X;:;;Jp = SUPy<y<T; X7 (t). Thus denoting A, := {X;:f;“p > 2N — (3}, we
have (41 NA4) C A.. In a similar way, we can show that (A3 N A;) C A, which leads

to

P[(41 N Ag) U (A3 N Ag)] < P[A,]. (B.39)
In a similar manner, we define A, := {X;;;nf < (B}, and derive the following:

P[(A2 N Ag) U (AsN Ag)] < P[A]. (B.40)

Hence, from (B.38) and combining (B.39) and (B.40), we have

P[(A;UA;UA3UA )N Ay < P[A] +P[A]. (B.41)
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Thus, from (B.41) and (B.37), we have

P[Al UAsU A3z U A4]
< P[A] +P[A] + P[(A1 U Ay U A3 U Ay) N A

< P[A ] + P[A] + P[4). (B.42)

This completes the proof.

B.8 Proof of Theorem 6

Note that

]P)[Al UAs U Az U A4] > ]P)[Al]
= Plsupg<i<r, XT (t) > Nool. (B.43)

Further recall, from (3.14), under the power transfer policy P/,(t) = —Psgn(X7 (t)) we

have:
X7 (t)=L Noo+o W1 (t)+2BP [ sgn(X7 (s))ds.
Note, for all s € [0,T] we have,
—2P < 2Psgn(X7 (s)) < 2P,

and hence,

+ oWy (t) — 2BPt
Voo + oWi(t) + 2BP [} sgn(X7 (s))ds
Voo + oW1 (t) + 2BPt,

D=

<

IN
NI= N 8

for all t € [0,Ty]. Since, XT (t)=1 Nog+oW(t)+2BP fg sgn(X7 (s))ds, we have

I Noo + oW1 (t) — 2BPt
< XT'(t) < $Noo + oW (t) + 2BPt.
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Therefore,

SupOStSTf(%NOO + UWl( ) — QBPt) 2 N

—> SUPg<i<T; Xf, (t) > NOO,
and thus,

P[Supogthf XT

() >
> Plsupg<;<r, (3 Noo + 0W1(t) — 2BPt) > N4

= ]P’[supogtSTf (Wh(t) — =27t) > 5]

We define WlQ(t) = Wi(t)— @t, and let 7 := inf{t > O’W1Q( £) > Noo} denote the first
time the process WlQ(t) reaches the level ]\2[?’ Defining Z;(t) = JZEE W (1)— L (2BE

using Girsanov’s theorem ([70]), as shown in Appendix B.6, we can derive the following:

, and

P[Supogthf(Wl( ) — 2Bpt) > 3 e =]

= ]P’[T < Tf]

BPNoo 1(2BP)2 ]

= e_ o2 EQ[]]‘{T<Tf}e 2 o 5 (B.44)

where EQ[] defines the expectation under a probability measure Q defined as dQ =
Z1(Ty)dP ([70]). From (B.44), we further have the following:

e TATEQ (g, e 1T (B.45)
> e TE= U TIRQ g ] (B.46)
R 1 BP)QTf@[n{TSTf}}. (B.47)

By Girsanov’s theorem, we have that WIQ (t) is a standard Wiener process under the

probability measure Q, and thus we have ([70])

Qirer,y] = 2(1 - @(20%)), (B.48)
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where ®(-) denotes the cumulative distribution function of a standard normal random

variable. A known lower bound of the quantity (1 — ®(x)) is given as follows

x —L1g2
(1—®(z)) > \/%We 27 (B.49)

for x > 0. Combining (B.43)- (B.49), we have

> o A= Ry 2 2“\7 v (B.50)
— \/ﬂ 1+ .
20\/>

Since, P = cpr and Ny, = coo+/Ty, from (B.50), we have

Plsupg< <7 XT'(t) > Noo]

— 1 =2 2
Bepeoo g€ 2B7cp 2e41 oo .
- T - T 2 (52)  _l(wey2
2 f 7 1y 20
>e o - Vo (=) se 2\ 20 )", (B.51)

As &< —%, we have ¢ —1—% < 0, and also 26 + 1 < 0. Thus,

— 1 =2 2
Bepeoo e 2B7cp o641
. —LEepeo p2TE_ZZ pp
limp, oo o2 7/ 2 f =1 (B.52)

Thus, we have

_ 2
Bepeoo T%-&-S_ 2B°c3 e+
2 7 T

: - 2
my f . :
li f roo € ’ ? V2r 14+(5 )26

Coo

\/ﬂ 1+ (5 (B.53)

1
€ 2
1+H(52)?

Recall that, coo = 204/In(2/9), and thus,

2 V/In@2/6) _lin(2/6)
= /1m0 ¢

_ In(2/0) /5
e LW (B.54)
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We can numerically verify that there exists a * € (0, 1) such that for all 6 < §*,

v/ In(2/9)
\/ﬂ 1+1n(2/9) \/7 6> 0.

Thus for all § < ¢*, combining (B.50)- (B.54), we have

limTf—>OO P[SupOStSTJr Xirl (t) Z NOO] > 57

and thus from (B.43), we have the desired result.

B.9 Proof of Lemma 2

We have,
- A+
P[TB,i < 7'371,71 + T]
= P[S‘lpfg (St<Ar L+ L Xq (8) = TJY]
= P[SupoghST Xg (h + ,82 1) > Tf’-y]

Note that, for all h > 0, we have

X7 (h+ %f_ ) =ogWa(h+ 75 )

(B.55)

B,Z 571 1

— hiil p
—2P [ 7" 'sgn(X7T (s))ds
= oqgWa(h + %E,Z;l) - Ude(f;r’ )t Ude( i)

_ &t ,
— 2P 7" sgn(X7F (s))ds

_ hil /
—2P j;Jr P sgn(XT (s))ds

Bi—1

—  hiil ,
—2P fﬁ Pl sgn(XT (s))ds
B,i—1

= X7 (%Bfi_l) + og[Wy(h + %Bfi_l) — Wa(75

o rh / A
— 2P [ sgn(X] (v+ Tgﬂ,_l))dv.
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By the strong Markov property of Brownian motion, we have Wy(h) := Wd(h—i-%gi_l) -
Wd(%gi_l), h >0, is again a Brownian motion [[159] Section 7.2, pp. 114]. Further by
definition, X7’ (%ﬁfri_l) = 0. Therefore,

X7 (h+ %;H) = ogWa(h)

- rh o R
— 2P [ sgn(X] (v + Tgi_l))dv. (B.56)

Note, for all v > 0 we have,
—2P < 2Psgn(X7 (v + %,/;i—l)) < 2P,

and hence,

oaWa(h) — 2BPh

~ —_— h ’7'['/ A
< 04Wa(h) — 2BP [ sgn(X] (v + Tgfr,z—l))dv
< 04Wq(h) + 2BPh,

forall h € [0,T]. From (B.56), we have Xg,(h—i—f'f_l) = 04Wy(h)—2BP foh sen(X7 (v+

572
%giil))dv, and thus, for all h € [0,T],

oaWa(h) — 2BPh
< Xg/(h + %gi_l) < 04Wy(h) + 2BPh.

Therefore,
supocpcr X7 (h+ 77, )25
= SuPoghgT(O’de(h) +2BPh) > B,
and thus,

Plsupo<p<r X7 (h+ %gz'—1) > B

< Plsupg<p<r(caWal(h) + 2BPh) > f. (B.57)
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Let 75 := inf{h > 0 : 04Wy(h) + 2BPh > [} denote the first time o4Wy(h) + 2BPh
reaches the level 3. Then, we have P[SUpoghgT(Ude(h) +2BPh) > f] = Plr; < T
Combining (B.55), and (B.57), we have

Pl7s,; < %gﬂ._l +T) <P[F, <T). (B.58)
Note that the process, 04Wy(h) + 2BPh,h € [0,T)] is a Wiener process with positive

drift of 2BP. Here using Girsanov’s theorem, we can show that,

2BP3 B2
P7, <T]<e “a 2. (B.59)
. ) —1+te
Since, P = o1y 277 from (B.59), we have,
1
—(L _QEBCPTffG)
P[7, <T]<e ‘2’ 7 (B.60)
Combining (B.58), and (B.60), we have
1
(o s Ay
A A T \2e2Zr T T o2
]P)[TBJ. < Tﬁj_,i—l +T]<e “*7a" a

This completes the proof.

B.10 Proof of Corollary 1

Let the random variable L; := %gi — %;i_l denote the length of epoch ¢ € N. Note that,

A /\+ o . ,\+

T5; < Ly by the definition of T Therefore,
LAt A+ At
T3, TB,ifl < TB,i T/B’,zel

:>7A'B7Z-—7A'+ < L.

Bi—1 —
Thus for a given T' > 0, we have L; <T — %Bi — %giil < T, and hence,
P[LZST} SP[%B 7 <T].

i 'Bie1 =
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Further, from Lemma 2, we have

P[7

ot _mla ~+
BJSTB,ifl—i_T]_P[TBJ_T <T]

Bji—1 =
5 2B T7%+€
7( /32 _ BCp f )
203T 65

<e

Therefore, it follows that,

P[L; <T]<e (B.61)

Note that, if the length of every epoch is greater than 7', the number of epochs occurring

within the time interval [0, T¥] is less than Kpq, = % Therefore,
PK < Kpaz) > P[NEme==1 L, > TY]. (B.62)
Further,

PN~ {Li > T}]
=1-Pluig{L; < T}
> 1 -3 PILi < T
1
(o Tt P
>1— Kpage 274" 7 : (B.63)

where the last line follows from (B.61). Hence, from (B.62) and (B.63), we have,

(e
P[K < Kmax] > 1— Kpaze 2oaT °d
i %+6)
= P[K > Kmax] < Kpaze 2oqT °d

This completes the proof.
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B.11 Proof of Lemma 3

We have,

Plig; < 75,7, < T]

=Plig; <7 |77, < Ty|PF} < Ty]

:P[SUP aSt<i] X7 (t) > 5|7'+ <Tf]IP[ I <1
= P[supOShggyi_%éyi i (h + %B, ) > ﬁ\r < Tf]

IP’[%BT, < Ty]. (B.64)

2

Note that, for all h > 0, we have

X5 (h+75,) = caWa(h +75,)

— 9P f0h+%3"' sgn(Xg,(s))ds

= oaWa(h +175,) — 0aWa(7s,) + 0aWa(7s;)

— 2?[;3” sgn( X”/(s))ds

_ pr sgn(X7T (s))ds
W)

— Jde(h +75,) —oaWalis,) + X7 (75,)

h+7'
— 2Pf “sgn(X ( ))ds
= Xi (Tg,i) +oaWalh +75,;) — Wa(73,)]
9P foh sgn(XZlT/(v +75,))dv.
By the strong Markov property of Brownian motion, we have Wy(h) := Wy(h + 7; )=

Wa(73,),h = 0, is again a Brownian motion [[159] Section 7.2, pp. 114]. Further by
definition, X;{/ (%B )= 3. Therefore,

X7 (h+75,) = B+o0aWa(h)

- 2P fo sen(X7 (v + 75,))dv. (B.65)
By definition of %gi, we have, for all ¢t € [%B ] X7(t) > 0, or equivalently, for

/

all h € [O,%;i — 75l X7 (h + 75.) =2 0. Hence7 sgn(X7 (h+75,)) = 1 for all h €
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[O,min(Tf,%gi) — 75,]- Thus, from (B.65), we have

X7 (h+#5,) = B+ oaWa(h) — 2Ph, (B.66)
At A
for all h € [0, T T5.4-
We define,
Ya(0) == B
Yd(h) = Yd(O) + O’de(h) - QPh, h > 0. (B.67)

Further, let,

7Y i=inf{h > 0: Ya(h) = 8},
Y+ .= inf{h > 0: Yy(h) = 0},

denote the first time the process Yy(h) reaches the level 5 > ,5’, and zero respectively,
starting from Y;(0) = f.

From (B.66), and (B.67), we have, for all h € [O — 75, Xa(h +75,) = Ya(h)
almost surely. Further, note that, for all s € [T T340 ; ) X ™ (s) > 0, or equivalently, for

all h € [O,Tﬁi —75:), X(h+75,;) > 0, and hence Yg(h) > 0. At h = i—gi — 5,40 We
have X7 (h + %gi — 7)) =Xq (7 ( ) = 0 and hence Yy(h) = 0 for the first time. Since,
Xa(h+75,) = Ya(h) as. for all h c 0,7 TBZ’ -7 o), we have 7V = %gi — 75, as.

Therefore we have,

P[supOShS%;_%é XG (h+75,) > 8
[T, < Tyl
= Plsupg<p< v+ Ya(h) 2 5’7251- < Tf]P[f';i < Ty]
]P)[Sup0<h<7'y+ Yd( ) > 5771:’_ < Tf]

= Plsupgcp<rv+ Ya(h) > 8,77 + 75, < Ty]
=Plry <V 47y < Tyl (B.68)
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where the last equality follows from the definition of Tg/ . Note that,
{Tg <IN {r¥+ 4+ P54 < Ty} C {Té/ < Ty},
since %éz‘ is a non-negative random variable. Thus,
Plry <7"F 7 47y, <Ty] <Py < Tyl (B.69)
Combining (B.64), (B.68), and (B.69), we have
Pl7g,; < %Bfi,%;i < Ty] < Plry < Ty
= Plsupg<;<r, Ya(t) = ], (B.70)

where the last equality follows from the definition of TB{. Since, Yy(h) is a Wiener

process with constant drift, using Girsanov’s theorem, we can show that,

1
_ 2BepT; T2 6-p)

Plsupg<i<r, Ya(t) 2 Bl < e 7
Therefore, from (B.70), it follows that

1
. —5+te€ ~
 2BepT; 27 (B-B)

P[T@ngﬁ Tg <Tyl<e ;

Similarly,

P[Tlg i < Tf, > Tf]
=P[7g; < Tf\T > TyJP[7;, > Ty]
= P[SUP%B’igthf X5(t) > /3|7' > Tf]P[ > Tyl

= P[SupOShSTf_,;.B’i Xzirl(h + TB7.) > B|T» > Tf]P[ > Tf]

Note that here, for w € {w : %gi(w) > Ty}, we have X7 (h + T50w) = 0 for all
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h € [0,Tf — 75,]. Hence, following a similar procedure as before, we can show that

_1
2§cpr 2% (6-p)

P75 < va > Tyl < 7i

This completes the proof.

B.12 Proof of Lemma 4

Note that, to hit the level 3, the process X4(¢) must hit the intermediate level /3’ first,
since 8 > B and X4(t) is continuous. Therefore, by definition of epoch, the event
{73 < T} must happen within an epoch. Let the number of epochs occurring within
the interval [0,7f] be denoted by the random variable K. Here, an upper bound on
P73 < T¥] is given as follows:

Plig < Ty] <PUUZ s <750 71 ST} U{fa i < Ty 7 > Ty

<P {7ss < 75,71, ST+ Plig s < Tp, 75 > Tyl

PlUS Gl + P[Gi], (B.71)
where G; = {ng < Tﬂ ; < Tf} and GK = {TBK < Tf, > Tf} Let H :
{K > Kpao} and H¢ := {K < K42} From corollary 1 and lemma 3, we have

_ 7%4»5 o 1
_ 2BepT, (B-B) ) QBcpT (5 B)
P[G;] < e °d , P[Gg] <e o3 :

(e AT
(B.72)
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Further,

PUL, Gl

= P{UL,'Gi}, HY + P{U,' Gi}, H]
<]P’[{UK 'Gi}, HY) + P[H]
< P{UL, Gi} HEP[H®] + P[H]
< P G} HOP[H®] + PH]

= P{Ulpe==1Gy}, HY) + P[H]

< PlUfme==1G,] + P[H]
< e P[G] + PH]

2BepT, “3t “(8-8) _( 52 _2§Bcpr—%+e)

o2 202T o2
S Kmaxe d + Kmaxe d d 9

where the last inequality follows from (B.72). Therefore, from (B.71), it follows that

Pl7g < Ty
_( 52 _2§Bcpr_%+5) _2§cpr_%+€(B75>
< Kpazle 27" ¢ ] + (Kpaw + 1) [e ¢ ]. (B.73)
With § =77, § = T ) and T =T, = TP it follows that
P
Pl7g < Ty]
2§20p (Tifwin*%+’Y+€) 72BCp( e—1p Tf 2+7+5)

|+ (Kmazy +1)[e ]
2Bcp rpe—1p — S tte
— 2R (1T )
= (2Kmazy + e a1 , (B.74)

< Kmaw,'y [67 7d

where Kmax,y—ﬂ—élB T1 2yHe=y) If1!}<e< — v, we have, 1 —2y+e— ¢ >

0,e —1 >0, and —5 + v+ € < 0. Therefore, it follows that K4z, = 4§cpT;_2V+(€_w)
_ 2§2cp (Te_w7T7%+7+6
polynomially increases with T, whereas e “d ! ! exponentially decreases
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to zero as T increases. Thus, we can show that,

2Bcp rme—1p —%+~/+e
. - (T, *-T )
mr, 00 (2K mazy + 1)e o 7 !

o _ 2Bep (T€7¢_T—%+w+e)
= limyy o8B, T} T pye i

= 0.
Thus, from (B.74), we have
limy, 00 P[#3 < Ty] = limz, o0 Plsupg<icr, X7 (t) > B8] = 0.

This completes the proof.

B.13 Proof of Theorem 7

)

. 1 -
Note that, with N = N = co/Ty and 3 = T}Q < Ny, from proposition 2, we

have the following:

]P)[Al UAs U Az U A4]
<P[X]E" > 2No — B] + PX70Y < ]

+ Plsupoci<r, | X7 (8)] 2 B]- (B.75)

Here, we analyze the quantity IP’[XW;’;UP > 2N, — f]. Recall that, with N = N,

¢,

we have

X (t) = Noo4o (W1 (t) + Wa(t)).

C

Since, (Wi (t) + Wa(t)) ~ V2W,(t) ([70]), where W,(t) is a standard Wiener process,
X7 (t) can be constructed from X7 (t) = Noo 4+ 0.We(t), where 0. = v/20. Considering
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the initial p.u. energy level, a = %, we have the following:

' ,sup Y
PX7; > 2N, — f]
= P[SUPOSthf (Noo + 0cWe(t)) 2 2Noo — B3]
= Plsupg<s<r, (0 We(t)) > Noo — ]

= P[SupogtSTf(Wca)) Z N%ZB]

Note that W,(¢) is a standard Brownian motion. Denoting ®(-) as the cumulative

distribution function of a standard normal random variable, we can show that ([70]):

Plsupg<i<r, (We(t)) = No;;ﬁ]
-

_ (Noo—B8)?
< e 20’ng

9

where the last inequality follows from (B.31) (see Appendix B.5). Thus, it follows that.

) B _ (Woo—p)?
P[ngj“p >2Ny —B] <e 75 . (B.76)
Similarly, we can show that,
.. _ (Noo2—ﬁ)2
]P)[Xﬂ' ﬂnf S B] S e QUCTf . (B??)

C,Tf

Thus, from (B.75), (B.76), and (B.77), we have the following:

P[Al UAsU Az U A4]

_ (Neo—B)?

< 2e 20‘21Tf —+ P[SupOStSTf ‘X;Tl(t” 2 B] (B78)
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1_
With g = T}Q ¢)7 we further have,

(oomr® )’

. BT T ose o 1y

hmTf_>oo (26 2 ‘%Tf —+ P[SupOStSTf ‘Xd (t)’ 2 T_}E2 )])
(mrth)’

= llmTf_>OO (26 QGng )

_ / 1)
+ 11Ian_>oo P[SUPogthf [ Xg )] = TJ52 ]

(NOO—T}%‘*”))Q

— limy, o0 (26_ 2027y ) (B.79)

where the last step follows from (3.41). Note that, Noo = coo\/Ts = 201/In(2/8)\/T.
Further, since o, = v/20, we have.

(o2 )’

1i1ranHOO (267 2027y )
N2
gy o (27 (7))

= 2e~(2/9) = g (B.80)
Hence, from (B.78), (B.79), and (B.80), we have,
limTfﬁoo P[Al UAs U Az U A4] <.

This completes the proof.

B.14 Proof of Lemma 5

Note that with N = K N, from (3.28), we have

X7 (t) = K Noo 4 0. W,(1).
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Recall from (3.22) that, No = 20/In(2/8)/Ts. Thus, with K = /1 + % +

1
ATV +egT; 2 i_
S0 TP and Br, = AT} gt cg, we have,

20+/1n(2/6)
KNo = fr, = 20\ /In (5=2555) /T - (B.81)
Further, note that, K N — pr; > 0. Here, with N = K N, we have the following:

PIX77"7 > 2N — Br,]

— IP[XZEW’ > 2K Noo — fBr,]

= Plsupy<jer, (K Noo + 0.We(t)) > 2K Noo — Br;]
= P[SUPogthf(Uch(t)) > KNoo - /BTf]

KNoofﬁ
= ]P)[SupogtSTf(WC(t)) > TTf]

Note that W,(t) is a standard Brownian motion. Denoting ®(-) as the cumulative

distribution function of a standard normal random variable, we can show that ([70]):

KNOO_BT
Plsupg<i<r, (We(t)) > ——7]
=2(1- @(706\/77 )
(KNOO*/BTf)2
< e_ 20’ng

)

where the last inequality follows from (B.31) (see Appendix B.5). Thus, it follows that,
with N = K N,

(KNoo—pr,)?
', \ T 2021,
IP’[XC’T;“” > 2K Ny — fBry] < e 08Ty (B.82)
Similarly, we can show that,

<KN007/3Tf>2

PIXTi < Br)<e T (B.83)
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Hence, from (B.82), and (B.83), we have

P[X[ 5" > 2K Noo — Br,] + P[ijlmf < Br,]
f f

(KNoo—ﬁTf)2

<2 2Ty (B.84)

Since 0. = /20, from (B.81) it follows that
7(KNoo—ﬁTf)2

2e 28Ty = 267111((1*1)5) = (1 - A)d.
Hence, from (B.84), we have the desired result.
B.15 Proof of Lemma 6
We define T := 4§ACPT}¢2'7_(E_¢)7Kmax = % = @TCPT;HE_W_QV, and 3 := ATJ?. Since,

v _ plz=¥) A ATV (3-¢) . — AT

T, <Ty andAe(O,l),wehaveﬂ—ATf<ATf . Thus with 8 := AT} ,

from (3.39), we have

Plsupg<;<7; X7(t) > f)

72§CPAT€ T_w7T7%+’y

2BcpA — -+ €
. (8§cpT1+(e—w)—2'y + 1)6_ U?j [Tf 11’—Tf 2 ”’] T
TN A .
Since,
_ 2Bepa [T;wa;%+’yj| T$
(8§cpT;+(67¢)727 + Ae °d =

it follows that
P X7 (t) > p] < &2
[SUPogthf T >p <5
Similarly from (3.40), we have

P[infOStSTf lerl(t) § —ﬁ] S %
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_ (%) (3-9)
Further, note that 87, = ATf +cg > ATf

SUPo<t<T; Xg/(t) > Br, = SUPo</<T; Xg/(t) > B, and also info<i<7, ler/(t) <
—Br; = infocicr, XJ (t) < —B. Therefore,

= f3, since cg > 0. Hence,

Plsupg<i<r, X (1) > fr]
< Plsupo<i<r, X7(t) > B <52

and,

Plinfo<i<r, X7 (t) < —Br,]
< Plinfoce<r, X7 (1) < =6 < &,

Thus, from the inequality (3.32), it follows that

Plsupy<;<7, X7 (4)] > Br]

< P[SUPogthf Xfir/ (t) > BTf]
+ Plinfoci<r, X7 (t) < —Bry]
< A6.

This completes the proof.
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Appendix C

C.1 Probability distribution function of Phasor Data

Since each of the samples drawn from the distribution of X belongs to one of the K

different topologies, we can deduce the following: for x € RV,
PX <z =1 | P[X < x|Z = e,]P[Z = e4). (C.1)

Recall that, for a € Ey, := {/ : Z(a/) = ey}, the random variable X (o) ~ N (uy,, Xi).
Thus we have P[X < z|Z = e;] = P{a € E; : X(a) < z}] = Fx|z.4,(T|Z =€),
where Fx|z 4, (-) denotes the cumulative distribution function of a Gaussian random
variable with parameters ¢, = (py,, X ). Further recall that 7, = P[Z = ey]. Therefore,
from (C.1), P[X < ] can be written as

PX <x]=>1, Fx\z,4,(®|Z=e)P|Z = e]
=S miFx 7.6, (| Z=6y). (C.2)

Note that, since 7, = P[Z = ey], we have m;, > 0 for all £k € {1,..., K}, and since
there are K different topologies, we have Zle T = Zszl P[Z = ex] = 1. Here, note
that the distribution of X depends on ®x = (71,...,7K, @q,...,Px). From (C.2), we
derive the PDF of X, which can be written as follows:

fX|<I>K($) = Ei{:l 7kax|z,¢k($|Z:ek:),

with S5 mp =1, 1, > 0 for all k € {1,..., K}.
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C.2 A brief overview of EM algorithm

Recall that, Z is a random vector of indicator variables taking values in {ei,...,ex},
where e;, € RE i € {1,..., K} denote standard basis vectors of R¥. Here we can derive
the following: fx|s, () = Zze{e1,...,eK} Ix,z1®, (T, 2), where fx 7|5, (T, 2) denotes
the joint density of X and Z. Thus the problem (4.8) can be equivalently written as

qA)K = argmaxg . ln[ngl Zze{el,...,eK} fX7Z\¢'K (x(n)’ Z)]

such that Zf; = 1,m >0 forall k € {1,..., K}. (C.3)

However, finding an analytical solution remains intractable, hence in the EM algorithm,
we try to maximize a lower bound of the objective function iteratively [104]. Suppose,

the current estimate of ®f is ®%- at iteration /. Here we can derive the following:

ln[Hizl Zze{el,...,e;(} fX,Z|‘I’K (w(n)’ Z)]
= 22;1 I} crer exd fX,Z|<I>K($("), z)]

fx,z1®, (@™ ,2)f L (z| X =2(™)
S L P Z|X,®
= Znil ln[ZzE{eh...,eK} A

fZIX,<I>lK (2| X =)
_ S fX,Z|<I>K(:E(n>vZ) _ (n)}
= 2t B2 p [fz|x,<1>lK 2=zt X = =)

> S5 Bty gy 1% 210, (2, 2)) X = 20

—Ez~y Dn(fz|x,¢»§((Z’X = m(n)))’X = 50(7”]]» (C.4)

l
z|x @k,

where the last line follows from Jensen’s inequality [104]. Thus, <I>l[<"1 which maximizes

the lower bound (C.4) can be computed as

S
@ = argmaxg . Zl
n—=

[EZNfz\X,fblK Un(vaZVI’K (w(n)7 Z))|X = w(n)]

such that Zfilﬂkzl,ﬂkZOfor all k€ {1,..., K},

which defines the EM algorithm. Here, in the E-step, we compute the expectation,
and in the M-step we maximize it. As explained in Section 4.4.1, the computation

of the expectation involves computation of hZ’l = P[Z = e X = x™, ®,] for all
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k € {1,..., K}, whereas the term ln[fX,Z@K(zc(”), Z)| can be analytically expressed
utilizing (4.5). We compute hZ’l as shown below [104]:

fX\Z,élK (@(")|Z=ey)P[Z=ey]
ket fx|z,q>lK (x(M)|Z=ex)P[Z=ey]

> —%e—%(m(’”—ul () =) —u))

nd
h," =

T YK sl e b )T E) @ )

where 7r,l€, ufk, and Efc are the estimates of the corresponding quantities at iteration .

In the M-step, utilizing the constraints on 7 and solving the maximization problem, it

can be shown [104] that the updated values of 7T]l€+1, ,ugjl and Zf,jl are given by

S ZS hpt ! = Sy hp'a™
S n,l
k ’ k Zn 1hl€
i+l _ s 1hzl(w<”) e )@ T
k - S n,l
n=1 hk

In the EM algorithm, we iteratively compute h” in E-step and update 7rf€, i1 EI'H

in the M-step until convergence.
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