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Abstract—Distributed averaging over a large network is a communication. They showed the convergence in presence
well studied problem that converges asymptotically; however, of a modified update rule where the nearest neighbor value
existing protocols does not provide a way for each node to ;s gcgled by a special time varying step size. A malicious

distributively detect the occurrence of convergence. In this fault de i hich i t following th
paper a method is developed to distributively determine when or Taulty node IS one which IS not following the consensus

the consensus has reached within a given error margin. In Protocol. In presence of such nodes, the averaging protocol
absence of such a method all nodes in the network keep becomes unstable, i.e. it fails to converge. In [1] authors
running the required computation and communication even if  provide results on stabilizing consensus protocol in presence
the consensus value are within acceptable tolerance, which is of faults by assuming that node-values are binary.

not preferable as in large-scale distributed networks resources o

like power are limited. Furthermore, this extra communication In large se_nsor networks, eaph r_lode has limited power for

can cause signal interference with other critical information. itS computational and communication need. In all consensus

This distributed detection takes finite time and occurs at each protocols, convergence takes place in asymptotic sense and

node simultaneously. there is no distributed way for each individual node to
know if the convergence has reached within desired error

. INTRODUCTION margin. If each node can detect the consensus occurrence,

Consensus or agreement in a large network of agents refégn they can stop doing computation and communication
to the event in which each agent has same informatiof€quired by the consensus protocol, and thus saving on the
It is assumed that each node is sharing information withmited power supply. In this paper, a distributed algorithm is
its neighbors. Averaging consensus is a special case whéf@sented which facilitates each node to detect the occurrence
the each node starts with some initial node-value and asOéCOﬂSGﬂSUS within desired bounds in finite time. This algo-
result of agreement it obtains a value which is an average Bthm requires implementation of maximum and minimum
initial node-values of all the nodes in the network. Averagingonsensus protocols, which have finite convergence time
consensus protocol refers to the action to be performed on thgunded by the diameter of the network.
received information. In this paper, the focus is on the linear The paper is organized as follows: In Section 2 a mathe-
averaging protocol presented in [10] where each node takgtical setup for the problem is presented with an overview
an average of the information received from neighboringf different protocols. In Section 3 the main scheme to
nodes. [10] provides a necessary and sufficient conditiGtchieve finite time convergence is presented. In Section 4
that underlying network is strongly connected and balanceg®me examples are presented. Finally conclusion of the paper
which leads to an asymptotic convergence in absence of af@d discussion on future research directions is presented in
malicious user. It is shown in [12] that the requirement foSection 5.
balanced graph can be dropped by using weighted integrators
in the protocol. A faster linear averaging protocol similar to
[10] is proposed in [13]. In [2] a condition on functions Consider a system ol nodes or agents connected with
that can be computed distributively is provided. A goodtach other in an arbitrary manner via communication links.
survey of consensus problems is provided in [11], [9]. |fEach node is sensing its local information e.g. local temper-
[8] authors provide convergence analysis for the anguldture or chemical concentration and is trying to compute the
interaction among agents using a switched linear model. Thiyerage of that local information over the whole network.
model also assumes that over every finite period of time thEne system is modelled as a gragh:= (V, E) consisting
particles are jointly connected for the length of the entir®f a setV := {1,2,..., N} of elements called vertices or
interval. Similar agrement problem over random graphs {8odes or agents, and a skt of node pairs called edges,
addressed in [7] for graphs having binomial distributionWith £ C E. := {(i,j)|i,j € V}. If E = E. i.e. each
Most of these works assume some kind of connectivitpode is connected to rest of — 1 nodes, it is called a
in the network. In [3] work is done towards maintainingcomplete graph. A graph is called undirected if for every
the connectivity of network by controlling the algebraicPair of distinct nodes and j both (i,;j) and (j,7) are in
connectivity (also known as the second smallest eigenvalde Otherwise, it is called a directed graph or a digraph. A
of Laplacian of graph) of the network. In [6] authors addres§imple graph is a graph with no self loops, i(e.j) ¢ E if

agreement problem over geometric random graphs with noiéy= J- A graph is connected if it has a path between each
pair of distinct nodes andj, where by a path between nodes
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form (i, k1), (k1,k2), ..., (km,j) € E. A digraph is called 1) P is row-stochastic non-negative matrix with a trivial
“strongly connected” if there is a directed path between each  eigenvalue of 1,

pair of distinct nodes. Diametdp of a graph is the longest  2) All eigenvalues ofP are inside the unit circle,
shortest path between any two pair of nodes. Fixed graphs3) If G is strongly connected theR is a primitive matrix,
are graphs in which the edge sBtdoes not change with  4) If G is a balanced grapi{ L = 0) then P is column-

time. In this paper, fixed graphs are considered. stochastic]” P = 1). Note that every undirected graph
Radiusr of node pair(z,j) implies the minimum path is a balanced graph.
length, i.e. the minimum number of edges conneciing ;j We will make following assumptions throughout the paper:

is equal tor. The neighborhoodV; of i* node is a set  Assumption 2.1(a) 0 < € < ——, (b) the graphG' is
consisting of all nodes within radius not including the connected, and (c) if the grapgh is directed graph, then it
it" node itself. The degree or out-degree of @h node s “strongly connected” and balanced.
is |N;|, where|N;| denotes the number of elements . The average consensus protocol for the gréplgiven
The maximum degree of the graph is denoted byand by (1) converges asymptotically to average of the initial
the minimum degree of the graph is denoted dyThe condition 2(0) denoted bya := %Zg\il 7;(0) [9]. The
adjacency matrixA = {a;;} of a graphG is an N x N average valuex1 is an invariant quantity of the dynamics
matrix. a; ; > 0 only if the node pair(i, j) € E and is equal given by (1) i.e. P(al) = «l. Further, this convergence
to zero otherwise. The grapfi is assumed to be simple, is reached exponentially with exponent bounded above by
which implies thata;; = 0 for all i = 1,2,---N. The 4,, which is the second largest eigenvalue®f(i; < 1).
diagonal matrix® is an N x N diagonal matrix with each Following property of P which relies on the fact thal <
diagonal entryd;; = Z;-V a;;. For undirected graph the ¢ < - is needed the rest of the development.
graph Laplacian matrix. is defined asp — A. Proposmon 2.1:Let pij be be (i, j)th element of P. Then,

The graph Laplacian matriX. is an important function ¢ < pi; < 1 forallij = 1,2---N. Moreover, p;; >
of the graphG. Eigenvalues ofL. have direct relation to ¢ for all 4.
the connectivity of the graph. Lefy; < Ay < --- Ay be Proof: SinceP is a non negative matrix, it implies that
N eigenvalues ofL. Since L has row sum equal to zero p,; > 0. Since,0 < € < T ,0<pi; =1—edy; <1; and
(such matrices are called row stochastic),= 0 is a trivial  for ; £ 7, p” = ea;; < d&j < 1. Thus,p;; < 1 for all
eigenvalue ofL with 1:=[1,--- 1] as the corresponding ; j=1,2-- N with p;; > 0" for all i. Also, for allj € N;,
eigenvector i.eL1l = 0. A graph is connected if and only pij = €a;; > 0. ]
if the second smallest eigenvalue of Laplacian is non-zero
i.e. A2 > 0 [4], and larger the\, better is the connectivity — The average protocol update rule can be rewritten as:
of the graph and faster is the convergence of the distributed
consensus protocol. The second smallest eigenvajues
also called the algebraic connectivity of the graph. It is i(k+1) Zp”% )
assumed that the communication among nodes is noiseless.

at i** node. Thus, each updated node-value is a weighted

A. Average consensus protocol average of its neighboring node-values such that weights are
H_on-negative and strictly less than one w@j\;lpij =1
for all 5. This leads to the following conclusion:
Proposition 2.2:

The state vector of node-values for average conse
sus protocol is defined by column vector(k)
(v1(k) wa(k)---2n(k))T. The average consensus protocol

denoted byAP distributively computes the average of a  ;(k+1) < maxz;(k) foralli=1,2---,N; (4)
. . 7 — < J ) 9 )

given initial node-values:(0) = (z1(0) x2(0)---zx(0))7T. J '

It takesz(0) as an input and generates a sequence of node- Zi(k+1) > min zj(k) foralli=1,2---,N.  (5)

values z(k)z(k) = (x1(k) x2(k)---xxn(k))T such that
{z(k)}>, = AP(2(0)) based on the following nearest- Equalities hold in above equations if and onlyaif(k) =

neighborhood update rule: zj(k) foralli=1,2--- N.
wik+1) = mi(k)+e ) ayle;(k)—zi(k) (1) . _ . .
JEN; By taking maximum over all nodes in (4) (and minimum
over all nodes in (5)) it can be shown that:

foralli =1,2--- N. This implies

= i < .
k1) = Polk) @ max z(k + 1) m]axarj(k +1)< max z; (k) (6)
minz(k + 1) := minz;(k + 1) > minz; (k) @)
whereP = I —eL. Sincel — eL = exp(—eL), discrete time J J
average consensus can be seen as the first order approximbere equalities hold in both cases if and onlyrj{k) =
tion of continuous time average consensus problem which:’zs,-(k) foralli,57 =1,2---, N. Combining this with Propo-
given byt = —eLz. It is known thatP with 0 < e < —, sition 2.2, it can be shown that node-valugk) at any time

whered,,,.., = maxd;; satisfies following propertles [9] k is bounded from above by the maximum value in network



in the past and below by the minimum value in the networknax z(k’). The shortest distance between nodend j,
in the past. This can be expressed as follows: denoted byd, is less than or equal to the diameter
) . D of the graph. Let the path connecting and j be
minz (k') < z;(k) < maxz (k) foralli=1,2---,N. (8) (i,m1), (m1,ms),...,(mg_1,j). Because of weighted av-
and for allk > k' eraging, at timek = k' + 1, z,,,, will become strictly less
The following lemma states that if a node reaches afanmaxz(k’) as shown below:
average consensus protocol node-value that is strictly less N
than the maximum over the network at some past time instant Ty (K +1) = melnxn(k/)
k' then the node-value at that node at any future time instant n—1
k > K remains stri(_:tly I_ess than the maximum over the < Py (k) +mem max z(k')
network at the past time instaht. oy
Lemma 2.1:Consider a grapltz (undirected or directed / no_ /
“strongly connected”, balanced graph) running an average = Y™ max z(k") + (1 — p;;) max (k') = max z(k').
consensus protocel P given by (1) with an initial condition Thus, z,,,, (k' + 1) < maxz(k’). Therefore, from Lemma
x(k'). Let, i andi’ be nodes such that;(k) < maxz(k’) 2.1 for all ¥’ > k' + 1, x,,, (k") < maxx(k’). It follows
and z; (k) > minxz(k’), respectively for some time instant that for all & > k' + 2, z,,,(k") < maxz(k’) and that

k> K. Then for allk” > k: for all £ > k' + d;; — 1, z;(k") < maxx(k’). Note
! > L/ L > d..
) < masa(h) etk kD 2 ks dy 1D 2 ) therefor for al
xy (k") > minz (k")
Proof: It is given that for node), z;(k) < maxz(k’) Thus from lemma 2.2, after a finite time given by the
for some time instant > &’. It follows that: diameter D of the graph, all node-values under averaging
zi(k+1) = Zpijxj(k) consensus protocgl become strictly Ie;s than the maximum
F vglu_e in network in the past ar_ld strictly great_er than the
minimum value in the network in the past, which in turn
= pixi(k) + Zpijmi(k) means that after a finite time the maximum value in the
7 network decreases and the minimum value in the network
< pumi(k) + Y pi; max z(k) increases.
J# .
B. Maximum consensus protocol
< puxi(k) + Zpij max z(k) [From Prop.2.2] )
o The maximum consensus protocol denoted h§X P
, , distributively computes the maximum of a given initial node-
= piii(k) — pii maxz (k') + Zpij maxz(k’) valuesz(0) = (21(0)22(0)--- 2x(0))T. It takesz(0) as an
J input and generates a sequence of node-valés i.e.
= pizi(k) + (1 = p;) max (k') {z(k)}?°, = MXP(2(0)) based on the following update
< piumaxz(k’) + (1 — py) maxz(k') [ py > 0] rule:
= maxz(k). zi(k + 1) = max z;(k), (11)

jEN;
Thus, z;(k + 1) < maxz(k’). It follows that !
z;(k + J) < maxz(k) for all J > 1. Therefore, if Where z;(k) is the node-value of** node for maximum

node i assumes a node-valug(k) < maxz(k’), then it Cconsensus protocol. Each node updates its value to the
remains strictly less thamnaxxz(k’) for all future time Ppresent maximum value in its neighborhood. The overall
instances. Similar proof holds for the minimum value cle. State vector for maximum protocol is defined by the column
vectorz(k) = (z1(k)z2(k) - - - 2y (k))T. Note thatz; (k) is a
Next lemma shows that aftdp time steps the maximum non-decreasing function with tinme
value has to strictly decrease and the minimum value has toProposition 2.3:Maximum consensus protocoM X P

strictly increase. given by (11) converges tmax z(0) in finite time T < D.
Lemma 2.2:Consider a graplt; (undirected or directed Proof: Let m be a node with node-value at
“strongly connected”, balanced graph) running an average.(0) = maxz(0). Due to connectedness of graph

consensus protocol P given by (1) with an initial condition G, each node in graph is connected to nedelet, D be
x(k") such thatmax z(k’) > minz(k’). Then for allk > the maximum distance between and any other node, then

k' + D: D < D. At time k£ = 1 all nodes connected tm at one
unit distance (one hop) will have the maximum value, at

maxz(k) < maxaz(k'), and (9  time k& = 2 all nodes connected to at two unit distance
minz(k) > minz(k'). (10) (two hops) will have the maximum value, and so on. Thus,

Proof: Consider any particular nodg. There exists by time7 = D all the nodes will have maximum valudll
a nodei such thatx;(k') < maxz(k’) as minz(k') <



C. Minimum consensus protocol Proof: From [9] it is given{z(k)}}?2, converges tax

The minimum consensus protocol denoted byN P ie. .
distributively computes the minimum of a given initial node- klgfolo zi(k) =a
values y(0) = (y1(0)y2(0)---yn(0))T. It takes y(0) as , :
an input and generates a sequence of node-val(iesi.e. forall ¢ =1,2,---N. T_hus_, fc?r anye > 0 there existsk
{y(k)}2, = MXP(y(0)) based on the following update such that for allk > K" implies:
rule: lzi(k) —a| < eforalli=1,2,---N
yi(k+1):n€1}¢1yj(k), (12) = —e<zik)—a<eforali=1,2,---N
J i

. - = —e<maxz(k) —a<e
wherey; (k) is the node-value of" for minimum consensus (k)

protocol. Each node updates its value to the present minimum = |maxz(k) —af <e
value in its neighborhood. The overall state vector for = klim maxz(k) = «
— 0

minimum protocol is defined by the column vectgik) =
(y1(k)ya(k) - --yn(k))T. Further,y;(k) is a non-increasing
function with timek. .

ey . . Now, a(j) = maxz;(jD) and a(j) = minz;(jD). So,
Proposition 2.4: Minimum consensus protocol given by h - .
o f
(12) converges tonax y(0) in finite time T < D. they are subsequences of convergent sequences converging

e = to same limita, thus botha(j) and «(j) converge tox as
Proof: Similar to the proof of Proposition 2.3. | j — oo. Further, note thaB(j) = a(j) — a(j), therefore

B(j) converges td asj — oo.

Similarly, klim minz(k) = «

IIl. FINITE TIME CONVERGENCE WITHIN A GIVEN ERROR
MARGIN This leads to the following distributed algorithm, which is

Consider the grapliy = (V, E) with N nodes as defined the main result of the paper. It helps each node in deducing
above, each node running a distributed average consen$® occurrence of convergence in the network in finite time
protocol AP given by (1). In this section, a distributed Within desired error margip.
algorithm is provided which enables each node to detect the Algorithm I:
occurrence of the convergence in the network within a givehnitialization: Given initial conditionz(0), setz(0) = x(0)
error margin in finite time. To achieve this each node rungnd y(0) = z(0). Start AP(x(0)), MXP(z(0)) and
two more protocols, a maximum consensus protddot P M N P(y(0)). Setj = 1.
and a minimum consensus protocdl NP given by (11) Step 1 At k¥ = T(j) + D, let a(j) =
and (12) , respectively with (ko) = y(ko) = z(ko), where MXP(2(T(j))),a(j) = MNP(y(T(j))) and 8(j) =
ko is the time when maximum and minimum protocols arex(j) — a(j). Check at each node j(j) < p; If yes then
started. By finite time convergence we imply that for anyStop, else sef = j + 1.
givenp > 0, all agents can simultaneously reach to a decisioitep 2 At k = T(j), set z2(T(j)) = z(T(j)) and
in some finite time7}, that their node-values ageclose to the  ¥(T'(j)) = z(7T'(j)). Go to Step 1.
desired average value i.e. they are in the intefwvalp, a+p.

From Proposition 2.2 and 2.3, we have that after titne Next theorem with help of Lemma 3.1 shows that the
ko + D, z(k) = maxz(ko)1 andy(k) = minx(ko)1. Thus, Algorithm | terminates in finite time.

atk = ko + D the differencez; (k) — y;(k) will be same at ~ Theorem 3.1:Algorithm | terminates in some finite time
each node. T. < o0.

DefineT(j) = (j — 1)D for j = 1,2,---, as the set of Proof: [(j) converges to0 as j — oo (from
time instants whed/ X P and M N P are reset. This is done Lemma 3.1). Thus, for any givep > 0, there exists an
atk = T(j) by setting their initial conditions(7'()) and integer j, such that3(j) < p for all j > jo. This implies
y(T(j)) equal to the current node-value§I'(5)) from AP.  that the Algorithm | converges in finite timg. = 7'(jo). l
Thus, at every time instarit=T'(j + 1), M X P running at
each node with initial value(T'(5)) will output max z(7°(j)) The finite timeT. is not known beforehand because the
and M N P running at each node with initial valugT(j)) size of3(j)'s which is proportional to the algebraic connec-
will output miny(7T'(5)). Define these outputs of/ X P  tivity of the graph is not known to each node beforehand. The
and MNP asa(j) = maxz(T(5)), a(j) = miny(T(j)), significant achievement is that all nodes can deduce in some
respectively and the difference between these two outputs figite time that the consensus in the network has reached and
B(j) = a(j)—a(j). At k = T(j+1) each node will have the this happens at the same time at each node without help of
same value3(j). Following corollary shows thati(j) and any centralized information or source.

a(j) both converge tay, which in turn implies that3(j) Remark 1:In above algorithm, the maximum and mini-
converges td. mum protocols are getting reset after evéryime. The value

Lemma 3.1:The sequencea(j) anda(j) converge ton  of j at the termination of above algorithm gives number of
asj — oo. Further, the sequencé(j) converges tad) as times maximum and minimum protocols are executed. This
j — oo. number can be reduced at the cost of delaying the detection



of convergence by choosirig(j) = (j — 1)D + AT; where
AT; >0 for all j =1,2,---. One heuristic way to choose
ATJ iS by estimating the I’ate Of decrease in the diﬁ:erencem max-min-average with finite time convergence with given error margin of p=0.02

between maximum and minimum of node-values and setting
AT} equal to that estimated rate. In fact, above algorithm ¢f |
should work for all the graphs with diameter bounded by |
D,,.. at the expense of delaying the detection of occurrence
of convergence by time bounded by the difference between’|
Dq and actual diameted. In other words, for this schemeg; 2
to work it is not required for each node to know the actual |
diameter of the graph instead all it needs is some uprﬁer [
bound value on the diameter. In [5] a distributed method fe;r-z ‘
computing the diameter of a graph is presented which uses| ||l /
a maximum of2N? messages. Each node can first run this
protocol to determineD in a distributed manner. Diameter -
D is the only parameter of the network graph required by-s} (1}
each node. oL DN

Remark 2:This detection of convergence technique can ° : ° * T ek " * “ "5 *
be generalized to distributed protocols such #{@f) satisfies
Lemma 2.2, i.e. the maximum and minimumaf) over all
nodes is strictly decreasing and increasing after every finite
time D.

x(k) Averaging protocol
2(k) Maximum protocol ||
y(k) Minimum protocol

at k=45, each node
decides that consensus
has reached -

Fig. 1. A: Maximum-minimum protocol running in parallel with averaging
V. EXAMPLES: FINITE TIME CONVERGENCE protocol helps individual agents to make a decision about the occurrence of
) ' agreement in the network

In this section, we present three scenarios of averaging
protocol, and show how the algorithm presented in previ-
ous section facilitates distributed detection of occurrence of
consensus in the network.

Scenario A is of an undirected graghy with 25 nodes.
The diameter of graph i¢, and the algebraic connectivity Max.min-average consensus in finite time within given error margin p = 0.02
of the graph is1.79. It has maximum degree of2 and ™ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
minimum degree of. The initial conditionz(0) is chosen ||
from a uniform distribution betweer-10 and — 10. The
average valuex = 0.95. Each node comes to know when
the consensus has reached within an error margip ef A\
0.02. The simulation result shown in Figure 1 demonstrat@s |||
that afterk = 45, each node correctly concludes that the 2
convergence has occurred in the network within an ergr ||\
margin of0.02. g |

Scenario B is another undirected gra@h with 25 nodes,
diameter of the graph i4, the algebraic connectivity of the
graph is1.48. It has maximum degree dfl and minimum
degree oR. The average value = —0.84. In this case, after - ‘1‘
consensus has reached and detected, there is some chang#
in one of node-values at = 60, so that the new average
value becomes-0.65. The algorithm presented in previous 10— 2 & = & % & & 1w
section starts automatically to find another occurrence of time k
convergence due to this change. The simulation result shown
in Figure 2 demonstrates that each node comes to know when
the consensus has reached within an error margin(0f at
k = 85.

Scenario C is of a directed, strongly connected and bal-
anced graphGs with 25 nodes. The diameter of graph iSFig. 2. B: One node changes it value fat= 60 after the agreement
11 , and the algebraic connectivity of the graph0ig7. It has reached in the network. Maximum-minimum protocol and averaging
has maximum degree &f and minimum degree of. The protocol restart to detect next occurrence of agreement in the network
initial condition z(0) is chosen from a uniform distribution
between+10 and — 10. The average value = 1.07. The

6 “
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simulation result shown in Figure 3 demonstrates that eacls]
node comes to know when the consensus has reached within

an error margin ofp = 0.02 at & = 96.

(4]

(5]

(6]

(7]

Max-min-average consensus in finite time withing given error margin p = 0.02

node values x(k), y(k), z(k)

(8]

1 @

(20]

1 [

(12]

1 13

20 40 60 80
time k

100 120

Fig. 3. C: A case of directed graph. Maximum-minimum protocol running
in parallel with averaging protocol helps individual agents to make a
decision about the occurrence of agreement in the network

V. CONCLUSIONS AND FUTURE WORK

In this paper, a methodology is provided for detection of
occurrence of consensus in the network running a distributed
averaging protocol such that after finite time each node
comes to know that the consensus has reached within given
error bounds. This method requires two more protocols viz.
maximum and minimum consensus protocols to run along
with the averaging protocol at each sensor. The maximum
and minimum protocols are reset after evépytime which
is the diameter of the graph. This is a conservative wait time,
as mostly these protocols converge faster thatime. Thus,
as part of future work this wait time can be further refined
to a lower value such as period the graph.

(1]

(2]
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